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L&i n6i diu
TCVN 11237-3:2015 dwoc xay dwng trén co s& tai liéu IETF RFC

3646:2003 (C4c tiy chon ciu hinh DNS cho DHCPv6) ctia Nhém déic
trach vé ky thuat Intemet (IETF).

TCVN 11237-3:2015 do Vu Khoa hec va Céng nghé bién soan, B
Théng tin va Truydn thong @& nghi, Téng cuc Tiéu chuén Do ludng
Chét lvgng thdm dinh, B Khoa hec va Cang nghé céng bé.

B tiéu chudn TCVN 11237 Giao thirc clu hinh déng cho Intemnet
phién ban 6 (DHCPV6) gm ba phéan:

- TCVN 11237-1:2015, Phan 1; Dic ta giao thire;

- TCVN 11237-2:2015, Phdn 2: Djch vu DHCP khéng gil
trang thai cho IPv6;

- TCVN 11237-3:2015, Phan 3: Céc tly chon cAu hinh DNS.
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Giao thirc cau hinh dong cho Internet phién ban 6 (DHCPv6) -
Phan 3: Cac tuy chon cau hinh DNS cho DHCPv6

Dynamic Host Configuration Protocol for IPv6 (DHCPvB) - Part 3: DNS Configuration options
for DHCPvE

1 Pham vi ap dung

Tiéu chudn ndy mé ta hai tly chon d& chuyén théng tin cAu hinh lién quan @én dich vu tén mién (DNS)
trong TCVN 11237-1:2015.

Trong Tiéu chuin nay DHCP duwgc hiéu 13 DHCPV6.

2 Tailidu vién din

Tai liéu vién dan sau rét cin thiét cho viéc ap dung tigu chudn nay. Déi véi céc tai liéu vién dan ghinam
céng bé thi ap dung phién ban dwoc néu. Bbi véi cac tai liéu vién din khdng ghi nam céng bé thi ap
dung phién ban méi nhét, bao gém ca stra ddi, bd sung (néu co).

TCVN 11237-1:2015, Giao thirc cAu hinh dong cho Internet phién ban 6 (DHCPv6) — Phan 1: Pic ta
giao thirc;

IETF RFC 1035, Domain names - implementation and pecification, 1987 (C4c tén mién - déic diém ky
thuat va thyec hién),

IETF RFC 2119, Key words for use in RFCs to Indicate Requirement Levels, 1997 (Céac t&r khéa dung
trong RFC dé chi béo céc mirc d6 yéu céu),

IETF RFC 2535, Domain Name System Security Extensions, 1999 (Céc mé réng bdo mét cho hé théng
tén mién);

IETF RFC 1536, Common DNS Implementation Errors and Suggested Fixes, 1993 (Céc 16i thyre thi va
khuyén nghj stra 16i thudong gap cho DNS).

3  Thuat ngir va dinh nghia

Tiéu chuén nay st dung cac thuat ngi¥ va dinh nghia dwgc néu trong TCVN 11237-1:2015 va céac thuét
ngt va dinh nghia sau:

31
B§ phan gidi DNS (DNS Resolver)

DNS phia may khach c6 trach nhiém khdi tao va thiét dat trinh tu cla céc truy van dé co thé dich doi
a3y da, hoan thién ctia mét tim kiém da khdi tao. Vi dy, dich dbi mat tén mién thanh mét dja chi IP.

3.2
FQDN (Fully Qualified Domain Name)

Dia chi tén mié&n toan b, bao gdm ca tén clia may chi lwu tri tén mién va tén mién cép cao nhét.



TCVN 11237-3:2015

4  Tuy chon may chi tén mién DNS dé quy

Tily chon may chli tén midn DNS dé quy cung cp danh sach mét hodic nhiéu dja chi IPv6 clia céc may
chi tén mién DNS @& quy ma bd phan gidi DNS clia mdy khéach cé thé giri cac truy van DNS téi cac dia
chi d6. Cac may chi DNS duworc liét ké theo thi tw wu tién d& bd phan gidi DNS clia may khach st
dung.

Pinh dang clia Tay chon may chd tén mién DNS dé quy nhw sau:
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Ma tuy chon : OPTION_DNS_SERVERS (ma 23)

Option-len : Do dai Danh sach cac mdy chii tén mién DNS dé quy tinh
biing octet va phai 1a boi cia 16

DNS-recursive-name-server : Bija chi IPv6 clia m8i may chi tén mién DNS @é quy

5  Tuy chon danh sach tim kiém mién

Tuy chon danh sach tim kiém mién xac dinh danh sach tim kiém mi&n ma may khach st dung khi phan
gidi tén may chl (hostname) v&i DNS. Tuy chon nay khéng &p dung ddi véi cac cor ché phan giai tén
khac.

Binh dang clia Tly chon danh sach tim kiém mién nhw sau:

0 1 2 3
01234567890123456789012345678901
B et T e e T ol e e et et L ot ol ol L e et o Tt et o
| OPTION_DOMAIN_LIST I option-len I
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Ma tiy chon:  OPTION_DOMAIN_LIST (méa 24)
option-len: Do dai clia trwdng “searchlist” tinh bang octet
searchlist: Ban danh sach tén mién trong danh séach tim kiém mién

Danh séach tén mién trong “searchlist” PHAI dwgc ma héa nhw quy dinh trong Diéu 8 - Biéu dién va st
dung céc tén mién trong TCVN 11237-1:2015,
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6 S xuét hién ciia cac tay chon

Thy chon may cha tén mign DNS d& quy KHONG BUQC xuét hién trong cac ban tin trir cac ban tin
sau day: Solicit, Advertise, Request, Renew, Rebind, Information-Request va Reply.

Tiy chon danh sach tim kiém mién KHONG BUQ'C xuét hign trong cac ban tin trir cac ban tin sau day:
Solicit, Advertise, Request, Renew, Rebind, Information-Request va Reply.

7  Vén dé bao mat

Tuy chon may chd tén mién DNS dé quy co thé dwec s dung b&i mét may chti DHCP x&m nhap lam
cho cac may khach DHCP giri cac yéu ciu DNS dén may chii tén migén DNS dé quy xam nhap. Két qua
la cac yéu cau DNS sai hwéng cé thé dwoc st dung dé gid mao cac tén DNS.

Dé tranh cac cufc tn cdng biing Tily chon may chil tén mién DNS dé quy, may khach DHCP NEN yéu
cAu xac thire DHCP (xem Didu 21 - X4c thuwe cac ban tin DHCP trong TCVN 11237-1:2015) trwéc Khi
cai dat danh s&ch cac may chii tén mién DNS dé quy cé duwgc thong qua DHCP da xac thuec.

Tuy chon danh sach tim kiém mién cé thé dwoc sir dung bdi mét may chi DHCP tham nhap lam cho
cac may khach DHCP tim kiém thong qua cac mién khéng hop 18 véi cac tén mién duoc xac dinh mot
céach chwa hoan chinh. Két qua 1a cac qua trinh tim kiém sai hwéng nay cé thé dwoc siv dung dé gia
mao may ch( DNS. Chu y réng viéc hd trg cho DNSSEC s& khéng ngan chin viéc tAn cdng nay, béi vi
cac ban ghi tai nguyén trong cac mién khéng chinh xac cé thé duwec xac dinh Ia hop phap.

Mtrc 86 ma may chi dé bj tan cdng thdng qua tly chon tim kiém mién khéng chinh xac dugc xac dinh
mét phan bdi bd phan gidi DNS. RFC 1535 chira théng tin vé& cac diém yéu bao mat lién quan ¢én an
hodc hién cac danh sach tim kiém mién va cung cap cac khuyén nghj lién quan dén viéc xt Iy danh
séch tim kiém cla b phéan giai. Didu 6 clia RFC 1536 ciing chi ra phan dé bj tAn céng nay va khuyén
nghi ddi véi cac bd phan giai: '

- St dung cac danh sach tim kiém chi khi da hién r3; khong can st dung cac danh sach tim kiém &n.

- Phan giai tén chira cac chdm () bat ky bang viéc dau tién ther tén mién d6 nhw mét FQDN va néu
khéng thanh céng thi thém cac tén trong danh sach tim kiém.

- Phan giai tén khéng chira céc déu chdm (.) bang cach thém danh sach tén hep Iy, nhung mét 1An
nira khong can s dung cac danh sach tim kiém &n.

D& giam thiéu kha nang bj tAn céng, khuyén nghj ring:

- Cac may cha trién khai tiy chon tim kiém tén ciing NEN trién khai cac khuyén nghi danh séch tim
kiém trong Diéu 6 clia RFC 1536;

- Néu céc tham sé DNS nhw & danh sach mién hodc cac may chi DNS dwoc cau hinh nhan céng, thi
cac tham s6 nay KHONG NEN bj kiém soat bdi DHCP;

- May chi NEN yéu cdu st dung xac thyc DHCP (xem Diéu 21 - Xac thuc cac ban tin DHCP trong
TCVN 11237-1:2015) trwére khi chap nhan tay chon tim kiém mién.

8  VAan délién quan dén IANA

IANA &n dinh mét ma tly chon cho TUy chon may chl tén mién DNS dé quy (ma 23) va Tly chon danh
sach tim kiém mién (ma 24) tlr khéng gian ma tly chon DHCP quy dinh trong Diéu 24 - Cac van d& vé
I1A_NA trong TCVN 11237-1:2015.
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Thw muc tai liéu tham khao

1. IETF RFC 1034, Domain names - concepts and facilities, 1987 (Tén mién — cac khai niém va
thiét bj);

2. |ETF RFC 1535, A Security Problem and Proposed Correction With Widely Deployed DNS
Software, 1993 (VAn d& an ninh va hiéu chinh dirgc d& xuét déi véi phan mém DNS trién khai
dién rong);

3. IETF RFC 3397, Dynamic Host Configuration Protocol (DHCP) Domain Search Option, 2002
(Tuy chon tim kiém tén mién clia DHCP).
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