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L& néi dau
TCVN 11818-3 : 2017 hoan toan twong duwong vél ISO/IEC 10118-
3:2004 véi slra @3i 1:2006 va dinh chinh k§ thuat 1:2011.

TCVN 11816-3 : 2017 do Cyc Quan Iy mat mé dan sy va Kim dinh san
phim mé&t m& bién soan, Ban Co y&u Chinh phii d& nghj, Téng cyc Tiéu
chudin Po lwdng Chét lweng thdm dinh, B6 Khoa hoc va Céng nghé
cong bé.

B tidu chuan TCVN 11816 (ISO/IEC 10118) Céng nghé théng tin — Céc
k§ thuat an toan -~ Ham bam gdm céc tiéu chuln sau:

- TCVN 11816-1:2017 (ISO/IEC 10118-1:2018), Phan 1: Téng quan.

- TCVN 11816-2:2017 (ISO/IEC 10118-2:2010), Phan 2; Ham bam sir
dung ma khéi n-bit.

- TCVN 11816-3:2017 (ISONEC 10118-3:2004), Phdn 3: Hadm badm
chuyén dyng.

- TCVN 11816-4:2017 (ISO/IEC 10118-4:1998), Phin 4: Ham bam s
dung sb hoc ddng du.

TCVN 11816-3 : 2017
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Coéng nghé théng tin - Cac ky thuat an toan - Ham bam
Phan 3: Cac ham bam chuyén dung

Information technology - Security techniques - Hash-functions - Part 3: Dedicated hash-

functions

1 Pham vi ap dyng

TCVN 11816-3 dic td cac ham bam chuyén di,zng. nghTa la cdc ham bam dwegc thiét ké mét cach riéng
biét. Cac ham bam trong phin nay dia trén co s& str dung viéc 13p clia mét ham vong. Bdy ham véng
khéc nhau dwec dic ta dem dén sy khac biét clia cAc ham bam chuyén dung.

Ham b3m chuyén dyng th(r nhét va thr ba tai Didu 7 va 9 cung cép Ian lwgt cac ma bam cb dd dai lén
t61 160 bit. Ham bam thir hai tai Didu 8 cung cép d6 dai cia ma bam 1én t&i 128 bit. Ham bim thir tw
tal Didu 10 cung cip d dai clia ma bam |én t6i 256 bit. Ham bam thir séu tai Didu 12 cung cap @9 dai
cé dinh clia ma bam I4 384 bit. Ham bam thir n&m va thir bay tal cac Bidu 11 va 13 cung cp méa bam
c6 do dai 1én dén 512 bit.

2 Tai lidu vién dan

Céc tai liéu tham chibu sau @4y rét cin thiét cho viéc p dyng tai liéu nay. Bdi véi nhieng tai lidu tham
chidu da ghi ngay thang, chi &p dung tai liéu @& din d6. P8I véi nhikng tai liéu tham chiéu khong ghi
ngay thang, thl &p dung phién ban mé&i nhét (bao gdm cac tai lidu da stra ddi).

TCVN 11816-1:2017 (ISO/NEC 10118 -1:2016), Céng nghé théng tin - Céc ky thudt an toan — Ham bém
— Phén 1: Téng quan.

3 Céc thuét ngir va dinh nghia

Trong phén ndy céc thuét nglr va dinh nghfa dwec dua ra trong TCVN 11816-1:2017 va céc thudt ngl
sau day duwoc st dung.

3.1

Khéi (block)

Xau bit c6 @0 dai Ly, tirc 12 40 dai diu vao diu tién cla ham vong.

3.2
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Tir (word)

Mot xau 32 bit dwge sir dung trong ham bam chuyén dung 1, 2, 3 va 4 tai cac Didu 7, 8, 9 va 10 twong
(rng, ho#c mdt xau 64 bit dwee slr dung trong ham bam chuyén dung 5 va 6 tai cac Didu 11 va 12
twong tng.

3.3
Ma trdn (matrix)

Ma tran 8x8 trong &6 mdi phan t 12 mot x4u ¢6 8 bit dwoc sir dung trong ham b&m chuyén dung 7 tai
Pidu 13.

4 Céc ky hidu (va thuat ngip viét tt)
4.1 C4c ky hiéu trong TCVN 11816-1 (ISO/IEC 10118-1)

Trong phan ndy céc ky hiéu dwéi Gy va céc ky hiéu trong TCVN 11816-1:2016 duore st dung.

B; Mét byte
D DU liéu
H M& bam

v Gié trj khéi tao
L D0 dai (theo bit) clia xau d4u tién trong hai xau d4u vao clia ham vdng ¢

Do dai (theo bit) clia xau thi hai trong hai xau d4u vao clia ham véng 4, 46 cling 1a 6%

L
2 dél clla xau dAu ra clia ham vong ¢ va cla /V.
Ly Pa dai (theo bit) clia xau bit X

Ham vdng, vi dy, néu X, Y Ia céc xAu bit c6 a6 dai IAn lwet 1a Lsva Lo thl (X, Y) I3 xau
nhén dwoc tlr viéc st dung ¢ cho Xva'Y

X®y Phép xor clia cac xau bit Xva Y (v6i Lx = Ly)
4.2 Céc ky hiéu clia phdn nay
Trong phan ndy, cac ky hiéu sau day duoc sl dung.
a, a' DAy cac chl sb dwgc st dung dé dic t3 mdt ham vong
Al Mbt day cac ma tran hing sb dwoc sir dung trong viéc dic ta ham vang tai Didu 13

Co Ham nhan dAu vao 1a mot x4u 64 phan t&r cla tnréng GF(28), va dwa ra ma tran 8x8
véi c&c phén ti tir trwdng GF(28), dwgce sl dung trong viéc déc tA ham vong tai Didu
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Céc ham nhén du vao 1a mdt ma tran 8x8 gdm céc phan ti tir tredng GF(2°) va dua
ra mot ma trén 8x8 gdm céac phén t tir tredg GF(2°), dugc sir dung trong viéc d3c ta
ham vong tal Diéu 13

Ham nhén d4u vao |2 2 ma tran 8x8 gbm céc phan ti tlr trvdng GF(2%) va dwa ra mot
ma tran 8x8 gdm cac phin tir tir tredng GF(2%), dugc sl dung trong viéc ddc tA ham
vong tal Didu 13

Céc tir dwgre slF dung trong céc ham vong

Ma trén vong 8x8 v&i cac phan ti dwgc chon tir tredng GF(2°) dwgc sk dung trong
viéc d¥c t3 ham vong tal Didu 13

Khéi nhan dwoe tir xau d li8u sau qué trinh dém.

Céc ham 4y du vio 1a mot hodic ba tir va dAu ra 1 mét tl don duge st dyung trong
viéc dédc ta cac ham vong.

Mét xau Lz bit duge sl dung trong phép todn bam d& luu triy két qua trung gian

Trwéng duge dinh nghla nhur 18 GF(2)[x)/ps(x) v&i pe(x) = x° + x* + x* + x? + 1. Céac
phén t& trong trirdng 14 céc xau 8 bit.

Ma tran 8x8 c6 céc phén tl dugc chon tr tredng GF(29).
S6 khéi trong x4u d(¥ liéu sau qua trinh dém va tach

Phép dich phai n bit, ngha 12 néu A 1a mét tir va n [& mdt s nguyén dwong thl R°(A) 1a
két qua clia phép dich phai ndi dung clia A sang phai n vi tri.

Hop thé phi tuyén thay m8i phan ti x € GF(28) bang mét phan t& khac s[x] € GF(2°).

Phép dich vdng trai n bit. Nghia 13 néu A 1a mét tir va n 1a mdt s& nguyén dwong thi khi
dé S"(A) 1a két qua clia phép dich vdng sang tréi ndi dung clia A n vj tri

Phép dich véng phai n bit. Ngha 14 néu A 1a mot tir va n 12 mét sd nguyén dwong thi
khi @6 5'™() 12 két qua clia phép dich vong sang phal ndl dung ctia A n vi trl

Gi4 trj dich chuyén dugc st dung d& déc td mdt ham véng.
Céc tir duge sl dung dé lwu trlr céc két qud tinh todn trung gian.

Céc ma tréin véi cc phan tr dwgc chon tir tredng GF(2°) dwoe sir dung dé fuu try
céc két qua tinh toan trung gian.

Phép toan logic AND trén xau bit, nghla Ja néu A va B 12 céc tir thl A A B [a tir nhdn
duoc bang phép toan logic AND ctia A va B.

Phép toén logic OR trén xau bit, nghta la néu A va B 1a céc tlr thl A v B 1a mét tir nhén

9
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dwoc biing phép toan logic OR clia Ava B

- Phép toan logic NOT trén xau bit, nghta 1a néu A 12 tir th] =A 1a mét tlr nhan dwoc béng
phép toén logic NOTcla A

¥ Phép cong md dun 2", trong @6 w 1 sb bit trong mét tir nghta Ia néu A va B 1a céc tiy
thl AuB & mét tr nhan dwec bing c4ch phét tridn A va B nhu cc bidu dién nhj phan
clia & nguyén va tinh tdng theo md dun 2. Khi d6 két qu s& ndm trong khodng tir 0
aén 2v -1. Gi4 trj clia w 1a 32 @8 dic cac ham bam chuyén dyng 1 @én 4 dugc xéc dinh
trong DI&u 7-10 va 14 64 @8 dzc ta cdc ham bdm 5 va 6 xac dinh trong Didu 11va 12

v Phép nhan clia céc ma tran 8x8 véi céc phén t&r dwgc chon tir tredng GF(2%), ¢6
nghia I3, néu A va B |2 cdc ma trin nhu trén, thl AeB |a ma tran nhan dwoc b&i phép
nhan A va B theo cach sau: khai trién mdi phan tlr clia A hodc B dwéi dang da thizc nhj
phén ciia sé nguyén (vi dy, biéu dién da thirc nh| phéan cla s6 nguyén 89 (hé thép luc
phan) I3 X7+ x 3+ 1); thye hién phép clia 2 phan tlr nhw 1 phin du khi tich clia hai da
thire dwoc chia bdl da thire ps(x), V6i ps(x) = X2+ X + x* + X2 + 1; va Iy tbng bing
phép toan &

L= Ky hiéu "a3t bing” dwoc sir dung trong mb ta tién trinh clia cac ham vong. & a6 xac
dinh mot tir (hodc mét ma tran tai Didu 13) & vé tréi phai bang véi gié trj cla vé phai

5 Cac yéu cédu

Ngu#i diing muén st dung mot ham bam clia TCVN 11816-3 phdi tién hanh lya chon sau:
- Mt trong nhirng ham bam chuyén dyng dugc déc ta dwdi day, va

- Do dai Ly clia m& bam H.

CHU THICH: Céc ham bam chuyén dung 1 va 2 e md ta sao cho thugn tign cho viéc tich hop phan mdm i véi méy tinh
‘litle-endian', nghia (& byte cé dja chi thdp nhét trong mot tir durge m6 ta nhur trong s thap nhét; va ngugc lai cc ham chuyén
dung 3, 4, 5, 8 dwgc md 14 sao cho thuén tién cho viéc tich hgp mé&m @éi véi cac méy tinh ‘big-endian’ nhung byte cb dla chi
thép nhét trong tir lai Gwoc md 14 nhw trong 88 cao nhAt. Tuy nhién, néu didu chinh phd hep thi bat ky ham nao trong 6 ham
trén ddu cb tich hop cho mdy tinh ‘litle-endian’ hodic 'blg-endian’. Ham chuyén dung thir 7 dwgc xéc dinh cho 'endian-neutral’
ma trong viéc tinh to&n né khong si¥ dung phép toan s& hoc (nhir céc phép cdng sb nguyen). Néu day cac phéin tir tir tredmg
GF(2%) (c6 nghta I2 byte) dugc anh xg téi céc tir clia may tinh @& thye hién céc phép toén song song nhu phép XOR thi viée
phan bé byte trong tir 12 khdng cAn thiét mi&n 1a phi hop v&i &nh xa nguge . TAL cd cac ham bim déc 1a trong TCVN 11816-3,
nhan dAu vao va dwa ra @hu ra 1A mét xau bit; Didu nay khdng phy thudc vao quy dinh trat ty byte bén trong mBl ham bam.

CHU THICH: Vigc Iya chon Ly 4nh hudng @én tinh an toan ciia ham bim. T4t ¢4 ham biam duoc dic ta trong TCVN 11816-3

dwoc tin 12 ham bam khéng va cham trong cac méi triedrng ma & d6 viée thye hign tinh todn ma bam 242 13 khéng thé duge
vd mét tinh toan.

6 Mé hinh ham bam chuyén dung

Cac ham bam duoc dic ta trong TCVN 11816-3 dwa trén md hinh tdng quét cho ham bam dwoc dua
ra &@ TCVN 11816-1.

Trong d4c ta clia cac ham bim & phan nay, gid dinh ring d4u vao clia ham badm Ia xau dir ligu da
dwge d@&m theo khudn dang clia chudi c4c byte. Néu xau d( lidu 4 dugce dém & dang chudi clia 8n bit

10
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Xo, Xt,... Xeos thi sau @6 né s& dwere bidu didn nhw mdt xau clia n byte, Bo, By,... Bag nhw sau. M&i mét
nhém 8 bit lién tiép dwoce coi nhir 13 mot byte, bit dAu tién clia nhém 14 bit ¢6 trong sb cao nhét trong
byte d6. Tir d6

Bi=2"Xy + 2°Xai1 +...4Xan7, Vi [ (0 S <n)
Phép bién abi ddu ra clia cc ham bim d¥c ta trong TCVN 11816-3 14 céc m& bdm H nhan dugc bing
céch 1y Ly bit tan cling bén tral ciia L, bit cubi clia xau @Au ra Hy,

Céc dinh danh @ugc xéc dinh cho m&i ham bam chuyén dyng duoc déc ta trong chuln ndy. Cac dinh
danh ham bam d6i véi cac ham bam chuyén dung dwgc dic ta tai cdc Didu 7, 8, 9, 10, 11, 12 va 13
14n lwgt twong (g vél 31, 32, 33, 34, 35, 36 va 37 (theo hé thap lyc phan). Khodng gi4 tr] tir 38 téi 3F
(theo hé thép luc phan) dwoc danh riéng dé st dung sau nay nhw dinh danh cac ham bam clia TCVN
11816-3. Cac dinh danh ham b&im cdn dugc s dung trong céc dinh danh @éi twong clia OSI trong Phy
lyc C.

7 Ham bim chuyén dyng 1 (RIPEMD-160)

Didu nay @3c ta phrong phap dém, gié tr] kh&i tao va ham vong st dyng trong cac md hinh tng quat
cho ham bém dugc md ta trong TCVN 11816-1: 2017. Phurong phap dém, gid tri kh&l tao va ham vong
duoc dic ta & day khi st dung trong mé hinh tdng quat @8 x4c dinh ham bam chuyén dung 1. Ham
b&m chuyén dung nay ¢é thé dwoc &p dung cho tét ca cac x&u de liéu D c6 nbi dung I&n nhét 1a 2%4.1
bit.

Trong TCVN 11816, dinh danh clta ham b3m chuyén dyng 1 12 31 (theo hé thap luc phn).
CHU THICH: Ham bam chuyén dyng 1 trong didu nay duroc gol v6i tén chung 1a RIPEMD-160, [3].

7.1 Céc tham 86, hing s6 va ham sb

7.1.1 Céc tham sé
D6i v&i ham bam nay Ly = 512, Lo = 160 va Ly cb thé dén 160.

7.1.2 Quy wéc thir tw byte

Béc ta ham vong & didu ndy dwgc gid dinh mét khéi dAu vao |8 mat day cac tir 32 bit, mdi khéi 512 bit
duwgc tao thanh tir 16 tle nhwe vay. Mot dy 64 byte By, B,..., Bss dwgc bldu didn 12 mot diy 16 tir Z,
Z4,..., Zss nhw sau. MOI nhém 4 byte lién tiép dwroc coi 1a mét tir, byte dAu tién clia t&r cb trong sé thp
nhét. VI vay

Zi=2%Bgns + 2"°Byuz + 2°Bys + By (05i<15)
Thc hién phép bién @di ngwoc dé chuyén @i ma bam tlr mdt day céc tir thanh mdt day byte.
CHU THICH: Thiz ty byte dugc d8c ta & day khac vé&i Didu 9.1.2,
7.1.3 Cac ham sé

D4 thuan lgi cho viéc cai @3t phan mém, ham véng ¢ duege mo ta theo thuat nglr cac phép toén trén
céc tlr 32 bit. M3t day cdc ham sé g, g,..., gre Aegre sl dyng trong ham vong ndy, m8i mdt ham g, 0 s
<79, nhén ba'tlr Xo, X7 va X, lam d4u vao va dwa ra duy nhat mot tir.

Céc ham sb g dugt x4c dinh nhu sau:

G Xo, X1, Xz) = Xo @ X1 B X2 051515

1"
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9i{Xo, X1, X2) = (Xo A X1) V(" Xo A X3) 165 <31
9i(Xo, X1, Xo) = (Xo A Xy) B Xz 32547
GilXo, X1, X2) = (Xo A X2) V (X1 A0X2) 485 <63
(X0, X1, X2) = Xo @ (X1 V1 X2) 64<j <79

7.1.4 Céc hing sé

Hai day céc tir hing 6 Cs, Cy,..., Cre V& C', C't,..., C'e Gu@e sir dung trong ham vong nay. Trong
bidu di&n hé thap luc phan ching dugc xac dinh nhw sau (bit c6 trong sb cao nhét twong (ng véi bit

trai nhat):

C; = 00000000, C'; = S0A28BES, 0<i=<15

C; = 54827999, C'y = 5C4DD124, 16 < i < 31,

C; = 6ED9EBA1, ('} = 6D703EF3, 32<ig 47,

C; = 8F1BBCDC, C('; = 7A6D76E9, 48 €1 £ 63,

€; = A953FD4E, ¢’y = 00000000, 64 < i S. 79,
Hai day clia 80 gié trj dich dwgc sir dyng trong ham vong nay, mi mét gia trj dich c6 gié trj tir 5 dén
15. Ky hiéu nhirng day nay 1a (to, t,...,tzs), (o, t's,...,F'7s). Ngoai ra hai day cha 80 chi sb dugc sl dung

trong ham vong nay, m&i mét gia trj trong day 1a v 0 @én 15. Ky higéu nhirng day ndy la (aq, a1,...,ar),
(a%, a',...,as). Bén day dwec xac dinh trong Bang 1 sau:

Bang 1

i 0 1 2 3 4 5 6 7
t; 11 14 15 12 5 8 7 9
t's 8 9 g8 11 13 15 15 5
a; 0 1 2 3 4 5 6 7
a'; 5 14 7 0 9 2 11 4
i 8 9 10 11 12 13 14 15
t 11 13 14 15 6 7 8 8
t'; 7 7 8 11 14 14 12 6
a; 8 9 10 11 12 183 14 15
a'y 13 8 15 8 1 10 3 12
i 186 17 18 18 20 21 22 23
t 7 8 8 13 11 9 7 15
t'; 9 13 15 7 12 8 9 11
a; 7 4 13 1 10 6 15 3
@) 5 11 3 7 0 13 5 10
i 24 25 28 27 28 29 30 31
t; 7 12 15 9 11 7 13 12
t'; 7 7 12 7 8 15 13 11
a; 12 0 9 5 2 14 11 8
a’y 14 15 8 12 4 9 1 2
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L] 32 33 34 35 36 37 38 39
e | 11 13 6 7 14 9 13 15
| 9 7 15 11 8 6 6 14
"o, | 3 | _10 14 1 9 15 8 1
d | 15 5 1 3 7 14 6 9
i1 40 41 42 43 44_| 45 | 46 47
Tt | 14 8 13 8 5 12 7 5
t, | 12 13 5 14 13 13 7 5
@ |2 7 Q 6 13 11 5 12
gy | 11 8 12 2 10 0 4 13
i | 48 49 50 51 52 53 54 55
t, | 11 12 14 15 14 15 9 8
Y | 15 5 8 11 14 14 6 14
a | 1 9 11 0 0 8 12 4
d |8 6 Z 1 3 11 15 0
il 56 57 58 59 60 | 61 [ 62 63
t | 9 14 5 8 8 6 5 12
¢, |6 9 12 9 12 5 15 8
a | 13 3 7 15 14 5 6 2
o, | 5 12 2 13 9 7 10 14
il 64 65 66 67 68 69 [ 70 71
) 15 5 11 6 8 13 12
¢, |8 5 12 9 12 5 14 6
o | 4 0 5 9 7 12 2 10
@] 12 15 10 1 5 8 7
i 72 73 74 75 176 77 78 7
t | 5 12 13 14 11 8 5 6
¢ 8 13 6 5 15 13 11 11
a | 14 1 3 8 11 8 15 13
a |6 2 13 14 0 3 9 11

7.1.5 Gia tr] khoi tao

Péi véi ham véng ndy gia trj khdi tao IV ludn phai 12 xau 160 bit, dwee bidu dién dwi dang mét day
clia Stlr Yo, Yy, Yz, Ys, Ye & hé thap lyc phén, trong d6 Yo la 32 bit trai nhét ctia 160 bit.

Yo= 67452301,
Y; = EFEDABSS,
Y = 98BADCFE,
Ys = 10325476,

Ye = C3D2E1FO.

7.2 Phwong phép dém

Xau dir ligu D cin phai dém thém vao dé sb bit clia n6 13 bdi nguyén cla 512. Qua trinh d@m duoc

thire hidn nhw sau:
1. D dwge néi véi duy nhat mot bit 1",
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2. Két qua ctia bude trudre dwoe nbi véi bit 0 gitra 0 va 511 sao cho dd dal thu dwec (theo bit) cla xau
1a d8ng du véi 448 theo md dun 512. MGt cach rd rang hon, néu chidu dal ban dAu clia D 14 Lo, va r1a
86 du khi Lp chia cho 512, thi 6 cac s8 0 cAn thém 1a ho#ic 447-r (néu r < 447) hodic 959 - r (néu r >
447). Két qua 1a mot xau bit cé db dai i& 64 bit 12 bdi nguyén clia 512,

3. Chia biéu dién 64 bit nhj phan clia Lp thanh hai x4u 32-bit, mét ni¥a |4 xau c6 trong s6 cao nhét cia
Lp, va mét ni¥a 1a mét x4u co trong sd thdp nhat. Ghép xau két qua tir budc trwde d6 véi hal xau 32 bit
trén béng cach ghép xau cé trong sé thip nhét trréc xau cé trong sé cao nhét.

Trong mb ta ham vong dwdi day, mbi mot khdi di lidu 512 bii D, 1sis q, dwgc khai trién thanh mét
déy 16 tlr Zo, Z3,... ,Z1s, trong d6 Zo twong (eng véi 32 bit tan cling bén tréi cta D,

CHU THICH: Viée néi hai xau 32-bit clia Lo & buéc 3 sao cho hal xau 32-bit ndy dwore s& dung tngc tiép nhur céc tiy Zysva Zss
clia khdi de lidu cudl ciing, dya trén o s& quy wore thie te byte tal Didu 7.1.2, 8 bit tan cling bén trél clia Lo c6 trong s6 thép
nhét va 8 bit tan ciing bén phai b trong s6 cao nhét,

7.3 Md ta ham vong
Ham véng ¢ hoat ddng nhw sau. Cht ¥ réng, trong md ta ndy, céc ky hidu W, Xe, X1, Xz, Xs, X4, X'o, X',
X2, X's, X's, @8 ky hidu 11 t&r ¢6 gi4 tri khdc nhau can thiét trong céc tinh toan.

1. Gia sl 512 bit GAu vao (dAu tién) clia ¢ 13 Zo, Zs,...,Zss trong @6 Zo 14 32 bit trai nhét clia 512 bit.
Cling gia st réing 160 bit dAu vao (thir 2) clia glA5t Yo, Yy, Yz, Vs, Ve

2.Dat XN =Yoo X1:= Y, Xa =Y, Xa = Y5, X4 =Yy
3PAXo =Y X1 =Y, X2 =Y, X5:= Y, X =Yy
4, Véiitle 0 @én 79 thire hién 4 bwéc theo thiy tyy sau
(a) W = S"1(Xoblg; (Xy, Xz, X3)WZ 4 WC) WX, |
(b) Xo = X4 Xy = X3; X3 1= S™0(X,)i X = Xps Xy =W,
(€) W= S"1(X" gl gro-1(X'1s, X'2, X'3)WZabIC YUK s |
X=X X, =X Xy =50 Xy =Xy; X'y=W
5. Bat
W=Y,
Yo = WX, UX's,
Yy = HhUX X'y,
Y, =YX, X'y,
Vs = Y WX WX,
Yy = WX X',

6. Namtir Yo, Yy, Yz, Ys Yela @Au ra clia hdm véng ¢. Sau véng lap cudi cling clia ham vang céc gié tri
Yo, Y1, Yz, Y, Ys Grgc chuydn thanh day 20 byte st dung phép bién ddi nguge dwoc dic ta tai Pidu
7.1.2, & @6 Yotao ra 4 byte dAu tién, Yy s& tao ra 4 byte tiép theo, tiép tuc nhw vay. Nhw vay byte dau
tién (trai nhat) twong tng véi byte c6 trong sé thap nhét clia Yova byte thir 20 (phai nhét) teong (eng
véi byte ¢6 trong sb cao nhét clia Ye. 20 byte phai dwoc bién @bi thanh mét xau 160 bit sl¥ dung phép
bién @8i ngwoc duoc dic ta tai Didu 6. Nghta 12 bit dAu tidn (tréi nhét) twong (g véi bit ¢6 trong sb
cao nhét clia byte dAu tién (trai nhat) va bit thir 160 (phéi nhat) twong ting véi bit ¢d trong sb thép nhét
ctia byte thir 20 (phai nhat).
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Hinh 1 dwéi day md td bwéc a va b clia myc 4 clia ham vong ¢ trong ham b&m chuyén dung 1
(RIPEMD-160) (mdt ntra khéc, tirc 13, buée ¢ va d Ia tong t). Trong hdm vong ¢, cac buéc tr atéic
clia myc 4 duge st dung 80 1an (1 =0, ..., 79).

X Xy X X X, (Troécvongi)

|+
A

A

3o :
WA '
Xo X; X X3 X, (Sauvongi)

Hinh 1: M6t phan cia ham vong trong Ham bam chuyén dyng 1

8 Ham bdm chuyén dung 2 (RIPEMD-128)

Didu ndy dic t3 mdt phwong phap dém, mot gid tri kh&i tao va mét ham vong d st dung trong cac md
hinh t8ng quét cho ham bam dwgc md td & TCVN 11816-1: 2017. Phwong phap dém, gié tri khéi tao
va ham vdng dugc dic t& & day khi sl dyng trong md hinh tng quét 48 xac dinh ham bim chuyén
dyng 2. Ham b3m chuyén dung nay c6 thé duec 4p dung cho tht ca céc xau di lidu D c6 ndi dung I6n
nhét 1a 2%.1 bit.

Trong TCVN 118186, dinh danh clia ham bam déi véi ham bam chuyén dung 2 & 32 (theo hé thép luc
phén).

CHU THICH: Ham b&m chuyén dung 2 dwgc dinh nghia trong Didu ndy cdn dwge goi theo tén RIPEMD-128, (3). Ham bim
nay chl duge si dung trong céc (rng dyng cd ma béim chika 128 bit ho&c nhd hon duge col (a an toan.

8.1 Cac tham sé, ham sé va hing sé

8.1.1 Cac tham sé

Ddi vol ham bim ndy Ly =512, L2 =128 va Ly ¢ thé aén 128.

8.1.2 Quy wéc thi ty byte

Quy wéc ther ty byte clia ham bim ndy twong ty nhu quy wéc thi te byte tai Didu 7.
8.1.3 C4c ham sé

DA thuan Il cho viéc cal ait phan mém, ham véng ¢ dugc mb ta theo thuét nglr cla cac phép toan
trén céc tir 32-bit. Mdt day cac ham sb go, gs,..., ges durge sl dung trong ham vong nay, m&i mot ham
g, 0S7s 63, nhan ba tlr Xo, Xy va Xz 1am dAu vao va dwa ra duy nhét mot tir.

Céc ham g dwoc xac dinh giéng nhur 64 ham dAu tién dwec quy dinh tai Pidu con 7.1.3.
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8.1.4 Céc hang sé

Hai day tir hang sb Cy, Ci,..., Ceava Gy, C%,..., C'ss duge sl dung trong ham véng nay. Ching dwoc
bidu din dwéi dang hé thap luc phan (céc bit trong s cao nhét twong ing véi cac bit bén trai nhét)
chiing duwgc xac dinh nhuw sau:

¢; = 00000000 C'; = H0A28BE6 0=i=<15
Cy = 54827999 C'; = 5C4DD124 16<is31
C; = 6ED9EBA1 C'y = 6D703EF3 321 =47
€; = 8F1BBCDC ¢'; = 00000000 48 51 £ 63

Hai dy 64 gi4 tri dich dwoc s dyng trong ham vong nay, m&i mét gia tri dich ti 5 dén 15, Ky hidu
nhGeng day nay 12 (t, ... tss), (' Fs,....tss). Ching dwge xéc dinh bing véi 64 gia tri dAu tién clia day
twong teng duge quy dinh tai Didu con 7.1.4.

Cubi cling, hai day thém clia 64 chi'sé dugc st dung trong ham vang nay, mi mét gié trj cha day tkr 0
dén 15. Ky hiéu nhtrng d8y nay nhw 12 (ao, ay,...,863), (8%, a’,...,8%s), va ching dugce dinh nghta béng
v6i 64 gia trj dAu tidn twong (ng vol day duwec quy dinh tai Didu con 7.1.4.

8.1.5 Gia trj khdi tao

Déi véi ham vong nay, gia trj khdi tao /V Judn phai 1a xau 128 bit, duec biéu dién dwéi dang mét day
clia 4t Yo, Yy, Yz, Ys, & hé thap luc phén, trong 6 Yo la 32 bit tréi nhét clia 128 bit;

Yo = 67452301,
Yy = EFCDAB8SS,
Y> = 98BADCFE,
Y3 = 10325476.

8.2 Phuwong phap dém

Phwong phép dém d@ liéu dwoc diing véi ham bam ndy tuong ty véi phirong phéap dwgc quy dinh tal
Didu 7.2. :

8.3 M6 ta ham véng

Ham vong ¢ hoat ddng nhuw sau. Lwu ¥, trong mé ta nay sé st dung céc ky hiéu W, Xo, Xi, X, X3, v
0, X'1, X2, X'a 8 ky hiéu 9 tir c6 gid trj khac nhau cin thiét trong cac tinh toan.

1. Gi& sir 512 bit @Au vao dAu tién cla ¢ 14 Zo, Zs,..., Zss v&i Zo chira 32 bit tréi nhat ctia 512 bit. Cling
gid st rdng 128 bit dAu vao thir hai clia gla 41l Yo, Yy, Y2, Ya,

2R X = Yo, X1:=Y, o= Y vA Xai=Ys

3.PaXo =Y X1:=Y, Xo:=Yva Xa:=Ys

4. Vé6i i chay tir 0 dén 63 thye hign 4 birdc sau day theo thir i x&c dinh
(@) W:=S" (Xow giXs, Xo, Xo) WZ4U/C);
(b) Xo:!=Xa; Xa:=Xa; Xa:=Xp; X1 := W,
(©) W:=8"" (X'o & GosifX't, X'z, X's) WZgqt/ C)) ;
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(d) Xo:= Xy Xs =X X2 =2 X X1=W.
5. bat

W:=Yo

Yo = Yiu Xz & X's

Y1:= Y20 Xs & X0

Y2:= Y3 & Xo 0 X'y

Ysi= WuXs v X2

6. Bén t&r Yo, Y3, Yz, Ys 12 ddu ra clia ham vong ¢. Sau véng I&p cubi cling clia ham vong céc gia tri Yo,
Ys, Y, Ys duge chuydn thanh day 16 byte sir dung phép bién ddi nguoc duoc déc ta tai Didu 7.1.2, &
d6 Yotao ra 4 byte dAu tién, Y sé tao ra 4 byte tiép theo, tiép tuc nhw vay . Nhw véy byte ddu tién (tréi
nhét) twong (ng v&l byte cb trong s6 th&p nhét clia Yova byte ther 16 (phdi nhét) twong &rng véi byte cé
trong sb cao nhat clia Ys 16 byte phal dwgc bién @i thanh mét xau 128 bit si dung phép bién @i
nguoc dugce d4c 13 tai Didu 6. Nghia 14 bit dAu tién (tréi nhat) twong (g véi bit ¢6 trong s8 cao nhét
clia byte dAu tign (tr&l nhét) va bit thir 128 (phal nhét) twong (g véi bit c6 trong sé thip nhét cla byte
thir 16 (phai nhét).

Hinh 2 dwél ddy md t& bwédc a va b clia myc 4 clia ham véng ¢ trong ham bam chuyén dung 2
(RIPEMD-128) (m&t nira khéc, tlrc 13, bwéc ¢ va d 1a twong ty). Trong ham vdng ¢ céc burée budce tir a
16i ¢ clta myc 4 dwoce st dyng 84 18n (/= 0, ..., 63).

T, X, Xi/’ X, (Troéevongi) -
ZaT~a

- |
Cyky

gt

i T -
A v

X'ﬂ X 1 Xg X.3 (sau Vbng i)

Hinh 2: M3t phdn ham vong trong ham bim chuyén dyng 2

9 HAm bdm chuyén dung 3 (SHA-1)

Pidu nay dic t& mét phuong phap dém, mét gia tri khdl tao va mot ham véng aé sir dyng trong céc md
hinh tng quét cho ham bam dwec md t& & TCVN 11818-1: 2017. Phuong phép dém, gié tri khdi tao
va ham vong dugc ddc 13 & day khi s dyng trong mé hinh tdng quét dé xé&c dinh ham bém chuyén
dung 3. Ham bam chuyén duyng nay cé thé duge 4p dung cho tat cd cac xau dtr IIgu D cb ndi dung lon

nhét 1a 2%-1 bit.

Pinh danh cla ham b&m trong TCVN 11816 déi vl ham bam chuyén dung 3 [a 33 (theo h¢ thép luc
phén).
CHU THICH: Ham bam chuyén dyng 3 dwgc xéc dinh trong Bidu ndy con dwec gol voi t8n chung SHA-1, [2].
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9.1 Cac tham 86, ham sé va hing sé

9.1.1 Cac tham sé
D6i véi ham bam nay Ly = 512, Lz = 160 va Ly ¢6 thd dén 160.

9.1.2 Quy wée thiv ty byte

Déc ta ham vong & didu ndy Gugc gia dinh mdt khéi dAu vao 1a mdt ddy céc tir 32 bit, mdi khéi 512 bit
dugc tao thanh tiv 16 tir nhuw vay. Mét ddy 64 byte B, Bi,..., Bes dugc bidu didn 14 mét day 16 tir Zo,
Z4,..., Z15 nhie sau. M8i nhém 4 byte lién tiép dwere coi la mot i, byte dAu tién clia tir cb trong sé cao
nhét. Vi vay

Zj=2%By + 2"%Byns + 2°Banz + Bz (0515 15)
Thire hién phép bién d8i ngwoc d& chuyén dbi ma bam tle mdt day cac tlr thanh mét day byte.
CHU THICH: The ty byte dwere dic ta & Gay khac vél Didu 7.1.2.
9.1.3 Cac ham sé

Dé thuan loi trong viéc cai @t phn mém, ham véng ¢ dwgc md ta theo thuét nglr clia cac phép toan
trén céc tiv 32-bit. Mt day cac ham fy, fy,..., fro drgc s? dung trong ham vong nay & dé mbihamfi0<i
< 79 nhan ba tir Xo, X va Xz 1am d4u vao va dwa ra mdt tir duy nhét.

Céac ham sé f dugc xac dinh nhw sau:

fi(X0, X1, X5 ) = (Xo AXy) V (=XoAXL), (0<i<19),

f[ilXo, X1, X2) = X ®X, DX, (20 <i<39),
[iXo, X0, X7) = (Xo A X)) V (XoAXz) V (X1AX,), (40 <1 <59),
fi(Xo, X0, Xz ) = Xo@X, ©X,. (60 < i< 79),

9.1.4 Cac hing sé

Mdt day tir héing sb Cq, Cy,..., Cre dwoc str dung trong ham vong nay. Trong biéu dién hé thap luc phan
chling duoc xac dinh nhir sau (bit ¢6 trong sé cao nhét twong (g véi bit tréi nhét):

C, = 54827999, (0 < i < 19),
C; = 6ED9EBA1,(20 < i < 39),
8F1BBCDC,(40 < i < 49),
CA62C1D6,(60 < i < 79).

9.1.5 Gia trj kh&l tao

Déi véi ham véng nay gid tri kh&i tao {1V luén phdi ludn la xau 160 bit dwoc biéu di&n dwdi dang mét
day 5t Yo, Y4 Yz Y3 Ye® hé thap luc phan, trong dd Yo 14 32 bit trai nhét cla 160 bit,

Yo = 87452301,
Y; = EFCDABS9,
Yz = 98BADCFE,
Yz = 10325476,
Ys= C3D2E1FO.

D
o
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9.2 Phwong phép dém
Xau dt liéu D cAn phai dém thém vao dé sb bit cla né 1& bdi nguyén clia 512. Qua trinh dém diénra
nhw sau:
1. D dwoe ndi véi duy nhét mot bit 17,

2. Két qua clia budrc triedre dwee ndi véi bit 0 gitka 0 va 511 sao cho @9 dal thu dwgc (theo bit) clia xau
1a @8ng diw v&i 448 theo md dun 512, Mdt cach ré rang hon, néu chidu dai ban ddu clia D14 Lp, va ria
86 du khi Lp chia cho 512, thl s céc sé 0 cin thém 13 hodic 447-r (ndu r s 447) ho#c 959 - r (néu r >
447). Két qua 12 mot xau bit c6 4 dai 1a 64 bit 1a bdi nguyén clia 512.

3. Ghép xau két qua tir bwéc trudc d6 véi 64-bit nhi phan clia Lp, bit ¢6 trong sé cao nhét dAu tién.

Trong md t4 ham véng nay, m8i mot khéi der liéu D; 512-bit, 1 </ s q, dwee khai trién thanh mt ddy 16
ttr Zo, Zy,... ,Z15, & 86 Zo twong (ng v&i 32 bit trai nhét clia D

CHU THICH: Vigc ndl xau 64-bit clia Lo & buére 3 sao cho xAu 32-bit ¢6 trong s cao nhét va xau 32-bit ¢6 trong 86 thip nhét
clia Lo dwge siv dung twong (ng vol cace tir Zis va Zss clia khdi dix ldu cudl cling, dugc dva trén co s& quy wdc thie ty byte
tal Dldu 9.1.2, byte ¢t trong sb cao nhét clia Lo 1A byte tral nhétva byte c6 trong 86 thép nhét clia Lo 12 byte phai nhét.

9.3 M4 ta ham vong
Ham vong ¢ thwe hién nhw sau. Luu y, trong mé ta ndy stz dung céc ky higu W, Xo, X1, Xz, X5, X4, Zo,
Z4, Za,..., Zre, @8 ky hidu 88 tir c6 gié trj khac nhau cin thiét trong c4c tinh toén.

1. Gia sl 512 bit dAu vao (GAu tién) clia ¢ 1a Zo, Zs,...,Z1s v&i Zo 1& 32 bit trél nhét clia 512 bit. Cling gid
st rang 160 bit dAu vao thir 2 clia gla 5t Yo, Yy, Yz, Vs, Ye

2, V&ii =16 dén 79 at
7= 8" (Zio @ Zso @ Zits @ Zita).
3. D&t Xo= Yo, Xu:= Yy, Xoi= Yo, Xa=Ysva Xe= Yy
4, \V&ii= 0 dén 79 thye hién hai bwéc sau:
(@) W= S5(Xo) & 1i(Xs, Xo, Xs) U X4 W21 0 Ci;
(b) Xe:= Xa; Xa:= Xz} Xo:= S¥Xy); X1 := Xoy Xo:= W.
5. D8t Yo= Yo uXo, Y=Y Xy, Ya= Yo 0 X Ya= Ys WX, Y= Ye U X4

6. Nam t&r Yo, Y3, Yz, Ys Yl dAu ra clia hdm véng ¢. Sau vdng I3p cudl cling clia ham vdng cac gid tri
Yo Y1 Ya Ys Ye duwge chuyén thanh day 20 byte sl dung phép bién d8i ngwee dwoc dic t tal Didu
9.1.2, & d6 Yotao ra 4 byte dAu tién, Y s& tao ra 4 byte tiép theo, tiép tuc nhw vay . Nhw vay byte diu
tién (trai nhét) twong (rng véi byte c6 trong s cao nhét clia Yova byte thir 20 (phai nhét) twong (ng
v61 byte ¢6 trong s6 thAp nhét clia Yy, 20 byte phdi dwgc bién adi thanh mét xau 180 bit sir dung phép
bién d8i nguec dugc dic ta tal Didu 6. Nghia 12 bit dAu tién (trai nhét) twong (ng véi bit cé trong sb
cao nhét clia byte dAu tién (tréi nhét) va bit thee 160 (phai nhat) twong (ng véi bit ¢b trong s6 thdp nhét
clia byte thiz 20 (phai nhét).

Hinh 3 dwdl d4y mé ta bwréc a va b clia myc 4 clia ham vong ¢ trong ham bdm chuyén dung 3 (SHA-
1). Trong ham vdng ¢, cac bwéc tir a va b clia muc 4 dwgc sir dung 80 1An (/=0, ..., 79).
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X, (Trudc vong 1)

N

X, X, X, X3 X, (Sauvongi)
Hinh 3 - M6t phén hiam vong trong ham bam chuyén dyng 3

10 Ham bim chuyén dung 4 (SHA-256)

Pidu nay dic ta mot phwrong phap dém, mét gid tri khdi tao va mdt ham véng & sir dung trong céc mé
hinh t3ng quét cho ham bam dwec ma t& & TCVN 11816-1: 2017. Phuong phép d8m, gia tri khdi tao
va ham véng duoe dic t3 & day khi st dung trong md hinh tdng quét @& xéac dinh ham bém chuyén
dung 4. Ham b&m chuyan dung nay c6 thé durgc ap dung cho tét ca céc xau dir liu D cé ndi dung I&n
nhét 1 2-1 bit.

Trong TCVN 11816, dinh danh ctia ham bdm dbi véi ham b3m chuyén dung 4 1a 34 (theo hé thép luc
‘phén).

CHU THICH: Ham bam chuyén dyng 4 dugc xac dinh trong Bidu ndy cén dugc gol véi tén chung SHA-256, 2],
10.1 Céac tham sé, ham sé va hing sé

10.1.1 Céc tham sé

D6i voi ham bam nay Ly = 512, Lo = 256 va Ly cb thé dén 256.

10.1.2 Quy woc thiv iy byte

Quy wéc thie t byte clia ham bam ndy twrong tw nhw quy wée thir tie byte tai Didu con 9.1.2.

10.1.3 Cac ham sb

D& thuan loi trong vidc cai dit phin mém, ham vong ¢ duec mo ta theo thuét nglr clia cac phép toan
trén cac tlr 32-bit. Mot diy cac ham sb eq, 64, €2 €3, 4 65 duge ding trong ham vong nay, ham eo va
e1méi ham nhan 3 tir Xo, Xs va X2 |am dAu vao, @2, 8y, 64, 65 mBi ham nhan 1 tlr Xp1am dau vao, va mdi
mot ham trong sau ham nay duwra ra duy nhét mét tir 32 bit.

Céac ham sb aq, ey, €2, €3, €4, €5 durgc xac dinh nhw sau:
(X0, X1, X2 ) = (X A X )B(=XoAXz),

ey (X0, X1, X2 ) = (Xp AXDBXoAX)B(X3AX2),
e3(Xo) = SZ(Xo)®S™ (X0)BS'** (Xo),

es(Xo) = S"*(X)®S™ (Xo)BS'* (Xo),

es(Xo) = S'7 (X0)®S"° (Xo)DR3(X,y),
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es(Xo) = 5" (Xo)®S"° (Xo)OR(X,),
10.1.4 Céc hang 8

M0t day tir hing 88 Co, Cs,..., Ces duge sl dyng trong ham véng ndy. Trong biéu didn hé thap luc phén
chiing dugc xéc dinh nhw sau (bit ¢b trong s6 cao nhét tong tng vol bit trat nhét) va theo thir tw Cq,
Cty..s Ces.

428a2£98 71374491 bSc0fbef e9bSdbas 3956025b 59f111f1 923£82a4 ablcSeds
d807aa58 12835b01 243185be 55007dc3 72be5d74 B0deblfe 9bdc06a7 cl9bf174
e49b69c]l efbed786 0£cl9dct 240calcc 2de92c6f 4aT4B4aa Scblalddc 76£988da
983e5152 aB831c66d b00327c8 bfS597£c7 c6e00bE3 d5a79147 06ca6351 14292967
27b70a85 2e1b2138 4d2c6dfc 53380d13 650a7354 766allabb 81c2c%2e 92722¢85
a?bfe8al a281a664b c24b8b70 c76c51a3 d192e819 d6990624 £40e3585 106aa070
19adcllé 1e376¢c08 2748774c 34bObchb5 391clcbhb3 4edBaada Sb9coadf 682e6£L3
748¥82ee 78a5636f 84chH7814 8cc70208 90befffa ad4506ceb bef9a3f7 c67178£2

CHU THICH: Nheng gi4 tr] nay ta 32 bit dAu tién cla phAn phan s clia cén bac ba clia 84 86 nguyén t8 ahu tién.

10.1.5 Gié trj kh&i tao

Dbi vél ham vdng ndy gié tri khdi tao /V phai ludn 13 xau 256 bit dugc bidu di&n dwéi dang mdt day 8
tle Yo, Y1, Y2, Ys, Y Ys, Ye Y7 © hé thép luc phan, trong G6 Yo la 32 bit trai nhét ctia 256 bit,

Y, = 62096667,
Y, = bb67a685,
Y, = 3c6ef372,
Ys = ab4ff53a,
Y, = 510e527T,
Ys = 8b05688¢,
Y, = 183d9ab,
Y; = 6belcd19.
CHU THICH: Nhing gl tr} ndy nhén duoc bing cach Hy cac phan phan sé clia cin bac hal clia tam sé nguyén 14 adu tien.

10.2 Phwong phéap dém

Phuong phép dém di¥ lieu duge sl dung cho ham bam ndy twong ty véi phirong phap dém duece quy
dinh tai Didu 9.2.

10.3 M6 ta ham vong

Ham vong ¢ thire hién nhw sau. Liru ¥, trong mé té nay, st dung cac ky higu Wy, Wa, Xo, Xi, X, Xs, X4,
Xs, Xe, X1, Zo, Zs, Z2,..., Zes 4@ ky hlgu 74 tir c6 gid tri khac nhau cén thiét trong céc tinh toan.

1. Gid 'sir 512 bit dAu vao dAu tin clia ¢ 14 Zo, Zs,.... Zss trong A6 Zo 1 32 bit tréi nhét clia 512 bit. Cling
gid s réing 256 bit dAu vao th 2 clia g 1A 8ty Yo, Yy, Ya, Ya, Yo Vs, e, Yz

2. Véi i =16 @én 63 ait

Z;:= 05(Z0) W Ziy W 84(Zp18) W Zpge.
3.Dat Xo:= Yo, X1 = Yi, Xo:= Yo, Xs:=Ya, Xe:=Ya, X5:= Y5, Xe:= Yo, Xr:= Y7
4, Véi i = 0 dén 63 thwe hidn ba bwéc sau :

(@) Wi=Xw ey(X) ¥ eofXe Xo X ¥ G0 Z;
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(b)  W;:=axXa) & eq{Xa, Xi, Xa);
(€) 26 Xgi X = Xoi Xai= Xy Xy 1= Xa & Wi Xy 1= X5 X 1= Xy Xy 1= Xs Xo 1= Wy 0 Wi

5. Bét Yo=Y UXQ, Yg, Y UX;, Yg =Y, UXz, Yai=Ys UX,? Y4 Ys UX4 YS = YE st, Ye .= YGU
Xe, Yri=Yr Xy

6. Tamtlr Yo, Yy, Ya Ya, Y4 Ys Vs, Y71 dhu ra clia ham vong ¢. Sau véng Ip cudi cling clia ham véng
8t Yo Ys, Ya Ys Y Ye Ye Yz dugc chuydn thanh mét dy 32 byte st dung phép bién ddi ngwoc
dugc dic ta tai Didu 10.1.2, & d6 Yotao ra 4 byte dlu tién, Y; sé tao ra 4 byte tidp theo, tiép tyc nhw
véy. Nhu vAy byte dAu tién (tréi nhit) twong (g véi byte cb trong sb cao nhét clia Yova byte thir 32
(phai nhét) tirong (ng véi byte ¢6 trong s6 thAp nhét clia Y7, 32 byte phai duge bién @bi thanh mot xau
256 bit st dung phép bién d8i nguge duge dic ta tal Didu 6. Nghta 4 bit dAu tién (trai nhét) tuong ting
véi bit ¢6 trong s6 cao nhét clia byte dAu tién (trai nhét) va bit thir 256 (phai nhét) tong (rng véi bit cb
trong sb thép nhét clia byte thir 32 (phai nhét).

Hinh 4 dwéi G2y mé ta cac bwéc a, b va ¢ clia 4 clia ham vong ¢ trong ham bdm chuyén dyng 4 (SHA-
256). Trong ham véng ¢ cac buéc a, b va ¢ cilia myc 4 dwoc sir dung 64 1an (/= 0, ..., 63).

& X X X X, X Xe X,
¥

€, \\W /\; +

¥y 2 . i G

g 2
Wz ¢ — W

" |

UL Ny

X X% X X X X X X
Hinh 4: Mt phan ciia ham vong trong ham bim chuyén dyng 4

11 Ham bam chuyén dung 5 (SHA-512)

Didu nay d3c t& mdt phwong phap dém, mot gla trj khdi tao va mot ham vong @& st dung trong cac md
hinh téng quat cho ham bim dwec md ta & TCVN 11816-1: 2017. Phwong phap dém, gia trj khdi tao
va ham vong dugce dic td & day khi st dung trong md hinh tdng quat @& x4c dinh ham bam chuyén
dung 5. Ham bam chuyén dyung nay c6 thé dwoc ap dung cho it ca céc xau dir ligu D ¢6 ndi dung Ién
nhét la 221 bit.

Trong TCVN 11816, dinh danh clia ham bam dbi véi ham bam chuyén dung 5 1a 35 (theo hé thap lyc
phén).

CHU THICH: Ham bam chuyén dung 5 dugc xac djnh trong Bidu ndy con dugc goi véi tén chung SHA-512, [2).
11.1 Cac tham s6, ham s6 va hang sé

11.1.1 Cac tham sé
D6 v&i ham bm ndy Ly = 1024, L, = 512 va Ly c6 thé dén 512.
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11.1.2 Quy wéc thiv tiy byte

Pic ta ham vong & didu ndy dwoc gia dinh mot khéi dAu vao 1a mdt dy cac tir 64 bit, m8i khéi 1024 bit
dwge tao thanh tlr 16 tir nhu vy, Mt diy 128 byte Bo, Bi,..., Bizr duwgc bidu didn & mét day 16 tir Zo,
Zf,:a.., Zs nhw sau. M3i nhoém 8 byte lign tiép dwoc col 1a mot tir, byte dAu tién cla tir ¢6 trong sé cao
nhat. VI vay

Zi= 2“83{ + 2By + 2“3&«-2 + 29280+ 22814 + 21855 + 288333 +Bgwy (0Sis 15)
Thiee hién phép bidn @i ngwoc d8 chuydn ddi ma bam tir mét diy cac tlr thanh mét day céc byts.

11.1.3 C4c ham sé

DA thuan loi trong viéc cai dt phidn mém, ham vdng ¢ dwrge md ta theo thudt nglk clia céc phép todn
trén céc tir B84-bit, MOt day cac ham sb do, dy, d2, ds, dy, ds dwgre diing trong ham vong nay, ham dova
dy m& ham nhan 3 tir 64 bit X, X va. Xz 1am du vao, da, ds, d¢ va ds m8i ham nhan 1 tir 64 bit 1am dau
vao, v m3i mét ham trong s&u ham ndy duwa ra duy nhét mét tir 64 bit.

Céc ham d, dy, d2, ds, dy, dsdwge xac dinh nhu saw:
do(Xo, X1, X3 ) = (Xo A X1)D(~X,AXy),
d1 (X0, X1, X2 ) = (Xo A X)D(XoAXZ)D(X1AX2),
dz(Xo) = S (X)BS"** (X0)®S"* (X,),
d3(Xo) = S (Xo)®S"** (X0) S (Xo),
dy(Xo) = " (Xo)®S"* (X0) R (Xo),
ds(Xp) = S"° (Xo)BS'* (X6 )DR® (Xo).

11.1.4 Céc hang sb

Mét day tir hding 6 Co, Cs,..., Cre dugc sl dung trong ham vdng ndy. Trong biéu di&n hg thap luc phan
chiing dwoc xéc dinh nhw sau (bit c6 trong sé cao nhét twong (ng v&i bit trai nhét) va theo thir tie Co,
C#.... Cr.

428a22£98d728ae22
3956025bf348b538
d807aa98a3030242

7137449123ef65¢cd bScO0fbefecdd3b2f e9b5dba58189dbbe
§9£111£1b605d019 923£f82a4af194f9b ablcS5ed5da6d8lls
12835b0145706£fbe 243185bedeedb28c 550c7dc3d5£Eble2

72be5d74£27b896f
ed9b69cl9%efldad2
2de%2c6£592b0275
983e5152eebb6dfab
c6e(0bf33dadBic2
27b70a8546d22ffc
650a73548baf6ide
a2?bfeBaldcflN364
d192e815d6ef5218
19a4c116bB8d2d0ch
391c0cb3c5¢c95a63
748f£82ee5defb2fc
90befffa23631e28
ca273eceea2bblic
06£067aa72176fba
28db77£523047d84
4ccBddbecb3ed2bb

80deblfe3bl696bl
efbed786384£25e3
4a7484aabeatedl
a83lc66d2db4a3210
d5a79147930aa725
2e1b21385c26c926
766a0abb3c77b2a8
a8laé64bbed 23001
d69906245565a910
1e376c085141abb3
4edBaadae3l4liBach
78a5636£43172£60
ad506cebdeB2bded
d186b8c721c0c207
Qa637dcS5a2¢cB898ab
32caab7bd0c72493
597£299¢fc657e2a

9bdc06a725¢7123%
0£g19dc68b8cd5bs
5cb(a%dicbd41£fbd4
b(0327c898£b213f
06ca6351e003826L
4d2cédfeSacé2aaed
81c2cH2e4s7adasab
c24b8b70d0£89791
£40e35855771202a
2748774cdf8eeb99
5b9ccadf7763e373
84c87814a1£0ab72
bef%a3f7b2¢67915
eada7ddécdeleble
113£9804befd(dae
3c9ebelal5c9bebe
Bfchbéfab3ad6faec

cl9bf174cf692694
240calcc77ac9chs
76£988da831153b5
b£597fc7beefleead
142929670a0e6e7(
$3380d139d95b3df
92722¢851482353b
¢76c51a30654be30
106aa07032bbd1ibs
34b0bcb5e19b48a8
682a6££3d6b2h8a3
8cc702081a643%c
¢67178£2e372532b
£57d4£7feebedl78
1b710b35131cd71b

.431d67c49¢c100dde

6044198c4a475817

CHU THICH: Nhing gié tr] ndy 12 nhGng 64 bit d3u tién clia céc phan phan sd clia cén béc ba cla 80 86 nguyén 18 dhu tién.
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11.1.5 Gl4 trj khoi tao

Déi v&i ham vong nay gié tr] khdi tao IV phai ludn la xau 512 bit dwgc bidu dién dwdi dang mot day 8
W Yo Yy, Y Ya Y Vs Ye Y7 & hé thap lyc phén, trong @6 Yo la 64 bit trai nhét clia 512 bit,

Yo = 6a09e667f3bcco08,

Y: = bb67ae8584caa73b,

Y= 3cBef372fe04f82b,

Ys = a54ff53a5f1d36f1,

Ys= 510e527fade682d1,

Ys = 9b05688¢c2b3e6ef,

Ye = 1183d9abfb41bd6b,

Y7 = 5belcd19137e2179.
CHU THICH: Nhtmg gia trj trn nhan duec bing cach Iy céc phén phan sé clia can bac hal cla tam 88 nguyén 4 alu tign, -
11.2 Phwong phap dém
XAu de liéu D cAn phai @&m thém vao @8 sb bit clia nd 14 bdi nguyén clia 1024, Qué trinh dém dién ra
nhw sau; :
1. D dwere nbi véi duy nhat mot bit 1.

2. Két qua clia budc trede duoc nbi véi bit 0 gitra 0 va 1023 sao cho dd dai thu duoc (theo bit) clia
xau 13 @dng du véi 896 theo mé dun 1024, Mét cach 18 rang hon, néu chidu dai ban diu clia D 13 Lo,
va r 1a 8 dw khi Lp chia cho 1024, thi s6 céc s6 0 can thém 1a hodc 895-r (néu r < 895) hodc 1919 - r
(néu r> 895). K&t qua |12 mdt xau bit 6 a6 dai 1a 128 bit 1a bl nguyén clia 1024.

3. Ghép x&u két qua tir burdc trde @6 véi 128-bit nhj phan clia Lp, bit ¢6 trong sé cao nhét dAutién.

Trong md t& ham véng ndy, m&i mdt khéi dev lidu D; 1024-bit, 1 <7 < g, duwgc khai trién thanh mét day
16 tlr Zo, Zs,... , Z15, & @6 Zo trong (rng vé6i 64 bit trai nhét clia D,

CHU THICH: Vigc néi xau 128-bit clia Lo & buére 3 sao cho xAu 64-bit ¢4 trong s cao nhit va xau 64-bit ¢6 trong sé thép nhét
clia Lo Quge sl dyng twong trng voi cae tir Zrs va Zvs clia khdi dir i8u cubi cling, dwrge dira trén co s& quy wée thi ty byte
tai Didu 11.1.2, byte cb trong s cao nhét clia Lo 14 byte tréi nhét vA byte c6 trong 56 thp nhét clia Lo 12 byte phal nhét,

11.3 Mé ta ham véng
Ham vang ¢ hoat ddng nhw sau. Chi ¥ rang, cac ky hidu Wy, Wa, Xo, X1, Xa, X, Xa, X5, Xe, X7, Zo, Z1,
Za,..., Zr, 88 ky hiéu 90 ttr c6 gia trj khac nhau cAn thiét trong céc tinh todn,

1. Gia slr 1024 bit dAu vao (G4u tién) clia ¢ 13 Zo, Zs,...,Zss trong d6 Zo chira 64 bit trai nhét clia 1024
bit. Cling gid st rang 512 bit GAu vao (thir 2) clla gla8tlr Yo Yy, Yz, Ys Ye, Y5 Vs Y.

2. Vbii=16aén 79 G4t Z; := ds(Ziz) ¥ Zir W d(Zess) Y Zise
3. D8 Xo:= Yo, Xy i= Yo, Xoi= Yo, Xa:= Yo, X412 Yo, Xs 1= Yo, Xo:= Yo, Xa 1= Y7
4. Vi i = 0 dén 79 thyee hién ba buéce sau:
(a) Wy =Xz & ds(Xy) & do (X4, Xs, Xe) ¥ C 0 Zi;
(b) Wz := d2(Xo) & ds (Xo, X1, Xa);
() X7 := Xo; Xo 1= Xo; X5 1= Xa; Xg:= Xatd Wy Xo:= X} X 1= Xy X115 Xop Xo:=WrwWa
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5.08 Yor=YouXo, Yii=YiUXs, Yo=Y 0 Xo Ya:=Ya U Xy Ya:=Ye 0 Xy Ys = Ys U Xs, Yo = Yo &/
Xe Yo=Y UX7

8. Tamtlr Yo, Y1, Yz, Vs, Ye, Vs Yo, Y712 @Bu ra clia ham véng ¢. Sau vang 13p cubi ciing clia ham véng
8t Yo Yy, Yz Ys, Yo, Ya Yo Yr duoc chuydn thanh mét diy 64 byte st dung phép bién @i nguec
dwoc dic ta tal Didu 11.1.2, & d6 Yotao ra 8 byte dAu tién, Y; s& tao ra 8 byte tiép theo, tiép tuc nhur
vay. Nhr vAy byte dAu tién (trél nhét) twong (ng vél byte ¢b trong sb cao nhét clia Yo va byte thir 64
(phai nhét) twong tng véi byte cb trong sé thAp nhét cita Y7. 64 byte phai dugc bién a8i thanh mét xau
512 bit sir dung phép bién @i ngrgc dwgc dic ta tai Didu 6. Nghla |a bit dAu tién (tréi nhét) twong tng
véi bit c6 trong 86 cao nhét clia byte dAu tién (tral nhat) va bit thir 512 (phéi nhét) twomg ng véi bit c6
trong sb thAp nhét clia byte thr 64 (phai nhét).

Hinh 5 duwéi day md ta cac bude a, b va ¢ clia myc 4 clia ham vong ¢ trong ham bim chuyén dung 5
(SHA-512). Trong ham véng ¢, céc biréc a, b va c clia muc 4 dugc stk dung 80 1An (i=0,.., 79)

X X% X X XX X% X
N VN,
4 | ™ d o+
. N\/ c,
AR ) ds > &
+ %
-+
W) | Ad Wy

+ |—T _
.I N ¥\ \\ \
X X X% X% X X X %

Hinh 5: Mt phdn ham véng trong ham b#m chuyén dyung 5

12 Ham bam chuyén dyng 6 (SHA-384)

Didu nay d3c t& mot phwong phéap dém, mét gia tr] khdi tao va mét ham vong @ st dyng trong céc md
hinh tdng quét cho ham bim dwgc mé ta & TCUN 11816-1: 2017. Phuong phap dém, gla tri khél tao
va ham vdng dwoc ddc ta & a8y khi st dung trong mé hinh tdng quét a8 xac dinh ham bam chuyén
dung 6. Ham b&m chuy&n dung nay ¢t thd dwec 4p dung cho tét ca cac xau dir liéu D cb nl dung Ién
nhét 1a 2'%.1 bit.

Trong TCVN 11816, dinh danh clia ham bam déi v&i ham b&m chuyén dyng 6 la 36 (theo hé thap luc
phén).

CHU THICH: Ham b&m chuy&n dyng 6 dwoc xé4c dinh trong Biku nay cdn dugc gol véi t8n chung SHA-384, [2].
12.1 Céc tham sé, ham sé va hing sé

12.1.1 Céc tham sé
P6i v&l ham bam nay Ly = 1024, Lo =512 va Ly ¢ thé aén 384,

12.1.2 Quy wérc thiv ty byte
Quy wéc thiz tw byte clia ham bam nay giéng véi quy wéc thir ty byte tai Didu 11.
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12.1.3 Cac ham sé .
C4c ham sb clia ham bam nay giéng véi cac ham sb dbi véi ham bam tai Didu 11.

12.1.4 Cac hing sb
Céc hiing sb clia ham bam nay giéng véi cac hing sé ciia ham bam tai Didu 11.
12.1.5 Gl4 tr] khi tao

Db véi ham vdng ndy gia trf khdi tao /V phdi ludn 1 xau 512 bit dugc biéu dién dwél dang mét day 8
tir Yo, Ys, Yo, Y3 Y4 Vs Ys Y7 & hé thap luc phan, trong @6 Yo 1a 64 bit tréi nhét clia 512 bit.

Yo =cbbb9d5dc1059ed8,
1= 620a292a367¢cd507,

Y2= 9159015a3070dd17,

Ys= 1562fecd8f70e5939,

Y= 67332667ffc00b31,

Ys = 8eb44a8768581511,

Ys = db0c2e0QdB4f98fa7,

Y7 = 47b5481dbefadfad.
CHU THICH: Nhikng gi4 tri trén nhan Guoc tir cac phin phan sé ciia can béc hal cla cc s6 nguyén 18 ther 9 161 thr 16.
12.2 Phwong phéap dém
Phwong phép dém dling trong ham bam nay gibng véi phwong phap dém dwgc ddc ta trong pidu 11.2.
12.3 M4 ta ham vong

Ham véng ditng véi ham bam nay giéng véi ham vong dwgc xac dinh trong Didu 11.3.

Gi4 trj bam 384 bit cudi ciing nhan dwgc biing c4ch cht bét dAu ra clia SHA-512 @8 14y dugc 384 bit
tr4i nhat cda né. :

13 Ham b3&m chuyén dyng 7 (WHIRLPOOL)

Pidu nay d3c t3 mot phwong phap dém, mét gl tri khdi tao va mét ham véng dé s& dung trong céc md
hinh tng quat cho ham bim dwyc mé ta & TCUN 11816-1: 2017. Phurong phap dém, gia trj khdi tao
va ham vdng duoc gic ta & day khi st dung trong mb hinh tdng quét @8 xac dinh ham bam chuyén
dyng 7. Ham bam chuyén dung ndy c6 thé dwgc 4p dung cho tt ca céc xau dC ligu D c6 ndi dung Iom
nhét 4 22%.1 bit,

Trong TCVN 11818, dinh danh clia ham bam @bi v&i ham b3m chuyén dyng 7 1a 37 (theo hg thap luc
phan).
CHU THICH: Ham bam chuy&n dyng 7 dwge xac dinh trong Bidu ndy con dwec goi véi t8n chung WHIRLPOOL, [4].

13.1 Céc tham s6, ham s6 va hing s

13.1.1 Céc tham sé
Pbi v&l ham bam nay Ly =512, La=512va Lychd thé dén 512,
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13.1.2 Quy wée the tw byte

Dic ta ham véng & didu ndy dwoc gid dinh mot khdi dau vao |a ma tran M (tat ca cdc ma tran cb kich
thwée 8x8 véi céc phdn tr dwgc chon tiy tredng GF(2%)), m&i khéi 512 bit dwec tao thanh tr mét ma
trén nhw v@y. Ddy 84 byte B = (By, By, ..., Bes) dugc biéu di&n nhw mdt ma tran M theo céch sau. Phan
tlr & hang dAu tién va cdt dAu tién clia ma trn 1 byte tréi nhét (byte tréi nht twong (ing véi byte trong
sé 16n nhét) clia ddy B (tire Bo), phan t& & hang dAu va cét th hai clia ma trén sé 14 byte thir 2 tréi
nhét clia B (tirc By), ...., va phln t& & hang ther 8 va cbt thiz 8 ctia ma trén s8 13 byte phal nhét clia B
(tlc Bea). ST dung ham co dwoc chi ra tai Bidu con 13.1.3 dé thyre hién didu nay.

Thuc hién phép bién ddi ngwec dé chuydn dbi ma bam tir mot ma trén nhw vay thanh mét day cac
byte.

13.1.3 C4c ham sé

P& thuén lgi trong viéc cai @t phin mém, ham véng ¢ duge md ta theo thudt ngle clia cac phép todn
trén ma tran M. Mot day cac ham sb co, ¢1, C2, s, €4 Gurge diing trong ham véng ndy. Ching duoc xéc
dinh nhw sau

Ham co nhan mét day 64 byte B = (Bo, By, ..., Bss) 1a du vao, va dwa ra ma trén Z’ = (/) trong d6
Zy=Bay (05ijs7)

Diéu ndy cé nghta 14 Z’ = ¢o(B) khi va chl khl 2’y = Baw (0 <1, ] S 7).

Ham ¢; nh&n ma tran X" = (x"y) 1a d4u vao va dwa ra mét ma trgn W’ = (W) trong @6
wy=sxy, (0= jsT7)

va s 12 hop thé phi tuyén. Nghfa 12 W’ = ¢4(X”) khi va chl khi wy = sfx"y (0 51, j<'7).

Hop thé sthay thé phan tl x € GF(2°) biing mot phan tl khac sfx] € GF(2%) nhw dugc ddc ta & Bing 2
(cAc phan tlr trong cdt du tién 13 “nlva trong s6 cao nhat" cilia x, va c4c phin ti trong hang du Ia “nira
trong sé thAp nhét" clia x; vi dy, néu x = 01010110 = 58 (hé thap Iuc phan), s[x] = 49 (hé thap luc phén)
= 01001001,

Bang 2-Hép thé S

0 1 2 3 4 5 6 7 8 8 A B C D E F
18 23 C6 E8 67 B8 01 4F 36 A6 D2 F5 79 6F 91 52
60 BC 9B 8E A3 0C 7B 35 1D EO0 D7 C2 2E 4B FE 57
15 77 37 ES6 OF FO 4A DA 58 C9 29 OA B1 A0 6B 85
BD 5D 10 F4 CB 3E 05 67 E4 27 41 8B A7 7D 95 D8
FB EE 7C 66 DD 17 47 9E CA 2D BF 07 AD 5A 83 33
63 02 AA 71 C8 19 49 D9 F2 E3 5B 88 9A 26 32 BO
E9 OF D5 80 BE CD 34 48 FF 7A 90 5F 20 68 1A AE
B4 54 93 22 64 F1 73 12 40 08 C3 EC DB A1 8D 3D
97 00 CF 2B 76 82 D6 1B B5 AF B6A 50 45 F3 30 EF
3F 55 A2 EA 65 BA 2F CO DE 1C FD 4D 92 75 06 8A
B2 E6 OE 1F 62 D4 A8 96 F9 C5 25 59 84 72 39 4C
5E 78 38 8C D1 A5 E2 61 B3 21 9C 1E 43 C7 FC 04
51 99 6D OD FA DF 7E 24 3B AB CE 11 8F 4E B7 EB
3C 81 94 F7 B9 13 2C D3 E7 6E C4 03 56 44 7F A9
2A BB C1 53 DC OB 9D 6C 31 74 F6 46 AC 89 14 Efi
16 3A 69 09 70 B6 DQ ED CC 42 98 A4 28 5C F8 86

7| mi oo w] =] o=~ oo £fe|s| o
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Ham ¢, nhan dAu vao |a ma tran X” = (x) va dwa ra ma tran W’ = (w) voi
W= X apmedg, (050, j<T7).

Didu nay ¢6 nghta 13 W’ = c2(X") khi va chl khi W’y = X'y moasy, (0 </ j< 7).
Ham ¢ nh&n ma tran X” |4 dAu vao va dwa ra ma tran W trong a6

W=X"eC"
va & day C”1a ma tran vong 8x8 v&i cac phén tlr dwgc chon tir tredng GF(2%), nhw dugc dic ta duwdi
day:
| 01 01 04 01 08 05 02 09]
09 01 01 04 01 08 05 02
02 09 01 01 04 01 08 05
05 02 09 01 01 04 01 08
08 05 02 09 01 01 04 0l
01 08 05 02 09 01 01 04
04 01 08 05 02 09 01 Ol
01 04 01 08 05 02 09 0]

Diéu nay cé nghia [4 W' = ¢5(X") khi va chi khi W’ = X" C".

Ham ¢ nhan dAu vao 1 2 ma frén X” = (x’) va Y’ = (y) va dwa ra mét ma tran duy nhat W = (w')
trong dé

wy=xy®yy (04 j<T).
Didu nay c6 nghfa [a W = ca(X") khi va chi khi wy=x"® vy (04, j<7).
13.1.4 Cac héng sb

M6t day c4c ma tran hing sé A" = (A7) ( 0 < r < 10) dugc st dung trong ham vong nay. Hang sé vong
cho vong thir rla mdt ma trén, dwee xac dinh nhuw sau: '

Ag=s[8(r-1)+f, (0</<7),

Ay=0, (12ig7,0<j<7).
13.1.6 Gia tr] khoi tao
Gia tr khéi tao IV 1a mét x&u c6 512 bit ‘0",
13.2 Phwong phap dém

XAau div lidu D cAn phal d&m thém vao d& sé bit cha né 1a bdi nguyén cla 512. Qua trinh dém dién ra
nhw sau:
1. D dwee nbi voi duy nhat mot bit ‘1",

2. Két qua ctia budre trudc duoe ndl véi bit 0 gitka 0 va 511 sao cho df dai thu dugc (theo bit) clia xau
la bdi 1& clia 256.

3. Néu @ dai ban 3u clia D Ia Lp, ghép xau thu duoe tir brde tride @6 véi 266 nhi phan bit clia Lo,
bit trong s 1&n nhit & dAu.
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Trong mé ta clia ham véng nay, m&i khéi dt liéu D; 512 bit, 1 57 <'q, dwgc khai trién thanh ma tran 2’ =
(2'y) (054, j<7), dwoe dic ta tal Didu 13.1.2, & A6 2’ twong (ing v&i 8 bit tréi nhét clia D; va 2’ twong
{rng v&i 8 bit phai nhét clia Dy,

CHU THICH: Vige néi x&u 258 bit cla Lo frong budc 3 sao cho x8u 256-bit duge sl dung tryc tidp nhi niva thty hal clia ma
trén d 18u cubl cling, dyra trén quy wdc thir ty byte & Didu 13.1.2, byte ¢b trong 88 16n nhit clia Lo & hang the 5 va cit dAu
tién, byte cé trong &b thap nhit clia Lo & dong thir 8 va cot thir 8,

13.3 M6 ta ham vdng

Ham vdng ¢ hoat déng nhw sau, Chl ¥ réng, cac ky hiéu W', X%, Ko, K, .... Kio d& ky hiéu 13 ma tran
khéc nhau, cac phén t& duoc lwa chon tir trvdng GF(2®) véi céc gid tri cin thiét trong céc tinh toén.

1. Gia str 512 bit Au vao (dAu tién) clia ¢4 ma trn Z’ v6i céc phin t& dugc chon t tredng GF(28)
dugc dinh dang béing céach slr dyung quy wéc trét f byte duge d3c ta trong Didu 13.1.2. Clng gIa st
réng 512 bit ¢Au vao thir hal clia ¢ |12 ma tran Y’ v&i cac phin t dwgc chon tir trudng GF(2%),

2. D&t Ko ;= Y'va v6i itlr 1 dén 10, @it

Ki:= ca(0a(ca(cs(Ki))), A)
CHU THICH: Bréc nay mé rgng ma trén Y'thanh day cdc khoa vdng Ko, ..., Kio.
3. Dt X" = ¢o(Z’, Ko); va vol J tir 1 @én 10 thi hién hai budc sau

(8) W' = es(es(c2{es(XD)), K)):
(b) X" := W..
ADRY =WOKOZ.

5, Ma trén Y” biéu di&n dAu ra clia hdm vong ¢. Sau vong 13p cudi cling clia ham vdng, ma trén Y’ dwgc
chuyén thanh day 64 byte st¥ dung phép bién &3l nguge duge dic ta tai Didu 13.1.2, & @6 phan t& &
hang d4u tién va cot diu tién clia ma tran tao ra byte dAu tién, phan t& & hang diu tién va cot thir hai
clia ma tréin s8 tao ra byte tiép theo,..., phin ti¥ & hang thir 8 va cbt thr 8 clia ma trén teo ra byte cudi
cling. 84 byte duge chuyén thanh mdt xau 512 bit st dung phép blén @bl ngwoc dugc dic ta trong
Didu 6, c6 nghfa 14, bit th(r nhét (trai nhét) twong (g vél bit ¢6 trong sb cac nhét clia byte dAu tién (tréi
nhét), va bit thir 512 (phai nhét) twong tng véi bit cd trong s thap nhét clia byte thr 64 (phai nhat).

Hinh 6 duéi @ay chi ra céc buérc a) va b) clia myc 3 trong ham véng ¢ clta ham bam chuyén dyng 7
(WHIRLPOOL). Trong ham véng ¢ céc buéc duge chi ra dwél hinh 6 dwec thire hién 10 1an (/= 1, ...,
10).
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> g » o =c;—+c4——’x”

W’

Hinh 6. Mat phén ctta ham véng trong ham bim chuyén dyng 7

14 Ham bdm chuyén dyng 8 (SHA-224)

Ham bam chuyén dung 8 dwgc bd sung béi ISO/NEC 10118-3:2004/Amd.1:2008.

Didu nay dic 12 mot phwong phap dém, mét gia tri khdi tao va mot ham vong dé st dung trong mé
hinh t3ng quét dbi véi cac ham bim dwec mé ta trong TCVN 11816-1:2017. Phuong phap dém, gié tri
kh&i tao va ham vong dic ta tai G4y dwoc st dyng trong md hinh tbng quét trén cuing vél dinh nghla
ham bam chuyén dung 8. Ham bam chuyén dyng nay cb th& dwoc 4p dung cho tht ca céc x4u di ligu
D ¢6 ndi dung 16n nhét 14 2541 bit.

Trong TCVN 11816, dinh danh ham bam déi v&i ham bam chuyén dung 8 [a 38 (h§ thap lyc phan).
CHU THICH: Ham bam chuyén dung 8 dugc dinh nghTa trong myc nay duge gol chung la SHA-224, [2].

14.1 C4c tham sé, ham sé va héng sb

14.1.1 Cac tham sé

D&i voi ham bam nay Ly = 512, L2 = 256 va Ly = 224.

14.1.2 Quy wéc thir ty byte

Quy wéc xép thi ty byte déi véi ham bam nay gibng véi quy wéce déi véi ham bam cia Diéu 10.
14.1.3 Cac ham sb

Cac ham sb d6i véi ham bam nay giéng v&i cac ham sb déi véi ham bm ciia didu 10.

14.1.4 C4c hdng sd

Cac hing sb @8i voi ham bam nay gidng cac héing sé abi v&l ham bam cia didu 10.

14.1.5 Gi trj khoi tao

Péi v61 ham vong nay gia trj khdi tao 1V ludn 12 xau 256 bit sau ddy dwoc biéu dién nhw mét day tam tr
Yo, Vi, Ya, Ys, Ys, Ya Ys, Yrco sb 16 & 6 Yo bidu di&n 32 bit bén tréi nhét cla 256 bit.

Yo=c1059ed8
Y= 367¢d507
Y2= 3070dd17
Ys= f70e5939
Y4= ffcO0b31

Ys= 68581611

30



TCVN 11816-3 : 2017
Ys= 64f08fa7
Y7= befadfad
CHU THICH: Céc gta tr] nay 12 32 bit th( ty thép clia céc gié i duge d¥c ta trong 12.1.5.
14.2 Phwong phép dém
Phwong phép dém s8 dwec dling véi hdm bam ndy cdn phal la giéng nhw phwong phap dém duoc
dinh nghta trong Pidu 10.2,
14.3 MO t& ham véng

Ham véng dugc diing véi ham bam nay can phai giéng ham vong duee dinh nghta trong Dléu 10.3.

Gla trj bam 224 bit cubi cling nhan duwee bﬁng cach cat bét dau ra clia SHA-256 dé léy dwoc 224 bit
tral nhat clia né.
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Phy luc A
(Tham khao)

Cécvidu

Phy Iluc ndy dwa ra mdt sé vi du cho viéc tinh toan ciia ham bam chuyén dung 1-8. Vi méi ham bam,
cAc gi4 tri trung gian nhan dwerc trong qué trinh thue hign ham bam cling duwec dua ra dbi véi mét sbvi
dy.

Trong phuy lyc ndy, d& cap dén ma ASCII clia xau di li§u; chiing tiong duong voi loal mé sir dung ISO

646.

A.1 Hdm bam chuyén dyng 1

CHU THICH: Tal liéu tham khao [3] chtra m& & dang ma gia clia ham bim chuyén dyng 1.

A1.1Vidy1

Trong vi dy ndy, xau der liéu 12 mdt xAu réng, tiec |2 xAu cb 4 dai béng khong. Ma bam Ia x&u 160-bit

dwéi day.

9C 11 85 A5 C5 E9 FC 54 61 28 08 97 7E E8 FS 48 B2 25 8D 31

AA1.2Vidy2

Trong vi dy nay, xau d@ liéu gdm mét byte duy nhét, chinh 12 bdn ma ASCII clia ky tw ‘a’. Ma bam &
xau 160-bit dwdi day:

0B DC 9D 2D 25 6B 3E E9 DA AE 34 7B B6 F4 DC 83 5A 46 7F FE

A13Vidy3

Trong vi dy ndy, x4u d(¥ liéu 12 xau 3 byte la ban méa ASCII cla ‘abe’. N6 twong (rng véi xau bit:
01100001 01100010 01100011’

Sau qué4 trinh d&m, khéi 16 tir don nhan dwoc tir xau diF lidu nhw sau:

80636261 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

Cac gié trj Xo, X1, Xa, X, Xs, X'o, X'1, X2, X's, X's nhén duge [An lwet nhw sau (biéu didn dwéi dang thap

Iuc phan):

67452301,
C3D2R1F0,
10325476,
ER73FA62,
36AE27RF,
5TF19CC4,
464B5ED0,
D7714088,
E1904F4D,
S19CBO3A,

AFDSCB54,
2F62h054,

BD8O7CFS,
DBOE12DE,

32

EFCDABA,
3115FCET,
B41192D5,
3A35DC50,
D3786413,
OE946720,
D528PE32,
150BDBAS,
3D6PEOLF,
R7B60384,
BASAQAZF,
7F8R3BES,
SDACA4SS,
BCOSFAGF,

SERADCEE,
EFCDABBY,
3115FC67,
B41192D5,
3A35DGB0,
p3786413,
QE945720,
D528P632,
150BDRAS,
3DGFEOLF,
B7B60384,
BESAOA3F,
7PEB3SES,
9DACA49S,

10325476,
ER73FA62,
36AB27BF,
57F19CC4,
464R56D00,
D77140E4,
B13904F4D,
519CBO3A,
AEDBCBS4,
2FB2A054,
BDBOTICFS,
DBOE12DE,
682BFBEL,
2CR235FE,

C3D2E1F0,
10325476,
EB73FAG2,
36AE27RF,
57P190C4,
464R56D0,
D77140E8,
E1904F4D,
S1RCHOZA,
AEDBCESA,
2F62A058,
BDBOTCES,
DBOE120R,
6828¥EE]L,

67452301,
C3D2E1F0,
10325476,
ERTIFA62,
J6AR27BF,
S3FER377,
BOERECCE,
FRAOE20,
CADEGE4A,
247FCBEA,
C2664B96,

{ ]
$7D0BBSD,
8B427964,

EFCDABBS,
DDDE3FBE,
322R7AE3,
883EEJ03,
92B2R79B,
F9091FF2,
E5B09992,
@B2DI9FR3,
E755F422,
5922D09E,
CF24E72C,
CAGA1CTS,
227F6DB4,
50801685,

98BADCFE,
EFCDARRS,
DDD63FRE,
322E7AR3,
Q33RESD3,
$2B2R79B,
FS091FF2,
BSRO9992,
€B2D9FR3,
B755F422,
5922D09E,
CP24E72¢,
CAGAICTS,
227F&D84,

10325476,
EB73FA62,
36AE27EF,
58FER3T7,
BYEBSCCH,
FBA4OE20,
CADREE4A,
247PCBEA,
C2664B96,
BE7ECE2C,
S7DOBBID,
BB427964,
939CR33¢,
AB7ID729,

C3D2E1FQ
10325476
ERTIPAS2
3GRE27RF
S8FEE3T?
BYEBBCCE
FBA4OE20
CADEGEAA
247FCBE4
CZ664R%6
BEIECE2C
S7D0BBSD
BBA27964
$39CH33C
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682ZBFEE1, 1494P053, BCOSF46P, B2925575, 2CE335FE, 939CR33C, BIC3F4DS, 5DB01685, FDRGLOSY, ABTIDT29
2CR395FB, 85861002, 1494F053, 17D1BEP0, B2925676, AS7ID729, 3D16242D, B3C3IP4D5, 005A157¢, FDBS1089
B2925676, 597BF629, 85BA1D0Z, 53C14C52, L7DIBEF0, FDRG1089, FF459078, 3D16242D, OFD356CF, 005A1576
17D1BEF(, &347EF78, 597BPG29, 1B740Als, 53C1AC52, O05A1576, 927E40A8, FF459078, 5890B4F4, OFD3S6CF
§3C14052, 45C8FA44, 6347EF78, BFDBAS6S5, 18740A16, OFDISGCP, ACBB9Y4E, 927TE40AB, 1641E3FD, S890BAF4
18740A16, AD2956AF, 45CEBFA44, 1FRDE18D, EFDSASGS, 5890B4F4, AD30AD24, ACBBYD4E, F902A249, 1641E3IFD
BEDBASG65, SEAF16B7, AD29SGAP, 23ES1117, 1FBDE18D, 1641E3IFD, 6261732E, AD30AD24, EE653AB2, FI0ZA24%
1FBOE18D, 41730D4B, SEAF16B7, ASSABER4, 23E01117, F902A249, 4SED27AF, 6261732E, C2B492B4, EE653AB2
23E91117, FCOCCBD3, 41730D4B, BCSADD7A, ASSABERY, EEG653AB2, 243C56€8, 4SEN27AP, ASCCBYAY, C2B482R4
ASSABER4, 042ECC93, FCOCCBD3, CC352D05, BGSADDTA, C2B492B4, B2FE89BD1, 243C5668, B4JERD17, BSCCBIEY
BCSADD7A, 4D4D4377, 042ECCH3, 332F4FPED, ©C352D05, B5CCB989, SFCT4686, B2FE9RD1, F159A090, B4SEBDLY
CC352005, 5207002B, 4D4D4377, BA3I24C10, 332F4FF0, B4SERDI7, B2720031, SFCT4686, E26FT460B, F155A090
332PAFF0, 388278F5, 5207002R, 350DDD35, BB324C10, FL5SA090, 58A100¥8, B2720031, 1D1A197F, E26F460B
BR324C10, 62873070, 3BB278F5, ICOOAD4B, 350DDD3S, E26FP460B, 59920688, 58ALDOFS, CBOOCECY, 1DIAL9ZF
3500DD35, AI0ALIFDY, 62079070, O09RINAE2, 1COOAD4R, IDIAI97F, CC290DCA, 59920688, B403E162, CBDOCECY
1CO0AD4S, BDA2B31B, A30ALFDY, 1ETSCISA, OSE3D4R2, CR00C6CY, BE3IDE2SE, CC290DCA, 481A2D66, 8403R162
0SE3D4E2, F7211DEE, BDA2B31B, 287F668C, 1E75C18A, B403EL62, 6061B5AS, B863D625E, A4372B30, 481A2D66
1E75C18A, BGAGESC6, FT211DER, BACCEEFPS, 287FG68C, 481A2D6G, ARIJBADBS, 6061B5AS, F5897Al8, A43712R30
2BTF568C, 2D30FAD2, BG6AG65C6, B477RRDC, BACCEEFS, A4372B30, 2999255A, AAYSADBS, B6D63581, FHBITALS
BACCGEFS, C756D12F9, 2DIOFAD2, 99971ADA, B477BBDC, F5897Al8, 98237631, 2999255A, GIB6DGAA, B86D6H5SE1
8477RBOC, S16FRADF, C756D12F9, C3ESDER4, 99971ADA, BEDE9JSEL, 6CA72A90, 98237631, 64956BAG, G2BEDGAA
S9971ADA, F3FAEBR05, 516F84DF, BA4BE7LD, C3EBDBB4, 62BED5AA, 2EADS672, 6C472A50, ADDECHED, E€49568RE
C3EB08E4, D539625B, FIFASE05, BE137D45, B44BE7ID, 649568A6, CSCB4EBA, 2BAD5672, 1CAR4IB1, BDDECEGO
B44BET1D, D8500099, D539625E, E96CLICF, BE137D45, BDDBCEED, O5286DFR, CSCB4BRBA, BS59CEBA, 1CAR41B1
BE137Dd%5, 7ECDESE2, DB500C9%, B5897RS4, EYGCL7CF, LCAA41R1, B8396DD2, 0%286DFR, 2D22PR17, RSS59CBAA
E96CLTCF, 681D30RY, TECDESBE2, 40326761, ESBY7B54, B5S59CHEA, 333F2212, B8396DD2, A1BR7IEC14, 2D22ERL7
ESB97B54, 960¥7BPD, 6B1D30RY, 3TOGCOHFB, 40326761, 2D2ZEBLT, C69P295R, 333F2212, ESBT4A20, ALRTEC14
40326761, £770E498, 960F7BFD, T4C2ESAD, 3796C9FB, ALBTEC14, BFDESETA, CE99295R, FCBH48CC, ESBTIAZD
3796C8FR, TSEBOGCS, &770E493, 3ADEFFSSBE, T7AC2ESAD, ESB74A20, BDDF3474, BFD6BHT74, B4AS6F1A, FC8848CC
74¢2E5A0, 14FA827A, T5EBO6CS, C392619D, 3DEFFG58, FCBS4BCC, SCBCBIEY, BODF3474, SA21D2FF, 64ASEFLA
3DEFF658, S04B006A, 14FA827A, ACIB15DJ, C392619D, G4AS6F1A, CDDAGEBF, BCBCS7E9, TCD1D2F7, SA21D2FP
©392615D, 475BAS1B, B04BO06H, EADSEBRS3, ACIB15D?, SA21D2FF, 656CTDA3, CDDAGEBF, F21PA632, TCDID2FT
ACIB1S5D7, D26BC25D, 475BA81R, 2C01A201, EADSEBS3, 7CDLD2F7, T6D66CA3, 656CTDA3, GYBAFFIT, FZ1FAE32
BAOSESS3, DBCSA2CB, D26BC25D, 6BA06DID, 2C01A201, FZ1FA632, CSBL7F72, 76D66CA3, B1lF68DYS, GEBAFPIT
2C01A201, 77367FSE, DBCSAZCB, AP(97743, GEAOEDID, 69BAFF37, 65AE0151, C9B17F72, 59R28DDR, BLF680D95
GEAQGDID, 8155AERB4, 77367F5E, 1G6BB2EGF, AFD97T749, B1F&eDYS, 33P3ACEl, 65A60151, C5FDCB26, 59B28DLR
AEQ97749, C90C4D3B, 8155AER4, DYFDTIDC, 1EBR2FPEF, 59B28DDR, SBFBI27D, 33FIACH], 98054596, CSFOCR26
168R2F6F, 97627138, C90CAD3B, 569AD205, DYFDTIDG, GSFDCB26, DDCE130E, 9BFBB27D, CEB204CF, 98054596
DSFP7SNC, TERFSC32, 8762713B, 3134E324, 569AD205, 98054596, C24C2C79, DDCEL3I0E, EEQIF6SP, CER204CF
569AD205, 20BFFAQL, 7EBP9C32, 89C4ERSD, 3134E324, CER204CF, F255847E, C24C2C79, 204C3B77, EEQYF6EF
3134R324, 75R7117F, 20EFFAQL, FE70CYFA, BOC4EESD, EROSFGGP, DCDE3949, F255847E, 30B1E709, 204C3B77
89C4EESD, A9GBE4CT, 75B7117F, BFESD483, FETOCSFA, 2(4C3B77, 5BS9238D, DCD63949, 5611FBCY, 30BIE7Q9
FE70CSFA, SE3201FC, A96BE4C7, DCASFDDS, BFE80483, 30B1ET09, B434B4F4, 58992380, 58E52773, S611FECY
BFES0483, 2CFP5A58, SE3201FC, AF93ILEAS, DCASFDDS, S611FBCY, 52325409, B43484F4, B4BE356E, S8ES2773
DC45PDDG, 1393P003, 2CF95AY8, CBOTF178, AF9I1EAS, 58ES2773, DOLS577D, 52325A09, D213D2D0, 648E356E
AF931BAS, BB4SCCFT, 1393F0C3, ESGAGDE3, CB07P1T8, G4BE356E, BRICS7C4, DO15577D, C96B2548, D213D2D0
CBOTF178, SA33DER4, BHEA9CCFT, 4FC30CAE, ESGAGOBR3, D213D2ZD0, BLEBIA2E, BBICBTC, 555DF740, CHEB2548
ESGAGOB3, 14E58204, GA330EB4, 2733DEED, 4PC3DC4E, CI682548, ACTIFAGD, BLBRIAZE, 721F12BE, S55DF740
4FC30C4E, 79AAFE3E, 14B58204, CC3ADIAB, 2733DEED, 555DF740, 1774D326, ACTIF96D, ECEBBACE, T21FL2EE -
2733DEED, 21076923, T9ARFS3E, 96081053, CC3IADLRS, 721F12EE, AG25F112, 17740326, DPESBGB1, BCGABACE
CC3ADLAE, F44B53Rk7, 21076983, ABDAFSE6, 96081053, ECGBBANG, SDCAADL2, AG25F112, D34CUESD, BFESBEBL
96081053, 7C1E3640, F44B53A7, 1DAECCS4, ABDAFYES, DFESHEBL, EBCADICE, SDCA4D12, 37C44A%88, D34CHBSD
ABDAF3EG, OGBSYRER, TC1E3640, 2P4EI9FD1, 1DAGCCRB4, D34C985D, 095F37FD, EBC4DICE, 29344977, S7C24A88
1DA6CCBY, CA22C3CD, OGBS9ERA, 78DS0IFD, 2D4ESFDL, 97C44A98, SBREE487, 095F37FD, 13671BAF, 20344977
ZD4E9FD1, ADBE4025, C422C3CD, DETBADLA, 78DS0LF0, 29344977, BFS5B2529, 5BBEE487, 7CDFF425, 13671BAF
78D90LFE, 29A83BRS, ADBG4025, B8BOF3710, DE7RAO1A, 13671BAF, FB5747C5, BFSB2529, FB921DGE, TCDFF425
D67BA01A, 626B3910, 29A83BR5, 190096B6, SBOF3710, 7CDFF425, DDY3SASF, FBSTATC5, 6CI94AGFD, FBI2IDEE
EROF3710, AT19DBBRC, 626E3%10, ADEED4AG, 190096B6, FR921DEE, 27754F3A, DD93SASE, S5D1FLTED, 6CI94AEFD
19009686, BAB4C782, A719DBBC, BSE441B9, AOEED4AG, 6C94A6FD, 4P5CA4AS, 27754F3A, 4D697F76, SDIFLTED
ADEED4AS, 9FG8E7A9, BAB4C7B2, 6752F29¢, BSE44189, SDIFI7ED, 325AFR7E, 4F5CAIAL, D53CEEAD, 4DEITFIE
BBE44189, 2h98288C, 9FG8BTAY, 131EOAEA, 6762P28C, 4D697F76, BSAFR021, 325AFE7E, 72929530, DS3CESSD
§762F29C, AB23F78F, 3ABS288¢, AZ1EAG7D, 131EOABA, DS3CEESD, CP7FIEA1, BEAFED21, SBFIFECH, 72923530
L31EQAER, 7299044A, ARZAFT8F, 20A230FA, A21BAGTD, 72929530, OPG0751C, CYTFSERL, BF808Glh, 6BFIFSCY
AZIBAG7D, GA3F10CP, 7298044A, S8FDE3EAC, 20A230EA, 6BFIFECY, LRSCETL3, 9F60751C, FRTABI25, BFBLEBGLA
20A230EA, 1A1B904D, 6A3F10CF, 641129CA, BFDE3EAC, 'BFEO0S61A, CL3F038A, 1BYCE713, B1D4727D, EETART2S
BFDE3EAC, (B2CDO1, 1A1B904D, FC433DAB, 641129CA, FB7AS725, BF627814, CI3F038a, 739C4C7a, 81047270
§41129CA, D563BPDC, 0BZ2CDCOL, 6E41346B, FC433DAH, 81D47270, SFCCBADE, BFG27B14, FCOEZ2RQ4, 739C4CTA

Ma bam [4 x&u 160 bit sau:

BE B2 08 F7 E0 5D 98 72 9B 04 4A 8E 98 C6 B0 87 F1 5A OB FC
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A14Vidy4
Trong vi dy ndy x4u dir liéu 12 x4u 14 byte |a ban ma ASCII clia ‘message digest’
Ma bam la xau 160 bit sau:
5D 06 89 EF 49 D2 FA E5 72 B8 81 Bl 23 AEI 5F FA 21 59 5F 36

A15Vidub
Trong vi dy nay, xau di liéu 1 xau 26 byte [2 badn ma ASCII clia

‘abedefghijkimnopgrstuvwxyz’
Ma bam la xau 160 bit sau:
F7 1C 27 10 SC 69 2C 1B 56 BB DC EB 5B 9D 28 65 B3 70 8D BC

A16Vidub
Trong vi dy ndy xau d¥ lidu 1a x4u 62 byte 12 ban m3 ASClI cla
‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789
Ma bam laxau 160 bit sau:
BO E2 OB 6E 31 16 64 02 86 ED 3A 87 A5 71 30 79 B2 1F 51 89

AA1.7Vidy7
Trong vi dy ndy xau de liéu 1a x4u 80 byte 13 ban md ASCI! cla tam IAn 13p x4u '1234567890°
M4 bém la xau 160 bit sau:

98 75 2E 45 57 3D 4B 39 F4 DB D3 32 3C AB 82 BF 63 32 6B FB

A1.8Vidy8
Trong vi du ndy xau di liéu 14 xau 56 byte 1a ban ma ASCII cla
‘abedbedecdefdefgefghfghighijhijkijkljkimkimnimnomnopnopq’

Sau qué trinh d&m, hai khéi 16 tlr nhan dwec tir xau di liéu nhu sau:

64636261 65646362 66656463 67666564 68676665 69686766 6A696867 6B6A696S
6C6B6A69 6D6C6B6A 6E6D6CEB 6F6EEDEC 706F6EED 71706F6E 00000080 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

Cac gia tri Xo, X1, Xz, X3, Xa, X', X'1, X'2, X’s, X4 (biéu dién dwéi dang thép luc phan) nhén duwoc lan
Iet nhw sau i véi viée tinh khdi dau tién:

67452301, EFCDABR8Y, $8BADCFE, 10325476, C3D2ELF0, 67452301, EFCDABE9, 90BADCFE, 10325476, C3DZELF0
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C3D2ELF0,
10325476,
EBR73FA62,
3G6AE2ZTRF,
STEE1CCY,
ATROBB30,
AEGDEBTE,
BE44B88D,
DB371EB6,
B1FOTASA,
918551AR,
D87C24F3,
BC366IAS5,
55EE4 6AE,
D2B1927F,
BPAG6244,
7€593B11,
46942088,
C7CF7AD2,
SAA3D4ER,
312FDATY,
A4B5SBBE4,
HBHEREBF66,
CD14162E,
19cco81c,
65DD1D46,
4C4CB308,
4007C0AT,
66D628AD,
5ADE9BLL,
CB2858R8,
C4B%4571,
6FD49A62,
93287R7TB,
SFE1270D0,
BEG209D4,
1ADA7CEB,
F092B02D,
537380A1,
2038899,
1B65SEDED,
BE125949,
F1736D67,
8C3EFAZB,
2BAFBS3D,
EF333196,
EE23042C,
CC262587,
90BEBOSS,
53E729HD,
4A2408697,
6764545,
FCOE}13B,
RAAS145C,
8C7¢a97e,
1AA03F70,
487P156F,
1EF13D56,
D57DAESS,
29AC6440,
B3F41EAE,
91B488A0,
270AF524,
809C6ELD,
5FB0E295,
ET47E3E]1,
EE0228ES6,
B4AET3TC,
CB36191B,
DDYBD285,
B2ABOTFO,
BC37664E,
55387261,
S1AF4SET7,
F1576D7E,
CB8EBEFTB,

3115FB87,
CC21EC2E,
DFEBIBTA,
2363912E,
A1RE0DCT,
$6ACTIC1E,
GAR46154,
3CF61F09,
696FODIA,
AB957B91,
IFF4A064,
912FE398,
C45F164E,
22112508,
80B1F3DE,
ARAEASFS,
SE4C4BFSG,
F929216E,
DOAEETAF,
8RB34505,
07067302,
51997747,
€213132¢,
29D001FD,
2B5$BS8A,
C45681A6,
2E32CA16,
SC712081,
989BC126,
SEEACALE,
F417F849,
75239882,
3ACEBEIF,
OB7C24AC,
2854DCED,
267080E2,
7806DIGF,
52638496,
59FCSCDR,
BAR30FRE,
4PAREBED,
65BBCCCC,
0B3BESCL,
6DP30989,
156421AC,
6P54PACA,
ASD28921,
29590915,
4EFF0384,
17292945,
SFE71F22,
DCOGASOF,
SED21FC5,
§587BCAP,
AL755F6B,
100A6B19,
AA2CFDOT,
28246022,
4909C2ED,
9020271B,
AS57D838,
FA79DLFB,
39BACOBA,
DF212B4¢,
46F2CD35,

‘R17766F4,

FC20AM01,
93A30DDY,
98554E1C,
79D46BDL,
SFBC55DE,
DEF23A3B,
287DB1ER,
CP3S5B8E,
83BEBIES,
7943c443,

EFCDABRS,
3115FR37,
CC21EC2E,
DFEBSBTA,
2363912E,
ALB6ODCT,
96ACTCIE,
GAE46154,
3CF61F09,
6€96FDD3A,
AB95TBIL,
9FF4A064,
912FES98,
C45F164E,
22112508,
80B1F3DE,
3RAGABFS,
SE4C4BFS,
F923216E,
DSAEEFAF,
8BB34505,
07067302,
51997747,
Cc213132¢C,
29DODLFD,
2BSSBS8A,
C45681A8,
2B32Chl6,
5C712051,
989BC126,
SEE4CALF,
F417F849,
75239882,
3ACEB6IF,
0B7C24AC,
2B54DCEQ,
267080E2,
7806D96F,
526384396,
59FC5CDE,
BAE3QFBE,
4PAAERED,
§5BBCCCC,
0B3BS88CL,
6DF30989,
156421AC,
GFS4FICA,
ASD28921,
29590915,
4EFFD384,
172925945,
SFE71F22,
DCOGASOF,
5BD21FCS,
55B7BCAF,
A1755F68,
100A6B19,
AMZCFDO7,
28246D22,
4909C2BD,
$020271B,
A5570838,
FB79D1FS,
39BACOSA,
DF212R9C,
46F2CD86,
A17766F4,
FC20AADL1,
93A30DDY,
98554E1C,
79D46BD1,
S5FBCS5DB,
DEF23A3B,
2B7DBLEB,
CF955B8E,
83B6R7ER,

EB73FA62,
36AE27BF,
57EE10C4,
87BOBR3D,
AEGDERTE,
8E44BEBD,
D8371RE6,
BIFO7ASA,
918551AB,
DBIC24F3,
BC3669A5,
SSEE46AR,
D2B1927F,
BPAG6244,
7C593B11,
46942088,
CICFTADZ,
YAAIDAEA,
212FDA7Y,
A4B5REEd,
BRBERFG6,
CD14162E,
19CCO81C,
65DD1D46,
4CACB308,
4007C0AT,
6EDE2BAD,
5A069BLL,
CBZ85888,
C4B54571,
6F049A62,
93287E7B,
SFE12700,
8E5209D4,
1RDATCEB,
F092B02D,
537380A1,
c2038899,
1BG5BDED,
8E125949,
F1736D67,
8C3EPA2B,
2BAFB53D,
EP333196,
EB23042¢,
CC262587,
90868055,
53E729BD,
4A248697,
67645443,
FCOE113B,
R4AS145C,
9C7C897F,
1AA03F70,
4B7F156F,
1EF13D56,
D57DARSS,
23ACE440,
B3F41EAB,
91B488AD,
270AF524,
B03CEEAD,
5FG0E295,
E747E3EL,
EB022BE6,
84AET37C,
CB36191B,
DDYBD28S,
82A807F0,
8C37664E,
55387261,
51AF45E7,
F1576DTE,
CBEBEFTE,
FECTACAL,
S55E3B3E,

10325476,
EB73FA6Z,
36AE27EF,
STRE1CCA,
B7BORBAD,
AEGDERTE,
SE44BASD,
DO371E8E,
BIFO7ASA,
918551A8,
D87C24F3,
BC3IGEIAS,
55EE46AE,
D281927F,
BFA66244,
765383811,
46942088,
CTCPIR0Z,
SAA3IDAEA,
312FDATY,
A4GSBBE4,
BRBERFEE,
CD14162E,
19CC081C,
65DD1D46,
4C4CR308,
4007COR7,
66DE2BAD,
5AQ69B11,
CH285EB8,
C4B54571,
6FO49A62,
$3287278B,
SPE12700,
8E6209D4,
1ADATCER,
F092B02D,
537380A1,
©20384899,
1B65BDED,
BE125949,
F1736DE7,
BC3BFAZE,
2BAFB53D,
EP333135,
EE23D42¢,
CC262587,
90868055,
53E729BD,
42248637,
67645425,
FCOE113B,
AA5145C,
9CTC897F,
LAAQ3F70,
487F156F,
1EF13D56,
D57DAESS,
29AC6440,
B3F41EAB,
91B488AD,
270AF524,
BOSCEE4D,
SFGOEZ95,
E747R3E1,
EB0226E6,
B4AR73TC,
CB3§191B,
DD9BD285,
82A807F0,
BC37G64E,
55367261,
S1AF45E7,
P1576D7E,
CBESEFTE,
F6CTACAL,

C3D2E1FD,
10325476,
EB73FA62,
3GAE27BF,
F6948518,
91EG4B6C,
53A88C74,
EB4BDR39,
FC67T55F,
A7FBEE06,
69827176,
3ADFFICOC,
58238DD1,
3J11I4FDS,
97F9n88A,
F94F9235,
G6CEEDDAS,
ASDDRDEE,
53DCB136,
11B40F60,
B32AFECE,
ACE082A5,
7826CDEY,
9CA7ES85,
D1C45BD3,
ASCRSFES,
F968FE2],
ClA3BC61,
19BF4D5B,
610CABSC,
GEASFEDD,
0F48BDEY,
73406913,
FBFDFA3E,
C610A369,
SCF82A45,
48929879,
A3FRDEQY,
DDITFIFC,
B3335F17,
183110Cs,
9C24AF3RB,
OSERBS1A,
SEA41E9D,
3CE3F3M,
972B17B1,
C1BEF552,
5BC3BFE3,
36A24ACC,
SAAL6BD4,
561F6D7D,
AEBOS2TE,
93EE6D4B,
FQEFEB84,
913925C4,
248D32A9,
4CB65509,
AlBF4336,
G4BDDIAT,
9CB86510,
4DB30F2F,
9930B4SE,
DC2E2332,
H303F080,
07842105,
9BAFEA29,
AC936282,
D1A37513,
2CED20FE,
ES07121¢C,
SATADZEA,
D17D3DEC,
CHASEOLE,
14594E4D,
37E526A8,
3FEEGBOC,

463DA521,
DB247R12,
1D166A23,
CETA1ZFE,
S7FPLIDD,
O1A9FEFA,
SDSREOSC,
D3DFTPET,
7456C8E3,
F64C4453,
22h5FEGE,
8D7E53R4,
69582387,
6FARTTEF,
4D94F720,
DB1C6137,
E2ECCABD,
A96B1820,
SASE0SB3,
G1E711FA,
FAF47116,
FAES7297,
BRTESA3F,
187068EF,
56C66PD3,
D7184321,
775BA27D,
6243D22P,
44DCD35A,
BFBE3FTE,
DR718428,
PLS73EOA,
2A5224A8,
8128FFB7,
FF374DFD,
CSE0CCDT,
31B60C44,
CEE7092B,
46827TAME,
A757A307,
ESQF36FC,
EC65CEBS,
S4RQGFAD,
DBDEFOR3,
B30DAAYZ,
F526AR5A,
SF5587DB,
9FABAC24,
52B4FRIB,
EL3C3RDA,
71244E49,
AR49234C,
42532035,
CDASGEDO,
6ICL2TT6,
44272219,
CBD3G0C3,
27A64C2D,
CCH70BSE,
2020C0FC,
7541E108,
OAGGERFY,
AORB24D8,
44COGEDD,
3F8B3B48,
B73n41C4,
R2969EB4,
7B345F4F,
O7TB2EATS,
93451653,
ARDDF949,
U30FFBIA,
oDOCD217,
BECE1BBD,
DITCFEEC,
DBEA79FS,

TCVN 11816-3 : 2017

EFCDABBS,
463DA521,
DB247A12,
1D166A23,
CETALZFE,
5TFF19DD,
OLAIFEFA,
5DIAEDALC,
030F7FET,
7456CBE3,
P64C4453,
22ASFEEE,
8D7E53E4,
69582357,
GFAATT6F,
4D94P720,
D81CE13T,
B2ECCABD,
A96BR1820,
SASE09R3,
6167118A,
FAFAT11E6,
FAES7297,
8BTESA3F,
187068EF,
56C66FD3,
D7184323,
775BA27D,
6243D22F,
44DCD35A,
BFBE3F7E,
DAT18428,
91573E0R,
2A5224R6,
B128FFB7,
PF374DFD,
C5E0CCDT,
31860C44,
CEE7052B,
46827ARE,
A7S7A307,
ESOF3EFC,
EC65CR8S,
54BOEFBD,
DBDGFDES,
BI0ODABYZ,
F526hA5A,
5FS587DB,
9FARAC24,
52E4PBYB,
E13C3BDA,
71244E49,
AA49234C,
42532095,
CDABGFDE,
69CL2FT6,
44272219,
CED360C3,
27A64C2D,
CCB70BES,
2020C0FC,
7541E108,
OMGEERF?,
AOAB24D8,
44CO6EDD,
IF8R3B4S,
873Ad1cC4,
A2965EB4,
7IB34SF4F,
07B2EA78,
93451653,
ARODF949,
030FPBIA,
oDSeD217,
BECE1BBED,
DITCEEEE,

EB73FAG2Z,
36AE27BF,
F6948518,
91EB4BEC,
59A88C74,
E84BDBR39,
PC67755F,
ATFBEBUG,
69827176,
3DFPICOC,
58238001,
31114FD9,
97FIBASBA,
FB4FH235,
HCBEDDAS,
A9DDBDBE,
53pCal136,
7184DF60,
B32AF6CH,
ACEDB2AS,
T826CDE9,
SC47E985,
D1C45BD3,
ASCASFER,
POGBEE21,
ClA3BCE1,
19BF4D5B,
G10CABSC,
GEBIF5DD,
OF4BBDBY,
734DE913,
FBFDFA3E,
CE1OR369,
5CPA2A4S,
4892%8A9,
A3JFEDEOZ,
DD3TFIFC,
B3335F117,
183110C6,
SC24AP3B,
Q9EABIIA,
SEA41ESD,
3CE3F3M,
972E17B1,
C1BEF552,
BBLIBFE3,
JEAZ4ACC,
9AA16BDA,
561F6D7D,
AEBQ927E,
S3EEGD4B,
FOEF6B84,
913925¢C4,
24BD3IZA9,
4CBE5509,
AlBF4336,
Q4BDDIAT,
9C886510,
4DB30F2F,
3930B4YE,
DC2E2332,
B303F080,
07842105,
ORAPEA29,
AC936282,
01A37513,
2CED20FE,
£3p7121¢,
SATAD28A,
D17D3DEC,
CBAYEDLE,
14594E4D,
3TES26A8,
JFEEGBOC,
73485C36,
386EFETR,

10325476
EB73FAG2
36AE27BF
F65948518
91EB4B&C
59AB8C74
E84BDB39
FCE7755P
ATFREBO6
68827176
3DFFACOC
58238001
31114FD9
97F9BEBA
F94F38235
6CBEOOAS
ASDDBDBE
53DCB136
T1B4DFED
B32AF6CE
ACGOB2AS
T826CDE6S
9C47E985
D1C45BD3
ASCASFEB
F368FE21
CLA3BCEL
19BF4D5B
ELOCAREC
GEBYFSDD
0F4BBDEY
734DE913
PBFDFA3E
C610A36S
SCFE2A45
489298A9
A3FEDEQ4
BD3TFTFC
83335F17
1B83110C6
SC24AF3B
0SEABSLA
SEA41IESD
3CE3PIAS
972E17B1
C1BEFSS2
SBC38F63
36A24ACC
SAAYGED4
561F6D7D
AERQS27E
93EESMMB
POEFGREQ
913925C4
248D32A9
4CB65509
AlBF4336
04BDDIRT
9CBBS510
4DB30F2ZF
9930B4BE
DC2E2332
B3D3F0BO
07842105
9BAFE429
AC936282
D1A37513
2CED20FE
E907121C
SATADZEBA
D17D3DEC
CBASEOLE
14594E4D
37E526A8
3FEEGB0C
734B5C36
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F5CTACAL, P336AA45, 7043CA43, DADFAR0E, S56E3B3E, 73485C36, 91704BDB, DBEAT9FS, FIFBB365, 386EF6ED
SS6E3R3E, 2FFB47D6, FIIGAA4S, OF110DES, DADFA20E, 386EF6FB, 40CBA97D, 91704BDB, A9ETDTEF, FIFBB3G5S
DADFA20E, 33FEG4CY, 2FF847D§, DAAOL7CC, OP110DES, F3PBB365, BOBD2456, 40CBASTD, C12FGE45, ASETD76F
OF110DES, 78378FE9, 33FE64CI, E11F58BF, DAASL7CC, ASEID7GF, CAG9D415, BOBD2455, 2EASF503, CI2F6E4S

Cac gia trj Xo, X1, X2, Xa, Xa, X0, X1, X2, X3, X's (biéu didn duwdi dang thap luc phan) nhan dwgc 1an
lwgt nhw sau déi voi viéc tinh khéi thie hai:

52720555, 3B0SA402, 94C343B1, 9CEOCIER, 90390740, 52720555, IBOYA402, 94C34381, SCEDC3IEA, 9039DT40
90390740, %598T4BSC, 3BOSA40Z, ODOECES3, ICEDCIEA, 90390740, 7FAGCOAR, 3BOIA402, ODOECES3, 9CEDCIEA
SCEDC2EA, 1D0DA3D8, 59474B6C, 269008EC, ODOECES3, 9CEDCIEA, 149F92B4, TFAECOAF, 2690DBEC, ODDECE53
DDOECE53, EF3045D6, 1DOD43D8, 102DB166, 269008EC, ODDECE53, OEBBTR05, 149F92B4, 9B26BDFE, 26300BEC
263008BC, 1E6BCBAD, EF3DASDS, 350F6074, 1D2DB165, 269008EC, GEG757AC, QEBEIEDS, TE4ADOS2, YB26BDFE
1D2DR166, 79CC70E3, 1EEBGSAD, C1175BRC, 350F6074, 9B2GRDEE, 32Ci290R, 6EB757AC, 21FP143A, 7R4ADOS2
350F6074, 13A4R937, 79CCTOE3, AP22B479, CL175BBC, 7R4ADOS2, EEBO2C5A, 32C1290B, 1DSEBIBA, 21F8143A
C1175BBC, EE066CBY, 13A4B337, 3J1C38DE7, AF22B479, 21F8143R, 719EBODY, 8EB02CSA, 04R42CCB, 1D5EBLBA
AF228479, AOSAFF33, EEOE6CRY, S2R4DCAE, 31C38DE7, 1DSEBLBA, 3D5BSAOA, 719ERBODY, COB1GA3A, 04A42CCB
31C38DE7, 89E27A43, AOBAFF93, 19B2E7B8, 92E4DCAE, 04A42CCB, 47DEAOA3, 3D5BBASA, TAE765C6, COBI6A3A
92EADC4E, SOREC8A1, 89E27A43, 2BFE4EB2, 19B2E7BS, COBIGA3A, AGAACEEl, 47DEAGA3, 6EZRGBF5, TAR165C6
19B2E788, OFDEE92D, SORECSA1, 89ESORR7, 2BFEAE82, TAR765C6, 4456D048, AGAACEEl, 7FAS2BDIP, G6RZAGBFS
2RFE4ES2, A7B046CH, QFDEB9ZD, BR228543, @9E9OE2T, EE2AG8FS, 072D166E, 4456D048, AB3BS69A, 7AB28DIF
89E9QE27, S5C8F582E, 47804608, TJA24BA3F, BB228543, 7AS2ED1F, BI7A11D1, 072D166E, 58412111, AB3BB6IA
BB228543, 3DTFQ5B8, SC8F582E, C11B211E, 7TA24B43F, AB3IBBGSA, 654CBE94, B37A1lDl, B45GRALC, 58412111
7A24B43F, 962BCAF7, 3ID7FOSBS, 30608972, Cl1B211E, 5B412111, GAFFJABA, 654CHE94, EBAT746CD, B459BALC
C11R211E, 1A450D2E, 962BCAF7, FClG6ECFS, 3D60BS72, BASSRA1C, EEUE390E, SAFFOARA, 32PAS185, EB4T46CD
3D60B972, 1622907A, IA459DZE, AF2BDRSE, FClEE0FS, EB4T46CD, 569023¢2, EEDR39QE, FEGAEGAB, 32FAS195
FC16EQF5, B75B2E49, 1622007A, 1674R869, AFZBDE5S, 32FAS195, 5C2944EB, 560023C2, 38E43BBB, FEGAROABR
AFZRDESS, 6FL6D4CA, BTSBZR49, BA41EG5§, 1674BEEY, FEGRAE9AB, 103CE067, 5C2944EB, 40BF0S5A, 38E43BBB
156748869, 46FDEEES, 6F16DAC4, 6CB9260D, 8A41ES50, 3BE43BBE, AB641473, 103CED67, AS13AL70, 408FO95A
BA41E858, E9FB9F50, 46FDER8Y, 5B5311BC, 6CBIZ2EDD, 40BFDS5A, 25643DBF, ABG41473, F3819C40, AS13AL70
6CB926DD, EC9A614C, ESFBIFS0, FIBA251B, 5B5311RC, ASY3A170, RE0A5336, 25643DBF, S0SICEAD, F3819C40
5B5311BC, D525F69D, ECSA614C, B27D47A7, F7BAZ51B, F3B19CAD, FPAD318D, BEOAS336, POFGFCI5, S051CEAD
F7BA251B, EDFBF331, D525P&9D, §98533R2, E270D43A7, Y05ICEAD, GD5SA28DD, FF4D318D, 294CDRSB, SOFGFCIS
E27DA3A7, 93C58732, EDFBF331, 97DA7754, 69853382, 90F6FCOS, 855C140A, 6D5A28DD, 34C637FD, 294CPBIE
698533B2, 24907FDF, 93CS5E732, EFCCC7R?, 97DA7754, 294CDBSE, 79C1BC3S5, B55C140A, SEBA3TSR5, 3I4CE3TFD
97DA7754, E2193F3E, 24907FDF, 179CCA4F, EFCCC7B7, 34C637FD, B2DSEF34, 79C1BC3S, 70502A15, G68A37585
EFCCCTR7, D3AD6DDS, B21S3F3B, 41FF7C92, 179CCA4F, S8AI1SBS, DBR7209A, B2DSEF34, OGFODSEI, 70502A15
179CCA4F, 6REBFABA, DIADG006, GAFCFBBE, 41FFICS2, 70502A15, ADECB4F2, DBE7209R, 57BCD2CE, D6FODSET
41FF7C92, 5052D6EF, 6BEBFAR4, BSB801BAE, G4FCFBGE, OGFODSE7, DAFA3O0D, 4DEC84F2, 1CB26REE, 57BCD2CHE
64FCFRES, FP3GERCE, 5052DGEF, 2FEADIAE, BS5Q01B4E, 57BCD2CB, 0191C9F0, DAFGA30D, B213C937, 1CB26BEE
B5801B4R, SA010€53, FP3GEBCS, 4BSBBDA1, 2FEADIAE, 1CB26BGE, 20FBAB36, 0191CIF0, DASG3T53, B213C937
2PEADIAE, 952BFBSD, SAOL0C53, DBAFZIFC, 4B5BBD41, B213C937, TET96493, 20FRAR36, 4727C006, DABC3753
4BSBBD41, FEOSBEE3, 952RAFRSD, 04314D68, DBAF23IFC, DASC3753, COEABB3E, 7E796493, EEACDES3, 4727C006
DRAF23FC, 2256AF69, FEOSBEE3, AFED7654, 04314D6B, 4727C006, B44977A5, GOEARB3E, E5324DF9, EBACDBE3
04314D68, 5285BOD3, 2256AF59, 16FRBFFS, AFED7654, BEACDSS3, 287580C6, B44377A5, AAECFR27, E5924DF9
AFED7654, 1DFRES6C, 5285B0D3, 5SABDA4BY, 16FBEFFS, ES5924DF9, 1E1DBD16, 287580C6, 25DEISD1, ARECFB27
16FBBFFA, 32974404, 1DFRAE5EC, 16C34D4AA, SABDA4B9, RAECFB27, FREB2IBA, 1E1DBD16, D60318Al, 25DES6DP]
SABDA4B9, 90AC7ICE, 32974404, EE15B077, 16C34D4A, 25DE96D1, BT4BFIE2, FBEB21BA, 76FPAS87B, DE031BAL
16C34D4A, B49CCC12, SOACTICE, 5D1010CA, EE1SBOT?, D603LBAl, 755BEDDF, B74BE3E2, ACSEEBEF, 76F4SB78
EE158077, 340ERE92, 849CCC12, BICT3A42, SDIOLOCA, 76P45878, 3CN099CE, 755BEDDF, 2FCFSADD, ACEGEREF
SD1010CA, F521ESF5, 240ERES2, 73304A12, B1C73A42, ACBEEBEF, Al9BBAA2, 3CD099CE, GEBTTDDS, 2FCPRADD
BI1C73A42, 27528557, FS31ESFS, 3AFA48D0, 73304A12, 2FCFGADD, EFC554F1, A19BBAA2, 42671BF3, GFR77DDS
73304A12, BAAFAGOF, 27520557, C797DTD4, IAFA48D0, GFBTIDDS, F56F1485, EFCS54F1, GEERGASS, 426718F3
3ATA4BDO, B3462C93, E4AFAG9F, AA1S5CID, CT97DTD4, 426718F3, EOAL1480A, F56F1485, 1553C7BF, GREASASE
€79707D4, 3CF5CDBS, B34620:93, BEOA7FS2, 4A155COD, SEEABASS, 9F30007D, EOALABOA, BC5217D5, 1553C78T
4A155C9D, B6CTS6F9, 3CFSCDAS, 18B24FBD, BESA7F9Z, 1553C7BF, 090898BE, 9FBOOOTD, 85202B82, BCK217DS
BE9ATFS2, CC2AB627, B6CTSEF3, DTI3614F3, 18B24F8D, BC5217DS, AOCDTSA2, 090898BE, DDOLFETE, F5202B82
18B24F8D, E5471921, CC2AR627, 1DSBESDB, D73614F3, 85202882, S5FRA6ES, AOCDTSA2, 2262F824, 00DIF67E
D73614f3, EBFEFECE, B5471921, AADB9F30, IDSBEGDR, O001F67E, 4B55D832, OSFEAGES, 35DEGAS3, 2262F824
1DSBEGDB, 788EFBE7, BSFEFBCE, 1C648795, AADSBSF30, 2262F824, 681302D4, 4B55D832, F91BIAST, 3SD6BAS3
AADSSF3Q, FA97F1BB, 7BSEFBE7, FBEFIBA3, 1C64B795, 35DEBAS3, B60FSE32, 68130204, 5760C92D, FI1BIAST
10648795, 2FB15484, FAS7FIBB, AFEP9DE2, FBEF1BA3, F91BSAS7, CA2DODACO, 860FSE32, 4COBSLA0, 5760C92D
FBEFLBA3, DBB4695B, 2FE154R4, SFCGEFEA, AFEF9DEZ, 5760C92D, 7TE730793, CA3DDACH, 3E38CA1E, 4COBS1AD
3PEFYPE2, AO9357E9, DEA4695B, 8552D0BF, SFCGEFEA, 4COB51A0, 4LODFS27, 7B790793, F76B0328, 3E38CALE
SFCEEFEA, 01SR9791, RU9357EJ, 11A56F62, A552D0BF, 3E3SCA1, 311DFB9D, 4EODFS27, E41R4DF9, FT6BO328
855200BF, 70DBGFDF, QLIR9791, 4DSFAGB2, 11ASGF62, F76B0328, 24FAYDCT, 311DFR9O, 37R4903H, E41E4DF9
11A56FG2, B2F104B4§, 70DRGFDF, 6E5E4406, 4DSFA682, EAIRIDFY, CE45E142, 24FASDC7, 77EE40C4, 3I7E49D3E
ADSFAG82, BFAB29FB, @A2F104B4, &GDBF7DCE, GESE4406, 37R49D38, $CAF267F, CE4SE142, EA771C93, 77BE40C4
6ESE4406, BB019BA9, BFAB29PS, C412D20B, GDBF7DCI, TTER4QCA, 06880805, SC4F2G7F, 17850B39, EATILCH3
EDBF7DCI, 917C197C, SBO1Y8A9, ACATE2FR, C412D20B, EAT71C93, 7625BD09, 06B80805, 3COSFET1, 17850B39
£412D20B, 03E7992A, 917C197C, 0662A620, ACATE2FE, 17B50B39, 8720C8E7, 7625BD0S, 2020141A, 3CHSFETL
ACA7B2FE, B24CEF7A, Q3ET992X, FO65F245, 0662A620, 3C99FE7L, CBRTDATA, 8720CHE7, 96F425D8, 2020141A
0662A620, AF16F218, 824CEF7A, YEG4AS0F, FOGSF245, 2020141A, 88851068, CBB7TDATA, B3239ELC, 96F42508
FO65F245, EFCB943D, AFl6F218, 33BDEAQS, IEGAASDE, 96F425D8, CB5CAEBE, 88851068, DFGYERZE, B3239EAC
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9EGAASOF, CSOFF53B, BEFC8943D, SBCH62BC, 33BDEAOS, B3239ELC, 57BF18E2, C85C4EBS,
33RDEADY, 2BDP9E36, CSOFFS3B, 2250F7BF, 5BCBEZEC, DFG9EBZE, 48932CIA, 57BP1EE2,
SRC862BC, 6B1DB950, 28DF9R36, 3FDAEF20, 2250P7BF, 1441A222, 15CTROBD, 48932C1A,
2250F7BF, 21EEEG21, 6E1DB950, 7E78DSA3, 3FD4EF20, 713AE321, FCBCYETS, 15CTROBD,
JPDAEF20, 561379BA, 21BRR621, 76254188, 7E7BDEA3, FC63895E, DD2BEAGO, FCROIETS,
7E7BD8A3, 4DD255C5, 561379BA, RRYEA487, 762541BE, 4CR06922, CF1BBBLO, DD2BEAED,
762541BB, 966845EC, 4D0255C5, 4DBEESSE, BRUAS4ST, 1EC2F457, 5D899D62, CFLRRBLD,
BBYBB437, D922DERB, DE684SEC, 09571534, 4DEGESSS, F2T9E3F2, F1144141, 5DR9IDE2,
ADEGESSB, BS19R2A3, DA22DERE, A117B259, 09571534, AIA9E374, S40BBAL2, F1144141,
09571534, D3CFBOPY, BY19R2A3, SRTARIG4, ALL7R259, GREQ433C, 33IDDAIRS, 940RBALZ,
A117B250, FS6EA9B, D3CFBOFD, GGCABER4, GB7ARIG4, 26758976, DCEOB562, 3IDDASRS,
9BTAR364, A1D3372D, FS48EA9H, 3IE03E74F, G6CASER4, 51050704, C103FBES, DCEORSE2,
66CABEE4, 6578D66C, A1D3372D, 23AA63D5, 3E03R74F, 2BRB4ASO, 832896109, ClO3PBEY,
3EQ3E74F, 57C29604, 6578DE6C, 4CDCBGST7, 23AAGIDS, T6AGDMCF, B183744E, B32961D9,
23AR63D5, 27F5E937, 57C29604, E3595195, 4CDCB68T, B2DS8R73, E710A112, BlB3T44E,

Ma bém I xau 160 bit sau:

12 A0 53 38 4A 9C OC 88 E4 05 A0 6C 27 DC F4 9A DA 62
A1.9.Vidys
Trong vi dy ndy xau d(» lidu Ia x&u 1000000 byte 1 ban m& ASCII clia 10° ki ty ‘a’
Ma bam [ xau 160 bit sau:

52 78 32 43 C1 69 7B DB E1 6D 37 F3 7F 68 FO 83 25 IC
A.1.10. Vidy 10
Trorjg vl dy nay x&u dir ligu 1a xau 112 byte [& bdn m& ASCIl clia

‘abedefghbedefghicdefghijdefghijkefghljkifghlkimghilklmn
hijkimnoijkimnopjkimnopgkimnopqrimnopqrsmnopgrstnopgrstu’

Ma b&m la x4u 160 bit sau:
6f 3£ a3 9b 6b 50 3c 38 Af 91 9a 49 a7 aa 5c 2c 08 bd

A.11. Vidy 11
Trong vi dy ndy xau dir idu la xau 32 byte la ban ma ASCII cla

abcdbedecdefdefgefghfghighijhijk’
Mé& b@m 13 x&u 160 bit sau:
94 c2 64 11 54 04 e6 33 79 0d fc c8 7b 58 7d 36 77 06
A.2, Him bdm chuyén dyng 2

A.24. Vidy1
Trong vi dy ndy, xau d@ li8u 1 mdt x&u rBng, tire la xau cé @5 dai bang khéng.
Ma bam la xau 128-bit dwdi day:

CD F2 62 13 Al 50 DC 3E CB 61 OF 18 F6 B3 8B 46

A.2.2.Vidy 2

14438222,
713AR321,
FC63895E,
40806522,
1RC2P457,
F279R3F2,
A3N983N,
GEE0433C,
26758976,
510507C4,
ZEEB4ASO,
T6AEDACE,
82D58B73,
OFEFA704,
A5B7650C,

EB 2B

15 28

£b 45

7d 9f

Trong vi dy ndy, xau dr liéu gdm mét byte duy nhét, chinh 1 m& ASCII clia ky tw ‘',

DFGOERZE
14418222
T713AB321
FCE389%E
4CRO6922
1BL2P4ST
F2'T9E3F2
A3A98374
6EEQ433C
26758976
510507C4
2EEB4AS0
TEAGDACP
82D58R73
OFEFA704
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Ma bam la xau 128-bit dwéi day:

86 BE 7A FA 33 9D QF C7 CF C7 B85 E7 2F 57 8D 33

A2.3, Vidu3 _

Trong vi du ndy, xau di liéu 1a xau c6 3 byte 12 bdn ma ASCI| clia ‘abc’. Twong (ng vai xau bit:
‘01100001 01100010 01100011’

Sau qua trinh d&m, khéi don 16 tir nhan duwgc tr xau dix liéu nhw sau:

80636261 00000000 00000000 00000000 DOODO000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

Céc gia tri Xo, Xy, Xo, Xa, X'o, X't, X's, X'3 (biu difn dudi dang hé thap luc phan) nhan dugc 1an Iwgt
nhuw sau:

67452301, EFCDABS9, 9BBADCFE, 10325476, 67452301, EFCDABSS, 98BADCFE, 10325476
10325476, 6DA31A77, EFCDABAY, 98BADCFE, 10325476, 70376F40, EFCDABSS, 98BADCFE
D8BADCFE, - BOSDSAO9, 6D431A77, EFCDABSS, 9B8BADCFE, 989F6BEO, 70376F40, EFCDABBS
EFCDABBS, 0C32E5C7, BOSD8A93, 6D431A77, EFCDAREO, 39R14904, 9B9FEBBQ, 70376F40
6D431077, A20B2C0F, DC3I2E5CT, BOSDBAOS, T0376F40, 671C03CC, 39814904, 905F6EBO
BOSDBASS, T4EBBO11, AZ0B2COF, QCI2ESC7, 989FERS0, BFDS5C42, 671CD3CC, 398149304
QC32E5CT, 2FFB728B, 74EBR911, A20B2COF, 39814904, AL2F346F, BFDSS5C42, 671C03cC
A20B2C0F, AT66AE02, 2FFB728B, T4EBES11, 671c03CC, 98952210, Al2F346F, BFD55CA2
74EBR911, 03234F3D, A766AE02, 2FFR728B, BFD55C42, OFOSFBEA, 989C2210, Al12F346F
2FERT28B, 52662805, 03234F3D, A766AE02, A12F346F, (068DS115, OFISFBEA, 985C2210
AT66AED2, ETTBA4C3, 52662805, (03234F3D, 9B9C2210, AFCD27FC, 068D5115, (OFOSFREA
03234F3D, 1C7F5769, ET7824C3, 52662805, OFOSFBEA, CBOLFIFA, AFCD27FC, 068DS115
52662805, 95765642, 1C7P5769, ET78A4C3, 068D5115, CFFE405F, CBDLFIFA, AFCD2TFC
ET78a4C3, 35F37B70, 95765642, 1CTFS5769, AFCD27Pe, 2855C9C3, CFFE405F, CBD1F3F8
1C7F5769, 398FBF52, 35F37H70, 95765642, CBD1F3F8, DDEA43IFE, 2B55CIC3, CFFE40SF
95765642, 13F3C368, 39Br8EF52, 3I5F37870, CFFE405F, (0498B009E, DD6A43FE, 2B55C0C3
35F37B70, OS8DSEBS5, 13F3C36B, 398FBF52, 2BS5CAC3, 3713BFFD, (498909E, DDEA43FB
398FF52, FCBE3664, 058DABRBS, 13F3C36B, DDGA43FR, 62ADDB53, 3713BFFD, 049R90%E
13F3C368, F7F306A6, FCBE3664, 058D8BBRS, 049BSN9E, CC1DB10S, 82ADDES3, 3Ti3BFFD
O0SBDEBBS, 34CC3063, FIF306A6, FCBEI664, 3713BFFhL, BEOS159a, CClDBLO5, S2ADDBRS3
FCBE3664, 416E8BA0, 34CC3963, F7F306A6, 82ADDES3, S41AES6S, BEQSLS9A, CCLDE10S
FIF306A6, EDE91870, 416ES8BAD, 34CC3963, CCiDEL0S, 27D40K94, S541AES6S8, BR0ILSIA
34CC3963, ©352¢547, EDE91B70, 416E8BAO, BEAO1S59A, 675C363A, 27D40F94, S41AESES
416EBBA0, SDSEEE28, ©352C547, EDEO1870, 541ARSAB, 77F3A388, 675C363A, 27D40FS4
EDEO1870, &CC4BEF2, SDSEEE2B, C352C547, 27DA0FS4, B4D73C44, 77F3A38B, 6750363A
€352c547, E140970B, 6CC4ABEF2, SDSEEEZ8, 675C363hn, D2958F37, 84D73C44, T7F3A388
SDSEEE28, 79F631A0, E140970B, 6CC4BEF2, 77F3A38E, FC35C927, D29SBF37, BADTIC4A4
6CCABEF2, (38E0E01, 79F631A9, E140970B, B4D73C44, E3IASAR4DE, FCIOCH27, D2958F3T
E140970B, 1B942D52, 038E0L91, 79F631A9, D2058F37, 4BAIARS89, E3ASAIDE, FC3gco27
T9F631A9, 496AECFD, 1BO42D52, 03BEOESL, FE32¢027, AS64BAT4, 4BA3A889, E3ASRADE
03BEOE9Ll, FE6CD56F, 496AECFD, 1B942052, E3ASA4DE, 7AFODEED, AHSE4BA74, 4ABA3ASSY
1p0942D52, 2E94F501, FEGCDS6F, 496AECFD, ABA3ASAH, 7DAGBEAS, TAFSDEB0, AY64BAT4
496AECFD, 584E8ESS, 2E94FS501, FE6GCDS6F, A964BA74, 8G724785, 7DAGAEA9, TAFIDEBO
FEGCD56F, 41A17EFA, S584ESESB, 2ES4F501, TArapean, 01303128, 9C7247ES5, TDAGSEA9
2E94F501, 8981C6CD, 41A1TEFA, S84EBES8, TDAGSEAY, 90552232, (130312B, 9C7247ES
S584EBESH, 4D0A93El, BORICECD, 41A17EFA, 9C7247ES, $8C1FBA4, 90552232, 01303123
41A17EFA, 841F817F, 400A93E1, B2E1C6CD, 0130312P, SD4B1CD2, 98C1FBA4, 90552232
89B1C6CD, 659379BE, B41F817F, 400A93E1l, 90552232, FSARBEQ7, 9D481CD2, 99C1FBA4
400A%93EL, AB3D9AT70, 659379BE, 841FB17F, 99C1FBA4, C3AFBT7E6, FSAABEO7?, 9D481CD2
841F817F, D3D21DC8, AB3DOAT(, 6585379BE, 9D481CD2, 473E28B79, C3AFB7ES, FSAABE0?
6593798BE, 3BCBD2ZSD, D3DZ1DCB, AB3IDSATC, FSAABE(Q7, CACAFFDS, 473E2B7Y9, C3AFBTES
ABIDIAT0, 738BYBOF, 38CED29D, D3D21DCS, C3IAFB7ES, A2B79AA4, CACAFF99, 473E2B79
D3D21DCE8, 8528883E, 738B9B0F, 38C8D29D, 473E2H79, 56565EDB, AZB79AR4, G4CAFFID
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38C8D029D,
73889808,
8528E83E,
7345AF18,
FFCCC528,
A775502B,
CBSC6CES,
3BA2DAB3,
487F9401,
¢7184576,
56D619B1,
3A35A3CS,
B5517538,
4609¢4ac2,
D5C2B699,
342AF741,
38286DDA,
SBCEECORA,
5B803DF3A,
E1B026EB,
31587¢22,
9B25E1DC,

7345AF18,
FFCCC523,
A7TE902B,
CBICEC83,
38A2DAS3,
487¢9401,
€7184576,
56061981,
3R35A3CS,
B5517538,
4609¢4C2,
D5C2B699,
342AF741,
382860DA,
9BCEECOR,
5803DF3A,
E1B026EB,
31587C22,
9B25E1DC,
2205379%,
523334A3,
56FBOFAY,

M2 bam |a xau 128 bit sau:

A.2.4.Vidy 4

Trong vi dy ndy xAu di l8u 13 xau 14 byte 12 ban ma ASCII clia

Cl 4a

‘message digest’
Ma bm & xau 128 bit sau:
SE 32 7B 3D 6E 52 30 62 AF C1 13 2D 7D F9 D1 B8

A.2.5.Vidy 5

Trong vi dy ndy, x&u di liéu | x&u 26 byte I& bdn ma ASCII clia

B528BB3E,
7345A¥18,
FFCCC52B,
ATIES(2B,
CBICECE3,
3BA2DAS3,
487F9401,
€7184576,
56061981,
3A35A3C5,
B5517538,
4609¢4C2,
D5C28699,
342a¥741,
38286DDA,
9BCEECOA,
S803DF3A,
E1B026ER,
31587¢22,
9B25E1DC,
220537%E,
SE333423,

12 19 9C

‘abedefghijkimnopgrstuvwxyz'
Ma bam |& xau 128 bit sau:
FD 2A A6 07 F7 1D C8 F5 10 71 49 22 B3 71 83 4E

A.2.6.Vidy6

Trong vl dy ndy x&u d( liéu la xau 62 byte la ban ma ASCII clia

7388380%F,
8528B83E,
7345ar18,
FECCCS528E,
ATIES(28B,
CBICHCES,
38aA2DA8%,
48722401,
C7184576,
S6D&19B1,
3A35A3CS,
B5517538,
4609c4c2,
D5C2B693,
342AF741,
30286DDA,
ORCEERCOA,
SBO3DF3A,
E1B026ER,
31587c22,
9B25E1DC,
22053738,

66 EG_BA

CACAFFIY,
A28B79ARd,
56565ED8,
E7A4BDSE,
974BBELD,
96CC5AEL,
57E6A772,
F10B6CES,
30426E68,
0066EGBE,
22017257,
01677774,
9ASDCSAD,
ASC46EES,
1380D540,
58308808,
960B4K4E,
D25FDEBL,
35EAGFED,
BA62709F,
CQ02839EB,
00245200,

ET7A48D86,
974B9E10,
96CC5AEL,
S5TEGATTZ,
F10B6CFS,
90426E68,
0066E6BE,
22017257,
01677724,
9ABDCSAD,
ASCAGE6R,
13800540,
98308808,
96084 F4E,
D25FDBEL,
3ISERGFEQ,
BB62700F,
C0O2839EB,
00245200,
CB116AB5,
BOSOEEIBF,
64132032,
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56565808,
ETA4BDES,
974B9ELQ,
96CCSAEL,
S57E6ATT2,
F10B6CFS,
90426868,
0066E6BE,
22p17257,
01677724,
9A8DCSAQ,
ASC46E68,
13B0D540,
983DBB0O8,
96084F4E,
D25FDEB1,
ASEAGFED,
BB62709F,
C02839EB,
00245200,
CB116A3%5,
BS0OEE1RF,

84 63 6B OF 69 14 4C 77

R28792R4
563565EDB
E7A4BDE6
974B9E10
96CCSAEL
57E6AT772
F10B6CES
80426E6B
0066EGBE
22p17257
D16777A4
9ABDLSAD
A9CA6£68
13800540
983DSB08
960B4F4E
D25FDEB1
35EAGFED
BAG2TNIF
CO2B38ER
00245200
CB116a95

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabedefghijkimnopqrstuvwxyz0123456789

Ma bam la xau 128 bit sau:
D1 E9 59 EB 17 9C 91 1F aAE a4 62 4C 60 C5 Cc7 02

A.2.7.Vidy7

Trong vi dy ndy xau di liéu la xau 80 byte |& badn ma ASCII I@p 8 1an x&u ‘1234567890'

Ma bam 1a xau 128 bit sau:
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3F 45 EF 19 47 32 C2 DB B2 C4 A2 C7 69 79 5F A3

A.2.8. Vidu8
Trong vi dy nay xau d(¥ liéu 14 xau 56 byte 14 ban ma ASCIl clia

‘abedbedacdefdefgefghfghighihIkikjkimkimnimnomnopnopg’

Sau qué trinh d&m, hai khéi 16 tir nhan duwoc tir xau di l1éu nhw sau:

64636261 65646362 66656463 67666564 6GR676665 69686766 6ACI6867 6EB6AGIGS
6C6B6AGY GDGCGBEA GESDSCEB GFGEEDEC 706FGESD 717Q06F6E 00000080 00000000

00000000 00000000 00000000 00000000 CO000000 00000000 00000006 00000000
00000000 00000000 00000000 00000000 00000000 00000000 000001CO 00000000

Cac gid tri Xo, X1, Xo, Xa, X'o, X1, Xz, X5 (biéu dién duéi dang hé thap luc phan) nhén duwec trong qua
trinh tinh toan d6i véi khéi thir nhét 1an Iwot nhw sau:

67452301, EFCDABSS, S8BADCFE, 10325476, 67452301, EFCDABSY, $8BADCFE, 10325476
10325476, 6D431997, EFCDABRS, 98BADCFE, 10325476, DEYEDSAS, EFCDAES8S, JSBBADCEE
98BADCFE, GSAE23F2, 60431997, EFCDARSS, OBBADCFE, 69B1QACl, DBYSEDSAY, EFCDARRD
EFCDAEBD, 69A6AS20, COAR23F2, 6D431937, EFCDABAS, B661DBSC, 69B1OACL, DBSEDSAS
60431997, FBO32247, 69A6AS20, CHAE23F2, DRYEDSAS, ARACC2AF, BEGLDBIC, 69B10ACL
CORE23F2, 16C49226, FB032247, 69A6AS520, 69B10AC1, D412CAD1, ABACC2AF, B661DBIC
§986A520, 77A099B7, 16C49226, FR032247, B661DBSC, E2DEDF22, DA12CADI, ABACC2AF
FED32247, 3BYBAEB7, 77A099B7, 16C49226,. ABAGC2AF, CFBD3688, BE2DEDF22, D412CAD1
16c49226, DAG1AB82, 3BOBAFR7, 77A09587, D412CAD1, 72599389, CFBO3688, E2DEDF22
77A09987, 54CBABCC, DA61ARS2, 3BSBAEBRT7, E2DEDF22, CF3CDEE2, 72595389, CFB03688
ABO9PAEB7, F2635347, 5ACS8BCC, DAGLARB2, CFBO3&88, B235784E, CF3CD6B2, 725995385
DAG1ABB2, E2CACSB4, F2635347, S4C888CC, 72599389, BA167BDF, B235784E, CFICDER2
54C8B8CC, S5596C718, E2CACOB4, $2635347, CFICDE82, E8153738, 881678DF, B235784E
¥2635347, 9DD54912, 9596C718, E2CACY9B4, B235784E, BDY94B56, EB815373B, 8B1E78DF
E2CACIB4, 2E8535A7, 9DDS4912, 9596C718, B8R1678DF, BO0S5655, BD994B56, EB1S53738
9596C718, 2303¢213, 2E853%9A7, 9DD54912, ER15373R, CCB7EFS5A, BODS5655, BDSS4BS6
5DD54912, EATOBE25, 2303C213, 2E8539n7, BLO94BS6, 6B243B4p, CCBTEFSA, BOOSS5655
2EB539A7, 23D7CB45, EATYSBE25, 2303C213, BO0S5655, 33E7329F, 6b24384D, CCRT7EFSA
2303C213, F02BEF04, 23D7CB45, ‘EATOBE2S5, CCATEFSA, 35B95AE7, 93E7329F, 6B24384D
EATOBE2S, 48863r10, FO28EF04, 23D7CB45, 6B243B4D, DACES536D, 35BISAET, OH3ETI2F
23D7CB45, 514C8186, 48B63r1%, FO28EF04, 93£7323F, FFLCS5DCT, (06C6536D, 35BOSAET
FO28EFD4, 6Gl02CE67, 514C81B6, 48R63F19, 35BO0SAE7, DODS41Fl, FFIC5DCT, 06C6536D
48863F19, 330485FD, 6102CE67, S514CB1B6, 06C6536D, AS4CODDS, DODS41F1, FELCSDCT
51408186, 289FE8C82, 330485FD, 6102CE67, FFICSDC?, DEDC1E3S, AS4C0DDY, DODS41rl
6102CE67, 13CC3AlD, 289EBC82, 3304B5FD, DOD541F1, 12D926C0, DEDCIE39, A94CQODDY
330485FD, 40AR226A6, 13CC3AalD, 28982BCB2, AS4C0ODDS, EDTEDAG3, 120926C(H, DEDC1E3IS
289ERCR2, TORFB1AS, 40A226A6, 13CC3ALD, DEDCIE3D, 9E52215¢, EDTEDA63, 12D926C0
13CC3AlD, CE1DIA37, 70BFELAE, 40a226A6, 12D926C0, FS5D22335, SE52215C, EDTEDAG3
40222606, ECSF7830, CE1D1A37, T70BFB1AS, ED7EDA63, 0BCSBAFC, F5D22338, JES22149C
T70BFBLAS, 3CF2DAEE, ECOF7830, CE1D1A37, DES2219C, FCFEBD381, (BCSBAFC, F5D22339
CE1D1AR7, FOCLF95C, 3CF2D6EE, ECSF7830, FS5b22339, 2B6A389B, FCFBDASL, (OBCSBAFC
ECSF7830, SA3S51AOD, FOCLFIS5C, 3CF2D6EE, UBCSB4FC, FBFBSEQS5, 2B6A38D9B, FCFED351
3CF2D6EE, 138B0685, 9A351A9D, FOC1F95C, FCFED3S1, F7BEBBEAB, FBEFS5SB0S, 2B6A3BIB
FOCLF95C, Ea3574bl, 13880685, OA3SIABD, 2B6A3BYB, CH592ACC, FP7ESBEBBR, FBFESROS
SA351A9D, 4719CB49, ER3574D1, 13880685, FBF85B05, FE2DIEFA, C8592ACC, F7BBBERB
138B068B5, 57F52a13, 4719C848, EBA3574D1, F7BRBEBR, 5411CC34, FEZR3EFA, C8592aCC
EA3574pi, 4751FB80, S57P52al173, 4719C849, CBS92ACC, DCBEDS46, 5411CC34, FE2DIEFA
4719C849, BOGOSEAF, 4751F880, 57F52a13, FEZD3EFA, 55C1E317, DCBEDS46, 5411CC34
57F52A13, 1ES3AD4A, BOGQSBAF, 4751F280, 5411CC34, 0BS2E4FD, S55CI£317, DCBEDS46
4751F8R0, 1ABEED79, 1ES53AD4A, 806(05BAF, DCS8EDS46, 5E192900, ORI2E4AFQ, S5CLE3L7
80605BAF, TSEACEB?, 1ABEED7S, 1E53AD4A, SS5CLE3L7, 186EBOCF, SE19290Q0, 0BS2E4FD
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1ES3AD4A, 08AC1056, 75EACBB7, 1ABEEDT79, OBI2E4F0, S8FSA64E3, 186EBOCF, 5E192500
1ABEED79, 9BDB7A8B, 08AC1056, 75BACEB7, 5B192900, 3701E783, BF3A64E3, 186EBOCF
752ACBB7, ADF3I2E05, 9BDB7A88, 0BAC1056, 18BEBOCF, 6CEO69EI, 3701ETB3, BF3IAG4E3
0B8AC1056, 2277880D, ADF32FQ5, 9BDB7A88, BF3A64R3, EE7224D5, 6CE96SES, 3701E78E3
98DB7A88, S35DBBYA, 2277B80D, ADF32F05, 3701£783, 3E849D0F, EE7224D5, 6CES69ED
ADF32E05, 2R494ECS, 535DBBOA, 2277B80D, 6CE96SES, DDBDSEE7, 3E849DOF, EE7224D3
2277880D, 693CTA09, 2A494ECS, 535DBBIA, EE7224D5, C3DDAC40, DDBDBEE7, 3E349D0F
535D8HOA, 148AS5796, 693CTA09, 2A494ECS, 3E849D0F, SEOEL0B9, C3DDACA0, DDBDSEET
2R494EC5, D2932448, 148A5796, 693C7A09, DDBDSEE7, 1CCB7SAF, SEQE10B9, C3DDAC40
693C7A09, 39CA97B6, D2932448, 148A5796, C3DDAC40, 27£81439, 1CCAT7SAF, SEOE1(BD
148A5796, 770BCESB, 39CA97B6, D2932448, SEOE10BY, 82843491, 27¥81499, 1CCBISAF
D2932448, BCADCGAF, 770BCE98, 39CA97B6, 1CCB7SAF, 4E4E13ES, 82843491, 27r81499
39CA97B6, 048CC517, BCADCGAF, 770BCESS, 27F91499, 03BDIBDS, 4EJEI3ED, 82843491
T708CESS, 41D960CF, 04BCC517, 8C4DC6AF, 82843491, 6FA99987, 03BDLEDY, 4BJE13ES
8CADCGAF, 407700EE, 419960CF, 048CC517, 4B4E13EY, 37818629, 6FA999B7, 03BDIBDI
048CC517, E6OABECA4, 407700EE, 419960CF, 03BD1BD9, 9EA44395, 37818629, GFAI99BT
419960CF, OE248A8B, EG0ABEC4, 407700EE, 6FAS99B7, F877D28C, OEAJ4385, 37818620
407700EE, 10667792, DE24BASB, E60ABEC4, 37B18629, F63EA862, F877D28C, SEA44335
EGOABECA, 646BBETAS8, 10667792, OB248ABR, OEA44395, 424072r0, FE3EA862, F8T7D28C
0E248A8B, 625CCE22, G46BB7A8, 10667792, F877D28C, 3R7642B8, 424072F0, F63ERB62
10667792, S8EOE1101, 625CCE222, 64688728, FE3EAB862, CD620F4E, 3B7642B8, 424072F0
646BB7AB, C23D3583, BEOE1101, 625CCE22, 424072F0, BFARIAD2, CD620F4E, 3B764288
625CCE22, B1DE3DCS, €23D3583, SEOE1101, 38764288, 1BATFD36, BFAAIAQ2, CD620F4E
S8EOE1101, D2424181, S81DE3DCS, C23D3583, CD620F4E, E62BB2A4, 1BATFD36, BFAALAQ2

Céc gid tr Xo, X5, Xz, Xa, X'o, X1, Xz, Xs (bidu di&n duéi dang hé th@p Iyc phén) nhén dugc trong qua
trinh tinh toan déi vé1 khéi the hai 1An lwgt nhw sau:

31560350, 285A21CF, B46C181B, 553B61B8, 31560350, 285A21CF, 846C181B, 553B61B8
55386188, 1ADDE153, 285A21CF, 846C181B, 553861B8, 56CEC102, 285A21CF, 84%C181B
g846C181n, CEBFC309, 1ADDEL53, 285A21CF, 846C181B, 702249A4, 56C8C102, 285A21CF
285A21CF, 0ODDB403a, CEBFC309, 1ADDE1S53, 285A21CF, 22CBOADT7, 702249n4, S56CB8C102
1ADDE153, 4842F01E, ODDB403A, CEBFC305, 56CEC10Z, 3582DCDF, 22CBOA97, 702249A4
CESFC30D, BEGAS014, 4842F01E, 0DDB403A, 702245Rd, D2EFFBAA, 35B2DCDF, 22CBOAST
0DD8403A, TFE339CA, BEGAS014, 4842F01E, 22CBOAS7, SDEAECE0, D2EFFBAA, 35B2DCDEF
4B42F01E, D1CCFD4B, 7FE339CA, BEGA9014, 35B2DCDF, B2DEA3AE, SY9EAGC60, D2EFFB4A
BEGAO014, 10896681, DLCCFDAB, 7FE335CA, D2EFFB4A, 4481FDEZ, 82DEA3AE, 59EA6CED
7TFE330CA, B9D223EB, 10B966B1, DICCFD4B, SOEASCE0, 13BBEFT3, 4481FDE2, 82DEAJAE
DICCFD4B, S5E3B9917, B99223E8, 10856681, B2DEA3AE, 946BD4T78, 13BHBF73, 44BlFDE2
10896681, 76666638, SE389917, 899223E8, 4481FDE2, BDOGOSEA, 946BD478, 13BBIET3
$99223E8, ALBADY2C, 76666638, SE3R9917, 13BB8F73, 36F99153, BDOGOSER, 946BD478
5E3BS917, DES527A04, A1BADY2C, 76666638, 946BD47S8, EBAAEB72, 36F99153, BDOG0SEAR
76666638, E52F1533, DES27A04, A1BADS2C, BDOGOSEA, 7C346442, EB4AES72, 36F95153
A1BADS2C, 5C3C2¢22, ES2F1533, DES27A04, 36F99153, APA320AD, 7C346442, EB4AEBT2
DES27a04, FC1C4108, 5C3¢2C22, ES2F1533, EB4AER72, B4905651, AFA320aD, TC346442
£52r1533, OAQ3EB4B, FC1C4108, 5C3C2C22, 7C346442, 02E94¥Al, B4905651, AFA320AD .
5C3C2C22, FB74BD26, OAQ3EG4B, FCIC4108, AFA320AD, E08D1793, 02E94FAl, B4905651
FC1C4108, C78DCSC4, FR74BD26, 0AQ3E84B, B4905651, 69AFAAS(, E08D1799, 02ES4EAL
0AQ3E84B, ACF60434, C78DC5C4, FB74BD26, 02ES4FAl, FAG65E46, 69AFAABG, E08D1739
FB748D26, S8F751B0, ACF60434, C¢78DCS5C4, E08D1739, 269AB7TE3, FAG65E46, 6IAFARESQ
¢78DC5C4, EBTSCTCB, S8F751EQ, ACF60434, 69AFARSO, OF06388B, 269ABTE3, FA665E46
ACFG0434, B3COABB7, EB75CICB, SBFTS1EC, FAG65E46, FD44FBDS, OF06388B, 269AB7E3
58F751E0, 27C87178, B3COA8R7, EB75CTCB, 269ABTE3, DBBCO190, FDA4FBDS, 0F06388B
EB75C7CR, B789163F, 27C87178, 83COASB7, OF06388B, DOE3FC2B, DBBC0190, FDA4FBDS
83C0A8B7, OFA1C6DC, BTBILE3F, 27C87178, FDA4FBDS, 7D87B4BA, DOE3FC2B, DBBCO190
27¢87178, 2¢C60316, OFALC6DC, BTBILE3F, DBRC0190, 68367FDB, 7D87B4BA, DOE3FC2B
B7IB9163F, 08029c44, 2¢C60316, OFALTEDC, pOE3FCc28, 53AB5439, 68367FDB, 7DB7B4BR
OFA1C6DC, F693A10E, 08029C44, 2¢C60316, 7087R4RAR, E78B75ES5, 53AB5439, $8367FDB
20C60316, 35622489, F693A10E, 08029C44, 68367FDR, B830530DF, E78B75BS, 53AB5439
08029c44, 669F7869, 356224B9, F693AL0E, S53ARS5439, 67FCB1AC, 830530DF, E78875B5
F693A10E, 7BT0C168, 669F7869, 35622489, E78B7585, 75788243, 67FCB1AC, 830530DF
35622489, 037FB19C, 7TB70C168, 669F7869, 830530DF, FOCA8878, 757BB243, 67ECB1AC
660F7860, OBOA10B3, 037¢B19C, 7B70C168, 67FCBLAC, FAl0CB33, FOCAB878, 75788243
7870C168, 90015956, 9BOALO0R3, 037FBl9C, 757BR243, S4BTESEC, FA10CB33, FOCA8878
037FB18C, 6AR7DESF4, 90015956, 9BOALORB3, FOCAS878, AS5D33699, S497E56C, FA10CB33
9B0A10B3, E522DS13, GATDESF4, 90015956, PAL0CB33, BEB495BC, A5D33699, 5487E56C
9p015956, OEFD42E5, E522D913, GATDESF4, S487ESEC, 05202¥93, BEB495BC, ASD33639
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6ATDESF4,
E5220913,
OEFDA2ES,
79021008,
1ACEFAEC,
EQ7378EF,
488C7A1A,
C02A4585,
3068DDES,
p5ppsais,
BSD75D76,
51A9B20D,
36F589C4,
BSCE0ELF,
725DF80C,
3¥7a2507,
9DS39EB6,
SA249895,
ATCECDCD,
F8DCD128,
3E30DB2A,
A25D36CE,
AS2CF759,
0CD0BAGS,
AF62D775,
69D4ELDF,

79021008,
1ACEFAEC,
EQ7378FF,
4B89C7A1A,
CD2A45A5,
3068DDES,
D5DD5018,
BIDT5D76,
51A982DD,
36F589C4,
B5C60EAF,
T25DF80C,
3F7R2507,
9DS39EBE,
5249895,
A7CECDCD,
FBDCD12B,
3E30DB2A,
A25D36CE,
A92CF759,
0CDOBA66,
AF62D775,
69D4ELDF,
0EE66339,
5CSBSFBD,
OD80ESCF,

Ma bam 3 xau 128 bit sau:

A29.Vidy9

OEFDA2ES,
79021008,
1AGEFABC,
E07378FF,
489CTALA,
CO2A45A5,
3068DDER,
DSDD501B,
BYD75D76,
51A982DD,
36F589C4,
B5SC60EAF,
725DFB0C,
3F7A2507,
9D539E86,
5A249895,
ATCECDCD,
F8DCD12B,
3E30D823,
A25D36CE,
A92CP759,
0CDOBAGS,
AF62D775,
69D4B1DF,
0EE66333,
SCSB5F8D,

Al AR 06 89 DO

E522D913,
QEFD42ES,
79021008,
iACEFARC,
E07378FF,
489C7ALA,
CO2A45A5,
3068DDESR,
b5bps0ia,
BOD75D78,
S1A9B20DD,
36F589¢C4,
BSC60EAF,
725DF80C,
3F722507,
9n539ERE,
5A249895,
A7CECDCD,
F8DCD12B,
3E30DB2A,
A25D36CE,
AD2CF758,
0CDOBAGS,
AF62D775,
69D4E1DF,
QEE66339,

FA FA 2D

A5D33699,
BEB495BC,
05202793,
BACE7DDS,
08D045DD,
5448A3A0,
DSSBE3AA,
12EC982F,
4A1EB282,
D67TAAARS,
52289133,
498CE169,
CF4FASD2,
¢1985969,
42744084,
60927896,
7050EDIS,
CBC74513,
84310758,
0E3A1CE8,
$2ERECET,
2B1F312D,
FB124197,
pBASC11,
EC3264DC,
9AAS7EIC,

DC 22 E8

BACE7DDY,
08D045DD,
5448A3A0,
DIBBE3AA,
12EC982F,
4A1ER282,
D677ABAS,
52289133,
49BCE169,
CFAFASD2,
¢1985969,
42744084,
60927896,
7050ED96,
CBCT4513,
8431C7SE,
0E3A1C68,
625EECST,
2B1F312D,
FB124197,
DBSASC11,
EC3264DC,
9AABTETC,
04512915,
C7632724,
CCDTDEAS,

05202F93,
BACE7DDY,
08D0450DD,
544823A0,
DY9BRBE3AA,
128C982F,
4R1BB282,
DE7TAARS,
5AA89133,
49BCEL169,
CFAFA8D2,
€19859%69,
42744084,
60927896,
7050ED96,
CBC74513,
8431C15E,
QE3A1CES,
62EEEC87,
2B1¥312D,
FB124197,
DBBASC11,
EC3264DC,
9AN8TFIC,
04512915,
€763272AR,

8B 49 13 3A 06

Trong vi dy nay xau di liéu 1a xau 1000000 byte 1A ban ma ASCIl ciia 10° 1An ki tw ‘a’,
Ma bam |3 x&u 128 bit sau:
4A 7F 57 23 F9 54 ER Al 21 6C 9D 8F 63 20 43 1F

A.210. Vidy 10

Trong vi dy nay xau di liéu 1a xau 112 byte 1a ban ma ASClI clia

*abedefghbedefghledefghijdefghijkefghijk fighijkimghijkimn
hijkimnoikimnopjkimnopgkimnopgrimnopgremnopqrstnopgrstu’

Méa bam la xau 128 bit sau:

A.2.11. Vidy 11

Trong vi dy ndy xau d( ligu 12 xau 32 byte 1 ban ma ASCII clia

dd ec c9 13 el df 77 €b f4 Bd % d5 5b if 25 46

Ma bdm la xu 128 bit sau:

42

‘abedbedecdefdefgefghfghighijhijk’

13 fc 13 e8 ef £f 34 7d el 93 £f 46 db ac cf d4

BEB495BC
05202F93
BACE7DDI
08D045pD
5448A3A0
D9BBE3AA
12BC982F
4A1EB2B2
DE7TTAARB
SAABI133
49BCEL69
CF4FA8D2
€19859639
42744084
60927896
70502096
CBC74513
B431C758
0E3A1C68
62EEECB7
2B1F312D
FB124197
DBSASCL1
EC32640C
9AA8TFIC
04512915



A.3. Ham bam chuyén dyng 3
A.3.1.Vidy 1
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Trong vi dy nay, xau di fiéu 1a mét x&u réng, tlre 1a xAu c6 A6 dai béing khdng. M4 bim I3 xau 160-bit

dudi day:

DA 39 A3 EBE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 AF D8 07 09

A3.2. Vidy 2

Trong vi dy ndy, x4u di liéu gdm mét byte duy nhét, chinh 12 ban ma ASCH clia ky tip ‘a',

Ma bam la xau 160-bit dwdi Gay:

86 F7 B4 37 FA AS A7 FC E1 5D 1D DC BS EA EA EA 37 76 67 B8

A.3.3.Vidy 3

Trong vl dy nay, xau diF liéu la xau 3 byte 14 bdn ma ASCII cla 'abc’. N6 twong (ng véi xau bit;

‘01100001 01100010 01100011’

Sau qué trinh d&m, khéi don 16 tlr nhan dwoc tir xau d liéu nhw sau:

£1626380 00000000 0O00COQ00 00000000 ©O0000000 00000000 QO00QQ000 00000000
00000000 00000000 00000000 00000000 Q0000000 00000000 00000000 00000018

Céc gid trj Xo, X1, X2, Xa, X4 (biéu didn duwdi dang hé thap luc phan) nhan duoc nhw sau;

0116rC33,
89905360,
Al390708,
CDDEELLB,
CFD495DE,
3FC7CA40,
993230¢1,
9EBCO7D4,
4BGAE328,
B8351¥924,
FBDASEBS,
63188FE4,
46078664,
9128F695,
196BERT7,
20BDD62F,
4E925823,
B2AA6728,
DC64501D,
FOYELDTD,
1A37B0CA,
33a23BFC,
21283486,
D541F12D,
C7567DCE,
48413824,
BE3ISFRDS,
4AR84007,
83708528,
C5EBAFSD,
12678407,
38845D33,
046FAROA,

67452301,
0116FC33,
8990536D,
A1390F08,
CDDBEL1E,
CFD495DE,
IFCTCA40,
993E30¢C1,
9E8C07D4,
4B6REIZB,
8351#929,
FEDASESS,
6318BFE4,
45078664,
9128F635,
196BEET7,

20BDDE2F,

4E£925823,
82AR6728,
DC64501D,
FDOE1DTH,
1A3780CA,
33A23BFC,
21283486,
D341F12D,
C7567DC6,

48413BAd,

BE35FBDS,
4AAB4D97,
8370852E,
C5FBAFSD,
12678407,
3B845D33,

TBF3I6REZ,
59D148C0,
CO45BFOC,
626414DR,
284E43C2,
F3763846,
B3F52671,
OFEF1F290,
664F8C30,
27A301F5,
12DABBCA,
60D4TEAR,
TEF6ATAZ,
18C623F0,
1181ED59,
644A3DAS,
C65AFBID,
CB2F7588,
D3A49608,
20AR95CA,
77192407,
TE6T875F,
B6BDEC3Z,
OCEBSEFF,
884A0D21,
75507C4B,
H1D598F71,
12104EE9,
GEBOTEFS,
D2AR1365,
AODC2DAE,
717EERDY,
C499EDDL,

98BADCFE,
TBF36AE2,
59D14BC0,
CO458E0C,
62641408,
2B4E43C2,
F3763B46,
B3F52677,
DFF1F250,
664 F8C30,
278301F5,
12DABBCA,
60D47EAR,
JEFGATAZ,
18C623F9,
1181ED99,
644A30485,
C65AFBBD,
CB2F758B,
D3h49608,
20RA%3CA,
771924017,
TF678715F,
B86BDEC32,
OCES8EFF,
884a0D21,
75507C4B,
B1DSSF7L,
123104EE9,
6FBDIEFS,
D2AR1365,
AQnC2D4B,
T17EEBDT,

10325476
98BADCEE
TBF36AE2
590148C0
CO45BFOC
626414DB
284E43C2
F3763846
B3F52677
0FPF1F290
664PC30
27A301F5
12DRBBCA
60DATE4A
TEFGATA2
18C623F9
1181ED99
644A3DAS
C6SAFEID
CB2F758B
D349608
20ARS9CA
77192407
7E67875F
868DEC32
OCESBEFF
88420021
75507C4B
B1D59F71
121042E9
6FBDTEFS
D2AR1365
AQDC2D4B
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2COEBC11, 046FAROA, CEEI174C, C495£D01, 717EEBDT
21796AD4, 2COEEC11, 811BERE2, CEE2174C, C499EDDL
DCEBBOCH, 21736AD4, 4B(G3AFD4, 811BEAG2, CEE1174C
0F511Fp8, DCBBROCB, 085SESABS, 4B03AF04, B11BEABZ
DC63973F, 0FS11FDB, F72EEC32, 0B5BS5AB5S, 4BD3AF04
40986405, DC63973F, 03D447F6, FT2EECI2, 085E5ABS
32DE1CBA, 4C986405, F718ESCF, 03D447F6, F72EEC32
FCBIDEDF, 32DEiCBA, 53261901, F71BRSCF, 03D447F6
970A0D5C, FCB7DEDF, SCB7872E, 53261901, F718E5CF
7F1930C5, 970A0DSC, FF21F787, 8CH7872E, 53261901
EE1BIAAF, 7F193DCS, 25C28357, FF21F787, BCB7872E
40F28E09, BE1BLAAF, SFC64P71, 25028357, FF21F7B7
1C51E1F2, 40F28E09, FBBGCEAB, SFC64F71, 25C28357
AQ1B846C, 1C51E1F2, 503CA382, FBSG6COGAB, SFC64FT1
BEADO2CA, AO1B846C, 8714787C, -503CA382, FBBGL6AB
PAF39337, BEADD2CA, 2806E1l1B, 8714787C, S03CA382
120731C5, BAF39337, AFAB40B2, 2BQ6EL1B, 8714787C
641DB2CE, 120731¢5, EEBCEACD, AFAB40B2, 2806E11B
3847AD66, 641DB2CE, 4481CC71, EEBCEACD, AFAB40B2
£490436D, 3847AD66, 99076CB3, 4481CC71, EEBCE4ACD
27E9F1D8, E490436D, B8E11ERSY, 99076¢B3, 4481CC71
7B71F76D, 27EOP1D8, 792410D8, S8E11EBS9, 99076CE3
S5E6456AF, 7B71F216D, 09FATICT6, 79241008, BE11EBSS
C846093F, SEG6456AF, SEDCTDDB, 09FATIC76, 792410DB
D262FF50, C846093F, D79915AB, SEDC7DDB, O9FATC76
09D785FD, D262FF50, F211824F, D79915AB, SEDC7DDB
3F52DESA, 09D785FD, 3498BFD4, F211824F, D7991SAB
D756C147, SF52DESA, 4275E17F, 3498BFD4, F211824F
548C9CB2, D756C147, 8FD4AB796, 4275E17F, 3498RED4
B66C020B, 54BCSCR2, F5D5B051, 8FD4B796, 427SELTF
6B61C9E1, BE6CO20B, 5523272C, FSD5B051, BFDAB7I6
19DFA7AC, 6B61CO9E1l, EDSHDO82, 9523272C, F5D5B051
101655F9, 19DFATAG, SADS7278, EDIBO082, 9523272C
0C3DF2B4, 101655F9, 0677ESER, SADB7278, EDIB00S2
78DD4AD2B, 0C3IDP2B4, 4405957E, 0677E9ER, SADB7278
497093C0, 78DpD4D2B, 030F7CADR, 4405957E, 0677ESER
3F2588C2, 497093C0, DE37534R, 030F7CAD, 4405957E
C199FBC7, 3F2588C2, 125C24F0, DE37534A, 030F7CAD
3985907, C199F8C7, 8FC96230, 125C24F0, DEIT534A
EDB42DE4Q, 39859DE7, FO667E3L, 8FCI6230, 125C24F0
11793F6F, EDB42DE4, CE616779, FO0667831, SFCH6230
S5eE76B97, 117%3F6F, 3B6DOB79, CE616779, FOG67E31
63F7DAB7, SEE76897, CASE4FDB, 3B6D0B79, CE616779
A075B7D9, G63F7DAB7, DTBSDA25, C45E4FDB, 3BGDOB79
860D21CC, A079B7D3, DBFDF6AD, D7BIDA25, C4SE4FDB
5738DSE1, B60D21CC, 6BlEEDFS, DBFDFEAD, D7BI9DA2S
42541835, 5738D5El, 21834873, €B1E6DF6, DSFDFGAD

Ma bam la xau 160 bit sau:

A9 99 3E 36 47 06 81 6A BA 3E 25 71 78 50 €2 6C 9C DO D8 9D
A3.4.Vidu4
Trong vi dy ndy x4u d(r liéu 1a x4u 14 byte l4 ban ma ASCII clia ‘message digest’
Ma bam la xau 160 bit sau:

C1 22 52 CE DA 8B E8 99 4D 5F A0 29 OA 47 23 1C 1D 16 AR E3
A.3.5.Vidy5
Trong vi dy nay, x4u dir liéu 14 xAu 26 byte |2 ban ma ASCII cla

‘abcdefghijkimnopgrstuvwixyz'
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M& bam I xau 180 bit sau:

32 D1 OC 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84 24 0D 3A 89
A.3.6.Vidy6
Trong vi dy ndy xau di liéu Ia xau 62 byte 1a ban ma ASCII cla

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxy20123456789'

M4 bdm 12 xau 160 bit sau:

76 1C 45 7B F7 3B 14 D2 7E 9E 92 65 C4 6F 4B 4D DA 11 F9 40
A3.7.Vidy7 ‘
Trong vl dy ndy xau di liéu 14 xau 80 byte a ban ma ASCII [3p 8 1&n clia xau ‘1234567890’
Ma bam la x&u 160 bit sau:

S0 AB F5 70 6A 15 09 S0 A0 8B 2C SE A4 OF AO E5 85 55 47 32
A.3.8,Vidu 8
Trong vi dy nay xau dir lidu la xau 58 byte | ban ma ASCII cla

‘abcdbedecdafdefgefghfghighjhikiklikimkimnimnomnopnopg’

Sau qué trinh d&m, hai khéi 16t nhén dwoc tir xau di ligu nhw sau:

61626364 62636465 63646566 64656667 65666768 66676869 67686961
696A6B6C BAGR6CSD 6BGCEDEE GCODGEEF 6GDGEGFTD 6E6F7071 80000000

00000000 00000000 00000000 00000000 (0000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 0©0000000

68696NER
00000000

00000000
000001C0

Céc gla trj Xo, X1, Xz, Xs, X4 (blu didn dwéi dang thap luc phan) nhén dugc trong qua trinh tinh toan

khéi dAu tién nhu sau:

D116FC17, 67452301, 7BF36AE2, 98BADCFE, 10325476
EBF3B452, 01168C17, 59D148C0, TBF36AE2, 98BADCFE
5100913A, EBF3B452, CO045BF05, 59D14BC0, 7BF36AE2
2C4F6EAC, 5100913hA, BAFCEDL4, CO4SBF05, 59D148CQ
3IFJAESB, 2CAFEEAC, 9442644F, BAFCED14, CO4SBFOS
06885189, 33F4AE58, 0H13D2AR, B9442644E, BAFCED14
DBD4CBS8, 96B851B9, CCFD2B96, DBL3DBAB, 9442644E
45833F0F, DBOACBSB, 65AE1462, CCFD2B9G, (OBl3DBAB
C565C35E, 45833F0F, 36C132D6, 65AB1462, CCED2BI6
6350AFDA, C565C35E, DLGOCFS3, 36C132D6, 65221462
8993EA77, 6350AFDA, 21537007, DL60OCEC3, 36c132D6
E19ECAA2, 8993EA77, 98D42BF6, B15970D7, D160QCFC3
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46

B8603481E,
32F594A85,
B2ETABBE,
42637E34,
68064048,
42689¢35,
94481801,
6C445652,
95836DAS,
09511177,
E2892DCA,
FD224575,
EEB82D9A,
SA142C1A,
297287CT,
D526A644,
£i122421,
05845782,
AOCR4BEC,
S2E31E60,
Sar3izdzc,
31C756A9,
ESACIRTC,
ABTC32EE,
5933FC99,
43FBTAED,
24957F22,
ADEB7478,
D70E5010,
T9BCFBOS,
FOBRCBRDE,
633E9561,
S8C1EAG4,
C6EA241E,
A2ADAFQ2,
c8re9050,
84341600,
TEB46F58,
86E358BA,
8D2E76C8,
CE892E10,
EDEA9SBL,
36D1230A,
776C3810,
A681B723,
ACOAT794F,
F03D3782,
SEF775C3,
36254813,
4080D4DC,
2BFAFTAS,
513E59¢CA0,
E5895¢81,
1037n2D5,
14A82DA0,
6D17C9FD,
2C78078D,
FDFGEFFF,
11289613,
84065712,
ARB9FBT1,
C5210E35,
352nh9F4B,
1A0EQEQA,
D0D47349,
AD3B620D,
DIAD7C25,
8CE34517,

E19ECAAZ,
B8603481E,
32r94A85,
B2ETASEE,
42637E39,
68068048,
42683035,
944B1BD1,
6C4456352,
95836DAS,
09511177,
B2892DC4,
FD224575,
BEEBS2D9A,
52142C1A,
20872F7C7,
D526A644,
B1122421,
05845782,
ASCE4BES,
52831F60,
SAF3242¢C,
31CT756A9,
EOACO8TC,
ABTC3I2ER,
5933FCH9,
43F87AESD,
24957822,
ADERT4TS,
DT0ES010,
TOBRCFBOB,
FSBCRADE,
633E9561,
S8C1BAGY,
C6ER241E,
A2aD4F02,
caasa0non,
B83414600,
TEB46F58,
B6E358B4,
8D2ET6CA,
CEB892E10,
EDEAD5E1,
36012304,
776023910,
A6B1AT723,
ACOATIF,
FO03D3782,
SEFTT5C3,
36254813,
4080D4DC,
2BERF7AR,
513F3Ca0,
ES855C81,
1037D205,
14a82Dn9,
6D17COFD,
2¢78078D,
FDEGEFFF,
112B596E3,
84065712,
ABBSFB71,
C5210835,
352p9F48,
1A0E0EQA,
DOD47349,
AD3E620D,
D3AD7C25,

E264FASD,
BB6TB2A8,
A180D207,
4CBES2A1,
ACBOEA2F,
5008DERE,
1ac1a012,
S05AE70D,
§512C6F4,
98111584,
§5600B69,
¢254445p,
38AR4RT71,
7r48315D,
BBAEOBEE,
96850R06,
CAS5CBDF1,
35404891,
78448904,
816D15EC,
2A7212FB,
14B8CTDA,
16BCCI08,
4C71D5AR,
3A6B261F,
AADFDCHE,
S64CFE26,
SOFELERA,
§92557CH,
2B7ADDIE,
35¢39404,
1E6P3EC2,
BEGF2E37,
5BCFA558,
26307499,
B1B28507,
ABABS3CO,
32292424,
22000580,
1FAL1RDE,
ALBSD62E,
23489082,
33R24BBA,
7B7AAS6C,
8DB448C2,
1DDBOEA4,
E9ADEDCSE,
£B029E53,
BEOR4DED,
E78DDD70,
cDass2cd,
10203531,
(AFEBDEA,
144FE728,
79625720,
430DF4BS,
45280864,
SBASE27F,
4R1ECIEF,
FF7DBBREF,
C44AESBS,
A10195¢4,
6AB27EDC,
71484380,
CD4B6TD2,
86838382,
74351CDp2,
6B4E1883,

9BD42BF6,
E264FA9D,
BBETB2AR,
A180D207,
4CBES2A1,
ACBOEAZF,
S509BDF8E,
1aAC1la012,
509AE70D,
6512C6F4,
9R111594,
6560PBEY,
¢254445D,
38aE4871,
TF4B915D,
BBREQB6E,
96850806,
CASCBDF1,
35484991,
78448908,
816DI5SEC,
2721278,
14BBC7DS8,
16BCCO0B,
ACTID5AA,
3A6B261F,
AADFOCER,
564CEFE26,
SOFEIEBA,
89255FC8,
2B7ADDLE,
35039404,
1E6F3IEC2,

BE6F2E37, -

SBCFASS8,
263074899,
BlBagso?,
ABARS3ICO,
3229n424,
22000580,
1FA11IBDG,
AlBEDE2E,
2348B9DB2,
33524884,
7TBTAASEC,
8bB448C2,
1DDBOE44,
EOA06DCS,
EBQ29ES3,
BCOF4DED,
E7BDDD70,
cDBa52c4,
10203537,
OAFEBDEA,
144FE728,
72625720,
440DF4BS,
4520862,
SBASFZTF,
4B1ECIEF,
FFTDBBFF,
C44RESEE,
A10195¢C4,
6AE27EDC,
7148438D,
CD4B67D2,
86838382,
74351C02,

B1597007
S8D42BF6
E264FASD
B967B2AB
ATBQD207
4CBES2A1
ACBIEAZF
5098DFER
1AC1A012
50SAE70D
6512¢6P4
98111594
6560DB69
£2544450
382E4B71
7r48915D
BBAEOBEE
96850806
CASCBDF1
35492951
78448908
BL16D15EC
2R7212FB
1488C7DB
16BCCH0B
4C71D58A
3A6B261F
ARDFOCEB
564CFF26
SQFE1EEA
89255FC8
ZBTADOLE
35C39404
1B6F3EC2
BEEF2E37
58CFAS558
26307A99
B1BABY07
ASABS3C0
32298424
22000580
1FAL1BD6
ALIBSDH2ZE
234B9DA2
33824884
TBTAASEC
8DB448C2
1DDBOE44
E£9A06DC8
EB029ES53
BCOF4DEQ
E7BDDD70
CDBY52C4
10203537
OAFERDEA
144FE728
79625720
140DF48S
452A0B6A
SBASE2TE
4B1EC1EF
FF7DBBFF
€44AES88
A10195C4
6AE27EDC
71484380
Ch4BATD2
86838382
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Céc gid tri Xo, X, Xz, Xs, Xu (bidu diBn duéi dang thap luc phan) nhan dwgc trong qué trinh tinh toan

khéi tht hai nhw sau:

2pF257E9,
4n3DCS8Y,
C352BBOS,
EEF743C6,
41E34277,
5443915¢,
E7FRD3TT,
£6946813,
FDDE1bEL,
BAS3IBACA,
6BAS4F63,
43R2792F,
FECD7RBF,
A2604CRB,
25880BAA,
N9772360,
5507pB6E,
AS1BS58BC,
C2EBT(9F,
DE8992153,
37482F5F,
EEB700BD,
SAD594R9,
BFBAASEY,
B8FB5867,
EBCS0521,
S0BCE434,
Sc416DaF,
2429BESF,
OA2FB108,
17986223,
BAARF3B4,
68629993,
FL5K04F3,
295CC258,
696DA404,
CEFSAEL2,
8705880C,
84E2A5F2,
03886310,
C2D8FT5F,
BFB25768,
28589152,
EC1D3D81,
ACAEDTAR,
C3D033Ea,
1316056A,
46F93B68,
DCBETF26,
850p411¢,
TE4672C0,
BOEBDALD,
17978228,
431D65RC,
2BDBBECE,
6DAT2ETF,
A8485A98,
E7B5655A,
SBO8EC42,
AG5818F7,
TAAB101B,
93614¢8¢,
F66DIBF4,
05049028,

F4286818,
2DF257E9,
4D3INCS8F,
C3528B05,
EEFT43C6,
411234277,
5443915¢,
B7FA0377,
C6946813,
FDDEL1DEL,
BBS38ACA,
6BADAFE],
4322792F,
FECD7BBF,
A2604CAS,
258B0BAR,
D9772360,
S507DB6E,
A51B588C,
C2EBT09F,
D8992153,
37482F5F,
EE8700BD,
9AD594B9,
8FEARSBY,
48185867,
EEC50521,
50BCE434,
SC416DAF,
2429BESF,
0A2PB104,
17986223,
8A4AT3R4,
68623993,
FL5F04F3,
295CC258,
696DA404,
CEF5AE12,
87D5880C,
B4E2ZASF2,
03BB6310,
C2D8F15F,
BFB25768,
28589152,
ECID3D61,
3CAEDTAF,
C3DO33EA,
7316056R,
46F93B6E,
DCBE7F26,
850p411cC,
7E4672C0,
80FED41D,
1797E228,
431D658C,
ZBDBEACE,
6DATZETF,
AB4D5A9E,
E785655A,
SROB6C4A2,
AB5818F7,
TARB101B,
93614C9C,
F66DI9BFY,

BODECIEB,
3D0ALAQS,
4BTCO5SFA,
D34Fr7163,
70D4AECL,
BHBDDOX1,
p078009D,
15102457,
FOFESDDD,
F1a51A04,
78778778,
AE14B2B2,
DAEAS3NS,
noEBILdE,
FFB3SEEF,
289B132A,
8962C2ER,
365DC8D8,
9541F6DB,
2546DE2F,
FORADC27,
F6264854,
€DD208D7,
TBRICO2F,
6685652E,
63EEROGE,
E23ED619,
7BB14148,
142F330D,
D7105868,
C90AGFIT,
023BEC42,
C5E61888,
2202BCE],
DADBAG 64,
FC57C13C,
Ca573096,
14586901,
B3BDABS4,
21F56E03,
AL38A9TC,
00EEDBCA,
FOB63DD7,
2FECO5DA,
BA162454,
7BQ74F58,
CE2HB5ER,
BOF40CFR,
9CC5B815A,
11BE4EDA,
B7239FCH,
21435047,
1r915CB0,
627EF507,
05ESFBEA,
10C7596F,
CAFGEE32Z,
DBAYCRIF,
ER1256A6,
BIE15956,
86czinio,
E996063D,
DEAAC408,
24085327,

0408r581,
BODECOES,
3n0ALADS,
4BTCOSFA,
D34¥7163,
T0n4RECY,
BBBDDOFL,
pO7an09D,
15108457,
F9FESQDD,
F1R51a04,
TE7187178,
AR148282,
DREAS3IDR,
DOE8SEA4B,
FFBISEEF,
2898132a,
B962C2EA,
365DCBDR,
9541FEDR,
2946D62F,
FOBADC27,
F6264854,
CDD20BD7,
TBRICO2E,
GBB5652E,
63EBASGE,
E23ED619,
7BB14148,
142F330D,
D7105868,
CA0A6FI7,
0288EC42,
CSEB1638,
2292BCE],
DADBAG6S,
FC57C13c,
CA573096,
1A5B6801,
B3HDABB4,
21F56EQ3,
A138R97C,
DOEEDBCA,
FOB63DDT,
2FECO5DA,
8R162454,
7B074¥58,
CF2BB5ER,
BOF40CFA,
aceselsa,
11BE4EDA,
B7239FCY,
214350417,
1¥915CE0,
627EF507,
OSESFB8A,
10C7596F,
CAFGEE32,
DBSICHIF,
ER1256A6,
BY9E15956,
96C21B10,
E996063D,
DEAAC406,

84677148
0408F581
BODECYEB
300a1n06
4BT7C95FA
D3457163
70D4ABCL
BHEDDQFL
DO78D0SD
1510E457
FSFEBQDD
F1AS1AD4
TETTBI78
AE14E282
DAEAS3DE
DOES9E4B
FFB3SEEF
28981328
8962C2EA
36500808
9541F6DB
2946D62%
FOBADC27
F6264854
CDDR20BD7
78alco2zr
66B5652E
63EER96E
E23EDG19
7BB14148
142F350D
D7105B6B
CS0RGEST
028BEC42
CSE61888
2292BCEL
DADBAG64
ECS7C13C
CAS73036
1ASB6301
B3BD6BB4
21F56E03
A138a97C
O00EEDBCA
FOBE3DDT
2FECA5SDA
8A162454
TBO74F58
CF2BBSEB
BOF40CFA
9CC5815A
11BE4EDA
BT239FCH
21435047
1r919CBO
627EF507
05ESF8BA
10CT7596F
CAFGEE32
DB6SCBOF
ER1256R6
BOE15D56
96021810
E996063D
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60RODA62, D5049028, 3DYBGEFD, 24085327, DEARC4A06
88687819, 60R9DAG2, FS541240A, 3IDIRG6FD, 24b85327
083ES0C3, BRGATALY, 982A7658, F541240A, 3DIBE6FD
F6226BBF, 08385003, 62DA1E(6, 9B2a7698, FS541240a
76C0563R, F6226BBF, C20FA430, 62DA1E(Q6, 082aT7698
589DD165, 76C0563B, FDASIAEF, C20FA430, 62DA1EQE
88267573, 989DD165, DDBOASKE, FDBRYARF, C20FA430
ABIBSETE, AB2C7S573, 66277459, DDBO15SE, FDASIAEER
CA1840DE, AEAIBSETB, E2CHIDSC, 66277459, DDBO15SE
16¥3BABRE, CA1840DE, EBEERE3IE, E2¢BIDSC, 66277459
D28D83AD, L1EE3BAEB, B2B61037, EBBGE3OE, HICRIDSC
6BCD2DFE, D2BD83AD, CSBGCEEAEZ, B2861037, ERSER3IE
D3AGE275, 6BCO2DFE, 74A3G0EB, CSBCEEAE, B2861037
DAO55482, D3RGE275, OSAFQOBRTF, 74A360EB, CSBCEEAE
58C0AACO, DA955482, 74E9HBSD, SAFO0B7F, T4AA3IS(EB
906FD62C, SBCOAACD, B6ASS552(, 74E9B89D, ISAFQOBTF

M& bam 14 xau 160 hit sau;

84 98 3E 44 1C 3B D2 6E BA AE 4a Al F9 51 29 E5 E5 46 70 F1
A3.9.Vidy9s
Trong vi du nay xau de liéu |4 xau 1000000 byte 13 ban ma ASCII [ap 10 1An ki ty ‘&’
Ma bém |4 xau 160 bit sau:

34 AA 97 3C D4 C4 DA Ad F6 1E EB 2B DB AD 27 31 65 34 01 6F
A.3.10. Vidy 10
Trong vi dy nay xau div liéu la xau 112 byte |a ban ma ASCIl clia

‘abedefghbedefghicdefghijdefghijkefghijkifghijkimghijkimn
hijkimnofjkimnopjkimnopgkimnopgrimnopgqrsmnopgrstnopgrstu’

(khéng c6 xubng dong sau n du tién)
Ma béam 14 xau 160 bit sau:
a4 9b 24 46 a0 2c 64 5b £4 19 £9 95 b6 70 91 25 3a 04 a2 59
A.3.11. Vidu 11
Trong vi dy nay x&u dir [iéu la x4u 32 byte la ban m& ASCIl clia
'abedbedecdefdefgefghfghighijhijk'’
Ma bdm la xau 160 bit sau:
37 be 52 21 ad e3 be 08 ca dl Be 47 84 £3 c7 05 14 54 bl b3
A.4. Ham bam chuyén dyung 4
A.4.1.Vidy1
Trong vi dy ndy, xau dir liéu 14 mét x&u réng, tic 12 xAu cb @8 dai bing khang.
M& bam la xau 256-hit dwdi day.
e3b0cd42 98fclcld 9afbfdch 996£fb924 27aedlad 649b934c a495991b 7852b855
A4.2 Vidy2
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Trong vi dy ndy, xau de liéu gdm mét byte duy nhét, chinh 14 ban m& ASCII clia ky ty ‘a'.
Ma bam [a xau 256-bit dwdi day:

cad78112 calbbdca fac231b3 9a23decdd a786eff8 147c4e72 bh9807785 afeedBbb
A.4.3.Vidy3
Trong vi du nay, xau di liéu a x4u 3 byte 1a ban m& ASCII clia ‘abe’. N6 twong (ng véi xéu bit;
‘01100001 01100010 01100011,
Sau qué trinh dém, khéi don 16 tir nhan dwece tlr xau dir li8u nhw sau;

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0GDOQ000 00000000 00000000 00000018

Céc gid trj Xo, Xy, Xz, X3, X4, X5, Xo, X7 (bidu didn dwéi dang thap luc phén) nhén dwec nhu sau:

init: 6a09%667 bb67ae85 3céef372 aS4ff53a 510e527f 9h05688c 1£83d%ab 5belcdl9
S5d6aebed 6a09% 667 bb672e85 3cbef372 fa2ad622 510e527f 9b05688c 1£83d%b
5a6ad9%ad Sdéaebed 6a0%667 bb67ae85 78ce7989 £a2a4622 510a527f 95b05688c
cBc347a7 5a6ad9ad Sdoaebed 6a0%667 £9293%b 78ce7989 fa2ad622 510e527f
d550£666 c8c347a" 5a63@93d S5d6aebcd 24e00850 £9293%eb 78ca7989 f£a2ad622
04409a6a d550£666 cB8c347a7 5a6adf%ad 43ada245 24e00850 £5293%eb 78ce7989
2b4209£5 04409a6a dS50£f666 gBc347a7 714260ad 43ada245 24e00850 £92939%h
e5030380 2b4209£5 04409%a6a d550£666 9b27ad401 714260ad 43ada245 24e00850
85a07b5f e5030380 2b4205£5 04409%a6a 0c657a79 9b27a401 714260ad 43ada2dl
8e0dechd 85207b5f @5030380 2b4209£f5 32ca2d8c 0c657a79 9b27a401 714260ad
8c87346b Baeldechd 85a07b5f @5030380 1cc92596 32ca2dse 0c657a79 9h27ad0l
10 4798a3£4 Bc87346b Belldechd B5a07hb5f 436b23eB 1cc92596 32ca2d8c (c657a79
11 £7i¥fc5a9 4798a3f4 8c87346b Beldechd 816fd6ed 436b23e8 1cc92596 3Zca2dsc
12 87912990 £71£c85a9 4798a3f4 B8cB7346b 1e570218 816£fd6e9 436b23e8 lcc92596
13 d932ebl6 B7912990 £71£f£c5a0% 479Ba3fd 745ad48de 1578218 81é6fdbed 436b23e8
14 c0645£fde d932ebl6 87912990 £71fc5a9 0b92£20c 745ad8de 1e578218 Bl6fdEed
18 b0fa238e c0645Ede d932eblé 87912990 075%0ded 0b92£20c 745a48de 1e578218
16 21da%a% b0fa238e c0645fde d932eblié 8034228c 07590ded 0b92£20c 745ad8de
17 ¢2£bd9dl 21da%a9b b0£fa238e c0biSfde B46eed54 8034229c 07590dcd 0b32£2Qc
18 £fe777bbf c2fbd9%dl 21da%a9 b0fa238e cc899961 8S46eed54 8034229%¢c (7590ded
19 el£2(c33 fe777bbf c2£hdSdl 21da%a%9b b0638179 ccB99961 846eedbd B8034229c
20 9dc68b63 elf20033 fe777bbf c2£fbd9dl Bada8930 b0638179 ccB893961 B4Geed5s
21 ¢c2606d6d 9dc68b63 elf20c33 fe777bbf el257970 8ada8930 b0638179 cc899961
22 a7a3623f c2606d6d 9dc68b63 elf20c33 49£f5114a 1257970 8ada8930 b06381L79
23 c5d53d8d a7a3623f c2606d6d 9dc68b63 aad7c347 49£5114a «1257970 Badafolld
24 1c2c2838 ¢5d53d8d a7a3623f c2606d6d 2823ef91 aad7c347 49£5114a 1257970
25 cdeB8(37d 1¢2c2838 c5d53d8d a7a3623f 14383d8e 2823ef91 aad7c347 49£511i4a
26 b62ecdbe cde837d 1c2¢c2838 ¢5d53d8d c74c6516 14383d8e 2823e£91 aad7c347
27 77d37528 b62ecdbe ¢deB037d 1c2¢2838 edffHEfB c74c6516 14383dBe 2823e£01
28 363482¢9 77437528 b62ecdba cdeB037d 6112a3b7 edffbffB ©74c6516 14383d8e
29 al060b30 363482c9 77437528 bo2ecdbc ade79437 6112a3b7 edffbfi8 cTicESié
30 2a992a22 a0060b30 363482c9 77437528 0109%ab3a ade79437 6112a3bh7 edffbEf8
31 73b33b£5 ea992a22 abd060b30 363482¢9 ba591112 0109%ab3a ade79437 6112a3b7

wWo-lodesewh o
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32 98el2507 73b33LES ea992a22 al060b30 9cd9f£5£6 bab91112 010%ab3a ade79437
33 fes04df5 9812507 73b33bf5 eaB92a22 59248dd3 9cd9£5£f6 baf91112 (0108%8ab3la
34 af% 7738c fe604df5 98e12507 73b33b£ES5 085£3833 59249dd3 9cd9£5f6 bab31il2
35 65alcfed a%a?7738c fefl4dES 98el2507 £4bh002d6 085£3833 59249dd3 Scdgfsfe
36 41a65cbl 65alcfed a%a7738c feb04df5 0772a26b £4b002d6 085£3833 59249dd3
37 34df1e04 4la65chl 65alcfed a%7738¢ a507a53d 0772a26b £4b002de6 085£3333
38 6dc57aBa 34df1604 4lab5chl 65z0cfed £0781be8 abS07a53d 0772a2éh £4b002d6
39 79%ea6l7a 6dc57a8a 34df1604 41a65cbl lefbclal £0781heB ab507a53d 0772a26b
40 d6670766 7%abBTa 6dc5T7aBa 34df1604 26352d63 lefbclal £0781bc8 a507a53d
41 df46652f d6670766 T9=a687a 6dchb7ala 838b2711 26352d63 lefbclald £0781bcd
42 17aa0dfe df46652f d6670766 T9eatfla decdd715 £38b2711 26352463 lefbelal
43 9d4baf93 17aaldfe df46652f 46670766 fda24c2e decdd7i5 83Bb2711 26352463
44 26628815 9d4baf93 17aaldfe AF46652f aB0f11f0 fda24c2e decdd715 838b2711
45 72ab4b%l 26628815 9d4baf93 17aaldfe b7755dal a80flif0 fdaZicle decdd715
46 aldcl4b0 72abh4b9l 26628815 9d4baf9l d57Th94ad b7755dal aB0filf) fdaldc2e
47 4172328d aldcldb0 72abdb91 26628815 fecflbcé d57b%4a% b7755d4al aB0fl1lfl
48 05757ceb 4172328d aldcldb( 72abdb91 bd714038 fecflObo6é d57b924a9 b7755dal
49 fllbfaa8 05757ceb 4172328d ald4cl4b0 6e5c390c bd?714038 fecflbct d57b%4al
50 7a0508a1 flibfaa8 05757ceb 4172328d 52f1ccf? 6e5ci9%0c bd714038 fecflbch
81 886e7a22 7a0508al fllbfaaf 05757ceb 49231cle 52flccf7 6e5c380¢ bd714038
52 101fd26f 886e7a22 7a0508al fllbfaal8 529a7d00 49231cle §2ficef7 6eS5cidlc
53 £5702fdb 101£fd28f 886e7a22 Ta(b08al 9£4787c3 5297400 49231cle 52flccef?
54 3ecd4Scdb £5702fdh 101£fd28f 886eTa22 ehllelbdf 9£4787c3 529e7d00 49231cle
55 38cc9913 3ecdScdb £5702fdb 101£d28f 54cb266b e50elb4df 9£4787c¢c3 529e7d00
56 fcdif87b 380c9913 3ecdSndb £5702f£4h 9bS5e906c 54chb266b eS0elbdf 9£4787c3
57 c062d46f fcdl1887b 38cc9913 3ecdScdb 7e44008e 9b5ed06c S4ch266h eilelbdf
58 £fb70472 c062d46f £odl1887h 3B8ccB%l3 6d83hfof 7244(008e 9b5e206c 54cb266b
59 b6ae8fff ££fb70472 c062d46f fcdlB8B87h b21lbad3d 6d83bfc6 7e44008e 9b5eldl6c
60 b85e2ced bhaeBfif ££h70472 c062d46f 961LL4894 b21lbad3d 6d83bfcé 7ed44008e
61 04d24d6c bB5e2ca% btaedfff ffb70472 948d25b6 961£4894 b21bad3d -6d83bfch
62 d39a2165 (4d24d6c bB85e2ced bbaelfff fhH121210 948d25h6 061£4894 b21bad3d
63 5063058 d439%a2165 04d24d6c bB5e2ced 5ef50£f24 £b121210 948a325b6 961£4894

Céac gia trj 8 tir tidp theo Yo, Yy, Ya, Ys, Ye, Ys Ys Y7 biu dién @Au ra clia vong lap cubi cling clia ham
vong.

¥, = 6a0%667 W 50683058 = La7816bf
Y; = bb67ael5 W d39a2165 = 8§f0lcfea
Y; = 3c6ef3i?2 W 04d24d6c = 414140de
Y; = aS4ff53a W b85e2ced = 5dae2223
Y; = 510e527f ¥ S5ef50f24 = L0036lal
Yy » 9h(5688c W £fbl21210 = 96177adc
Y, = 1f83d%ah W 948d25b6-= bL410££E1
Y; = Sbhelcdld W 961£4884 = £20018ad

Gi4 tri bém |& xau 256 bit sau:

ba7816bf 8£0lcfea 414140de 5dae2223 b0Q361a3 96177a% bL410££61 £20015ad
A.4.4.Vidy 4
Trong vi dy nay x&u dir liéu ta xau 14 byte la ban ma ASCII clia

‘message digest'
Gia trj bam 14 xau 256 bit sau:

£7846f55 of23elde ebeabSb4 el550cad 5h50%e33 48fbcdef a3a1413d 393ch650
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A45.Vidys
Trong vi dy ndy, xau de lidu 1a x&u 26 byte |a ban m& ASCII clia

‘abedefghllkimnopqrstuvwxyz'

Giéa trj bam |a x&u 256 bit sau:
71c480df 93d6ae2f lefadldd 7c660952 52316218 of51fc8d Seds832£2 daflsb73

A.4.6.Vidy6
Trong vi du ndy xau d(¥ liéu 1 xau 62 byte & ban ma ASCII cla

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghjkimnopgrstuvwxyz0123456789'

Gla trj bdm la x&u 256 bit sau:
dbdbfcbd 4dalcd85 a60c3c37 d3fbd880 5c77£15f céblfdfe 614eela7 cBfdbdcl

A4.7.Vidy7
Trong vi dy ndy xau d(p ligu 1a xau 80 byte |a ban ma ASCII I3p 8 (4n clia xéu
'1234567890'

M& bam |a x&u 256 bit sau:
;f3?1bc4a 311£2b00 %eef952d d83caflle 2b60026c 8e935%92 d0£9c308 453c8l3e

A48 Vidys
Trong v dy nay x&u di¥ li¢u la xau 56 byte 1a bdn ma ASCII cla

‘abedbedecdefdefgefghfghighfhijidk]kimkimnimnomnopnopq’

Sau qué trinh @&m, hal khél 16 ti¥ tiép theo nhan drge tir xau di ligu nhu sau:

61626364 62636465 63646566 64656667 65666768 66676869 6768696a 68636a6b
696a6b6c 6abb6c6d 6b6cédbe 6c6d6e6f 6d6e6£70 6e6£7071 80000000 00000000

00000000 00000000 00000000 00000000 00009000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 006000000 00000000 00000000 000001c0

Céc gié tri Xo, X, Xz, Xs, X4, Xs, Xa, X7 (bidu didn dw6i dang thap luc phan) lan luet thu dugce trong qué
trinh thyee hién trén khéi dAu tién nhw sau:

init: 6a0%e667 bb67ae85 3c6ef372 a54£f53a 510e527f 9b05688c 1£83d%b S5belcdl9
5d6aebbl 6a0%a667 bb67ae85 3c6ef3?2 f£fa2a4606 5108527f 9b05688c 1£83d%ab
2£2d5fcf S5d6aebbl 6a09%e667 Lbh67aeBS 4eblcfce fa2ad606 510e527f 9b05688c
97651825 2f£2d5fcf 5d6aebbl 6a0%e667 62d5cd%e 4deblcfce fa2ad606 510e527f
4a28d64d5 97651825 2£2d5fcf Sdéaebbl 6494841b 62d5c4%e 4eblcfce fa2ad606
£921c212 4a8d64d5 97651825 2f2d5fcf 05c4f£88a 6494841b 62d5c4%e 4eblcice
55c8efd8 £921c212 4aBd64d5 97651825 7££91ic94 05cdf8B8a 6494B841b 62d5cdf%e
485835b7 S55cfefdB £921c212 4a8d64d5 39a5b2ca 7££91c94 05c4£B88a 6494841b

s WNEO
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52

7

8

9

10
11
12
13
14
18
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

d237e6db
359f2hce
3a474b2b
bRe2bich
1762215¢
101a4861
d68eb457
ddlé6gbb3
c3486194
b%dcacbi
046a193a
£402£058
2139187b
d70acl7d
1b2b66hg
ae2e2ddf
59fce6bd
42885065
573221da
128661da
73£858af
74bcf468
df7151a0
ebd3f3ed
5581ab07
S£c905c8
Scebab2f
1d£8e885
0786dcas
2c55d3a6
a%85hdbe
91ac9dsd
7e4d30b8
7e056794
508al6ab
b62c7013
167361de
de71le2f2
18£0d19d
165befcd
13d82741
017b9d99
543c99al
758ca%7a
8lclecded
bBd55619
1d6deB7a
£907b313
%e57c4al
71629856
Tc01l5a2¢
921fecché
elB8f259z
bcfoed22
£6£443£8
86126910
1bde6£6f

485835h7
d237e6db
389f2bce
3a474b2h
b8e2bdch
1762215¢
101a4861
d68e6457
ddil6chb3
c3486194
b9dgachl
046a193e
£402£058
213%187b
d70acl7d
1b2h66h8
ae2e2ddf
50fgeébd
42885065
573221da
128661da
73£858af
74bofd68
d£7151a0
eb43f3ed
5581ah07
9fc0(5c8
9ceSa62f
1df8e885
0786dce8
2055d3aé
a985bdbe
91ac9dsd
Te4d30bs
7e056794
50Baléab
b62c7013
167361de
de7le2f2
18£0d19d
165befcd
13d82741
0179499
543c9%al
158cad%7a
8iclcdel
b8d55619
ld6de87a
£907b313
9e57c4al
71629856
7c015a2e
921fccbhb
el18£25%a
bcfeed22
fef443£f8
861269010

55c8ef48
485835b7
d237e6db
359f2bce

3a474b2b.

b8e2bdch
1762215¢
101a4861
dé8e6457
ddilé6cbb3
c3486194
b9dcacbl
046al193e
£402£058
2139187
d70acl?d
1b2bé6ba
ae2e2d4f
59fce6b9
42885065
573221da
128661da
73£858af
Tdbcf468
df7151a0
eb43f3ed
5581ab0?
9£c905c8
9ceS5a62f
1df8e885
0786dces8
2¢55d3a6
a985bdbe
91ac9d5d
7e4d30b8
72056794
508al1éab
h62¢7013
167361de
de7le2£2
18£0d19d
165baldcd
13482741
017b9d99
543c¢c99%al
758cad7a
8lcledel
h8d55619
1déde87a
£907b313
9e57cdal
71629856
Tc0l5a2¢
921fccbb
elB8f259%a
befca922
f6£443f8

£921c212
55c8ef4s
48583507
d237e6dh
359£2bce
3a474b2h
bBe2bdch
1762215c
10la4B61
d68ae6457
ddlécbb3
c3486194
b8dcacbl
046a193e
£402£058
2139187
d70acl7d
1b2h66b8
ae2e2d4f
59£ce6bd
42885065
573221da
128661da
73£858af
74bcf468
d£7151a0
ebd3fied
5581ab07
9£c905c8
9ceb5abs2f
1d£8e885
0786dce8
2¢c58d3aé
a985bdbe
91ac9dsd
7e4d30b8
7e056794
508al6ab
b62¢7013
167361de
de7le2f2
18£0d19d4
165befcd
13d82741
017b98d59
543¢8%al
158ca%7a
Blcledel
b8d55619
1d6deB7a
£907b313
9e57c4al
71629856
1c0l5azc
921 fccbé
218£25%a
befeed22

ad01d211
cDoffeqd
9037b3b8
£43ed29%e
eelcd7a8
839%a0fc9
8243f8af
9162aded
1496a54f
ad£64280
B85370b6
6£433549
7c304206
1ec6b262
d560b028
£074£c95
a2c7d51id
763597£fb
36eT4ebd
11624575
e7?77c797£
72abaecd
7629c961
06354880
d£280085
a%4d2afl
6ef3bébd
2a%e048e
de2a21dl
b067claf
£72bf353
68d8d590
9£5hohed
423b26c0
45459497
80a82a00
41dd3844
££61c636
6h88472¢
ad83£080
a7802a4d
aebl0bé0
16£134b6
100cf2ea
50d47eb7b
10806261
3443bed4
6lad1711
eeqll548
2f6cBecde
cb9d3dd0
43d8a034
51el15869
962d8621
acc?5916
2£c0B£85
25d2430a

3%a5b2¢a
a401d211
cl9ffecd
9037bh3h8
443ed29%
eelc97a8
839%a0£c9
9243f8af
9162aded
1496a54f
d4£64250
B85370b6
6£433549
7c304206
Teceb262
d560b028
£074£cO5
a2c7d51d
763597£b
36e74ebd
1162d575
a77c797f
72abaecd
7629¢861
0635d880
df98008%
ag4d2afl
6af3bbbd
2a%e048e
deZa2ldl
b067claf
£72b£353
68484590
9£5bob6d
423b26c0
45459497
80a%2a00
41dd3844
£f£f61c636
6h88472¢c
ad83£080
a7802a4d
aeblObéd
16£134b6
100cf2ea
5cd7ebTh
1c806a6l
3443bed4
61a41711
eecl3548
2fécBede
cb9d3ddo
43d8a034
51e15869
962d8621
acc75916
2fc08£85

T7££91c94
3%a5b2ca
ad01d211
c09ffecd
9037b3L8
443ed2%e
ealeb7a8
839%a0fcH
9243f8af
9162aded
1496a54f
d4£64250
885370b6
6€£433549
Tc304206
Tectb262
d560b028
£074£c95
a2c7d51d
763597fh
J6eeT4ebd
11624575
e77c797£f
72abaecd
7629¢c961
06354880
df880085
af94d2afi
€ef3bebd
2a%e48e
de2a21dl
b0gTclaf
£72L£353
68d8d590
9f5hb9hed
423b26c0
45459497
80a92a00
41dd3844
££61chis
6bB8g472¢
adB83£080
a7802a4d
aebl0bg0
16£134b6
100cf2ea
5ce7eb7b
1cB06akl
3443bedd
61ad1711
eecl3548
2f6cBcde
cb9d3ddo
43d8a0314
51el5869
962d8621
acc7591é

05c4£fe8a
T££91¢94
3%a5b2oa
ad01d211
c09ffecd
9037b3b8
443ed29%e
eelc97a8
839a0fc9
9243fBaf
9162aded
1496a54f
44164250
885370b6
6£433549
7c304206
Tectb262
d560b028
£074fc95
a2c74d451d
763597£fb
36e74ebd
1162d575
e77c797f
72abaecd
7629¢c961
06354880
df£9o80085
a%4d2afl
6ef3behd
2a%s048e
de2a21dl
boé7claf
£72b£353
68d8d590
9£5bab6d
423b26c0
45459497
B80as82a00
41dd3844
££61c636
eb88472¢c
a483£080
a7802a4d
aebl0b60
16£134b6
100cf2ea
5c47eb7b
1c806a61
3443bed4
61ad1711
eecl3548
2f6c8cde
chod3ddo
43d8a034
51@l5869
96248621



Yy = 6a0%e667

Y; = bb67ae85
Y; = 3c6ef372
Y3 =

Y = 510e527f
Ys = 9b05688¢c
Y; = 1£f83d%ab
¥y

¥ 1bdc6£6f = 835e655d6
¥ B6126910 = 417a1735
W f6£443£f8 = 3363376a
a54££f53a W bcfce%22 = 624cdabe
W 25424302 = 76e09589
W 2fc08£85 = cachf8ll
¥ acc75916 = ccdb32cl

= Fbelcdl? W 96248621 = £20eb33a
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Tam gid trj tiép theo Yo, Yy, Y2 Y3 Ye Y5 Ys Yz bidu dién ddu ra clia ham vong trong qua trinh tinh
toan khéi ddu tién:

Céc glatr Yo Ys, Yz Y, Ya Y5 Ys Y7 (bidu didn duwél dang thép lyc phan) 1an Iweot thu dwec trong qua
trinh thyre hign trén khéi thir hai nhu sau:

init:

7c20c838
7c3c0f86
fdieebdc
f268£aal
185a5d79
3eebbcl6
f9bba3£fl
b£%a9%3a0
2¢096744
2d964e86
5h35025b
S5ebdecd
35eed96d
d74080£a
OceaSchc
16a8cc?9
£f16f634e
23dcbhéc2
doff40£d
76£1a2be
20aadB99
d44dcBla
£13ae55b
a4195b91
4984f£a79
aabch982
9450fhbe
0d936bab
d958b529
lcfa5ebD
02ef3aS5f
bleablch
0b£fbaT3c
4bd1d£96
9907£1b6
ecdedeld
2f11c939
d949682b
adca7a%é
221b8a5a
12497845
2¢794876
8300£fca2

85e655d6
Tc20c838
Tc3cif8e
fdleebdc
£268faal
185a5d79
3eehéclé
89bbaifl
hf9a93al
2c096744
2d964e86
5b35025b
Sebdecdl
35eed96d
d74080£fa
OceaScbe
16a8cc?9
fl6£634e
23dcbhéc2
dcf£40£d
76fla2bc
20aadB899
ddddcsla
£13ae55b
a4195h91
4984fa?9
aabch982
9450fbbc
0d936ébab
di58b529
1cfaSebl
02ef3asf
bQeablch
0bfba73c
4bd1d£96
9907£1b6
ecdedeld
2f11c939
d949682b
adca7a%6
221b8aSa
12497845
2c794876

417a1795%
85e655d6
Tc20ca3s
Tc3c0£f86
fdileebdc
£268faad
185a5479
3eebbclb
88bba3ifl
b£9a93a0
2c096742
2d964a86
8b35025b
Sebdecdl
35eef96d
d74080£=a
OceaSche
16aBecc79
fl16f63de
23dchéc2
dcff40fd
76£1a2bc
202ad89%9
d44dc8la
fl3ae55b
ad195b91
4984£a79
aa6ch982
9450£fbbe
0dS36bab
d958b529
1cfaSeb0
02ef3a5f
bOeablcs
Ob£fba73c
4bd1ldf9é
9907£1bé
ecdedeld
2f11cH939
d94%682b
adcaladé
221b8aba
12497845

3363376a
417a1795
85e655d6
1¢20cB38
Tc3c0iB8e
fdleebde
£268faalf
185a5d79
3eebbclt
89bba3fl
b£9a93a0
2c096744
2d964e86
5b35025b
Sebdecd0
35ee996d
d74080£a
OceaSche
l6a8ec79
£16£634e
23dcb6e2
dcff40£d
76f1a2be
20aad89s9
d44dcila
£133e55b
a4195b91
4984fa79
aa6ch982
9450fbbc
Qd93ébab
d958b529
lefa5eb0
02ef3aSf
bleablch
Obfba73c
4bd1d£96
9907£1b6
ecdedeld
2£f11c939
d249682b
adca7a%6
221bBa5a

41670aete 76209589
8c51lbetd 4670asbe
af71b9%ea 8c5lbebd
e20362ef af7l1blea
8df£3001 e20362ef
fe20cdab 8d4££3001
0a34d£03 fe20cdaé
05%abddl 0a34d£03
abfad65b 059%9abddl
aa27ed82 abfada5b
10e77723 aa27edd2
el1bd548 10e77723
Sc24e2a2 ellbdb48
682a893f 5c2d4e2a2
60356548 68aa893f
0fcblf6f 60356548
8b21lcdcl Ofcblfef
ca9182d3 Bb2icdol
69b£7b95 ca%lB82d3
0dc84bbl 69bf7b95
ccd769£2 0dcB84bbl
Shace62d ced769£2
966aa287 Sbacef2d
eddbdéed 966aa287
a530d939 eddbdéed
ObSeeead a530d4839
09166dda ObSeeesad
6e495d4b 09166dda
c2fa9%l 68495d4b
6cd49db9f c2faf8bl
5dal10665 6c49dbaf
£6d93952 5dal0665
8b8%e3ad £6d493952
905e44ac 8b%9%e3ad
66c3043d 905eddac
5dclife6 66c3043d
fed4celd 5dcllfeé
32499008 fed4celd
cbocedff 32499008
0b82c5eb cécecoedff
e4213ca2 0bB2c5eb
£f£675%ba 84213ca2
ale3457c ££675%ba

cac5f811
7609589
4670aefe
8cS51beéd
af71b%ea
e20362ef
8df£3001
fe20cdaé
0a34d£03
059abddl
abfad6sb
aa27edB2
1077723
ellb4db48
Sc24e2a2
68aaf93f
60356548
0fchlfef
8b21cdcl
ca9182d3
69b£7b95
0dc84bbl
ccd76912
Sbaceé2d
96622287
eddbdéed
a530d939
ObSeecead
09166dda
Ge495d4b
c2£fa%9bl
6c49dbaf
5dal0665
£6d493952
8h9%e3ad
905eddac
66c3043d
5dcl1%e6
feddceld
32499008
coccedff
0b82c5eb
e4213ca2

85e655d6 417a1795 3363376a 624cdeSc 76e09589 cac5£811 cedb32cl f£20e533a

cc4b32el
cac5£8ll
76209589
4670aebe
BcS51be6d
af71b%asa
e20362ef
8d££3001
fe20cdaé
0a34d£03
059abddl
abfadé5b
aa27ed82
10e77723
ellbh4548
5¢c24e2a2
68aaB93f
60356548
0fchifsf
Bh2lecdel
caf182d3
69pf7h95
0dcB4bbl
ccd769£2
Shace62d
96622287
eddbdéed
a530d939
ObS5eeead
09166dda
6e495d4b
c2£a%9bl
6c43db3f
5dal0665
£6d93952
8b9%e3a%
905eddac
66c3043d
5dc119%e6
feddceld
32d99008
céecedff
0b82c5eb
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43 £22d6322 8300fca2 2c794876 12d97845 ccd8c7£3 ele3457c ££675%ba ed213ca2
44 0f154ell £2ad6322 8300fca2 2c794876 6£9517¢b ccd8c7£3 eDe3457¢c ££6759%ba
45 104a7dbd 0f154ell f2ad6322 8300fca2 5348e8£6 6£9517cb ccdBc7£3 ele3dSic
46 0b3303a7 104a7db4 0£f154ell f2ad6322 bbelc39a 5348e8f6 6£9517chb ccd8cTi3
47 d7354d5b 0b3303a7 104a7dbd 0f154ell aad55b6b bbelc32%a 5348e8£6 6£9517¢ch
48 b736d7a6 d7354d5h 0b3303a7 104a7db4 68£25260 aad55b6b bbelcifa 5348e8£6
49 2748eSec b736d7a6 d7354d5b 0b3303a7 d4b58576 68£25260 aadS5béb bbele3da
50 dBaabcf? 2748eSec »736d7a6 d7354d5b 27844711 d4b58576 £8£25260 aadS5b6b
81 laéhcféa d8aabof9 2748eSec b736d7a26 ££5e99d0 27844711 ddb58576 68£25260
52 4eca6fa0 laébcféa dBaabcfd 2748eSec 98%ed071 ££5e99d0 27844711 dib58576
83 ec02560a 4eca6fal laébof6a dBazbof9 7151df8e 989ed071 f££5e99d0 27844711
54 d9£0cll5 ec02560a 4ecaéfal laébcféa 62415004 7151df8e 989ed71 ££5e99d0
55 02052710 d9f0cl15 ec02560a decaéfal 22680646 624150c4 7151idfSe 989ed071
56 20d4d0ed 92952710 d9f0c115 ecD2560a 4e515add 226806d6 624150cd 7151dige
57 4348eblf 20d4d0ed 92952710 d9£0cll5 c2leddfd 4e515add 226806d6 624150c4
58 286fe5f0 4348eblf 20d4d0ed 92952710 54076664 02leddfd 4e515ad4d 226806d6
50 1cdcddd9 286fe5£0 4348eblf 20d4dled £487a853 54076664 c2leddf?® deSl5add
60 a0f181dd lcdcdddS 286feS5f0 4348eblf 27ccb387 £487a853 54076664 c2leddfd
61 b25cef2?d adf1f8idd lcdcdddd 286fe5£0 2aalbbl3 27ceb3B87 £487a853 54076664
62 90802123 b25cef29 adfifldd lcécddd9 92392956 2aalbbl3 27cch387 £487a853
63 9ea7148b 90Bc2123 b25cef29 adf181dd 2c5cdedl %9a392856 2aalbbl3 27ccbis?

Tém gi4 trj tiép theo Yo, Yy, Ya Vs Y4 Ys Ys Yy bidu didn ddu ra clia vong I3p cudi cing cla ham
vong.

Yo = 85655d6 W 9ea7148L = 248d6a6l
Y, = 41721795 ¥ 90802123 = d20638b8
Y; = 3363376a W b25cef29 = @5c02693
Y; = 624cdeSc W a9f1lBidd = 0c3e6039
Y; = 7609589 W 205ciedl = a33ced5?
¥y = cacS5£811 W 92392956 = 64££2167
¥s = cedbl2cl W 2aalbbl3 = féeceddd

W

Y, = £20e533a ¥ 27ccb387

19dbl6cl

Gia trj bam déi v&i ban tin nay [a:

248d6a61 d20638b8 e5c02693 0c3e6039 a33ced59 64££2167 féeceddd 19db06cl
A4.9,Vidy 9
Trong vi dy nay x&u dir liéu 1a xau 1000000 byte gdm mé ASCII clia ki tw ‘a’ duoe I5p 108 IAn,
Mé bam |4 xau 256 bit sau: '

cdc76e5c 9914fb92 8lalc7e? 84d73e67 £1809a48 a497200e 046d3%cc ¢711i2cdl
A.4.10. Vi dy 10 |

Trong vi dy nay xau di¥ liéu 1a xau 112 byte la badn ma ASCII clia

‘abcdefghbedefghicdefghijdefghijkefghiikifghijkimghijklmn
hijkimnoifjkimnopjkimnopgkimnopgrimnopgrsmnopqrstnopqrsiu’

{khéng c6 xubng dong sau n dau tién).
Mé& bam Ia xau 256 bit sau:

cf5bl6a7 78afR380 036ce5% 7b049237 0b240bil eBf07a51 afacd503 Tafeeddl
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A.4.11, Vidy 11
Trong vi dy ndy xau d liéu I3 xau 32 byte 12 ban ma ASCIl cia

abedbedecdefdefgefghfghighiihijic
Ma bam 2 x&u 258 bit sau:
b09%bd26 3b043F£00 OcSbefca ad0bc2f5 5ad4785e0 24eS5deb? 49056061 eathobed

A.5. Ham bdm chuyén dung §

A.5.1. Vidy 1
Trong Vi dy ndy, xAu d( lidu 12 mdt xau réng, tirc 14 x8u c6 d dal bang khéng.

M3 baim 1a xau 512-bit dwéi Gay:

cfB83e1357eefbsbd £1542850d66d8007 d620e4050b5715dc 83£4a921d36celce
47d0d13c5d85£2b0 ££8318d2877eec2f 63b931bd47417a81 a538327a£927dale

A6.2.Vidy?2
Trong vi dy ndy, xau d liéu gdm mét byte duy nhét, chinh [ ma ASCI! clia ky ty 'a".
Ma bam 13 xau 512-bit dwdi day:

1£40£c92da241694 750979eebcf582f2 d5d7d28e18335de0 5abc54d0560e0L53
02860c652b£08d56 0252aa5e74210546 £369fbbboe8cl2cf c7957b2652fe9a75

A.5.3, Vidy3

Trong vi du ndy, xau d¥ liéu & x4u 3 byte 1a ban m3 ASCII clia ‘abc’. N6 twong lng véi Xau bit:
'01100001 01100010 01100011’

Sau qué trinh @&m, khéi don 16 tlr nhan dwge tlr xau di [igu nhw sau:

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 ¢0000000 00000000 00000000
00000000 60000C00 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018

CAc gid tri Xo, X, Xz, Xa, Xo, Xs, Xe, X7 (b1éu di€n dudi dang thap lyc phan) 1&n lwot thu dwoe nhuw sau:

Init 6a09e667£3bcc908 bb67aeB8584caaT3b 3c6ef372£e94£82b a54££53a5£1d36L1
510e527fade682d1 9h05688c2b3ebelf 1£83d%abfbdlbdéb 5belcdl8137e2179

0 f6afcebBbefcdde5 6a0%e667£3bccd08 bb67aeB584caal3b 3c6ef372fedd£82b
80ch02347ab51£91 510e827fade682d1 9b05688c2b3etclif 1£83dJabfhdlibdbb

1 1320£8c9fb872cc0 féafcebSbcfeddfs 6a09e667£3bcc908 bb67ae8584caa?3b
c3d4ebfdd8650ffa 58cb02347ab51£91 510e527fade682dl 9b05688c2b3ebels

2 ebcffc07203d91£3 1320£8c9fb872ccl f6afceb8bofcddib 6a0%e667£3bcc908
dfaob239£2697812 c3ddehfd48650£fa 58cb02347ab51£91 510e527fade6B2dl

3 5a83cb3e80050e82 ebcffc07203d91£3 1320£8c9£b872ccl féafceb8bctcddfs
0b47b2bb1928990e dfadb239£2697812 c3d4ebfdd8650£fa 58cb02347ab51£91
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56

4

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

33

beB80953951604860
745acadal42ed2e2

5a83chle80050e82
0b47b4bb1928990e

af573h02403e89cd H680953851604860

96£60209b6dc35ba
c4875b0c7abecl076b
5a6c781£54dccllc
8093d195e0054£a3
86£67263a0£0ecla
fleca5544chb89225
d0403c398£c40002
81782d4a54b48£03
00091£460bed6c52
69854c42a0£25059
d375471bdelba3fd
db0a%9863£80c2eaa
475975b91a7a462¢c
5e41214388186c14
cdf3bf£2883£c9d9
44249631255d2¢ca0
860acf9effba6fél
fa%967eed85a08028
874bfeS5f6aaedf2f
0ae07c86b1181c75
a77b7c035dd4cl6l
cafB81a425d800537
2deeccéb39d64d78
4725be249ad19e6b
£f47e8353£8047455
3c4b4104168e3edb
29695£488d81dbd0
9a3fh4a3Babécflé
£14998d45£70767e
8dc5ae65569d3855
4bb%eb6d1145bfdc
da34d6673d452dct
8e30££09ad488753
3e26445670709a78
Dac2blldaB£571c6
4£6877b58fe55484
c66005£87db55233
8aff£71163fa3a940
d3eafl13769180e6f
0bc5£791£8e6816b
6ddflfdTedccel3l6
884c3bc27bcd£941
a6ed8c9a8ed48365
@ab4a%e5771b8d09
09068ase255a0dac
@62349090£47d30a
0fcdf99710£21584
74b£f40£869094c63
flaec2fel1437£085
4cdfbbbh75£1873a6
73e025d91b%efeal
££4d3£1£0d46a736
3cd388ell%e8162e
20509015cald8c8dd
e1034573654a106£
60d4e6995ad91feb
efabbd8hf4d7c04la

745acada342ed2e2
af573b02403e8%cd
96£60209b6dc35ba
c4875b0c7abe076b
5a6c781£54dcc00c
8093d195e0054£a3
86£67263a0£0ecla
fleca5544ch89225
d0403¢c398£c40002
81782d4a5db48£03
00081f460hed6c52
69B54cdaal£25b58
d375471bdelba3fd
db0a8963£80c2eaa
415975b01a7ad62c
5e41214388186¢14
cdf3b£f£f2883£c9d9
442496312558d2¢cal
B860acf9effbabfei
fa%67eed85a08028
874bfe5f6aaedf2f
02e07c86b1181c75
a77b7¢035dd4cl6El
caf81a4254800537
2deeccéh39d64d78
4725be249ad19%ebb
£47¢83563£8047455
3c4b4104168e3edb
29695£d88d81dhd0
9a3fb4d38ab6cflé
£14998dd5£70767e
8dc5ae65569d3855
4bb9e66d1145bfdc
da34d6673d452dct
8e30££09ad488753
3e2644567b709%a78
Gac2bl1da8f571ch
4£6877h58fe55484
c66005£87db55233
Daff71163fa3a%40
d3ecfl13769180a6f
0bc5£791f8e6816b
6ddf1fd7edocal336
884e3bc27hcd£941
e6e4B8c%a8@948365
eab4a%5771b8d0%
0906B8ade255aldac
e62349090£47d30a
0£cdf99710£21584
74b£40£869094c63
f0aec2feld37£085
4c4fbbb75£1873a6
73e025d91b%efeal
££4d3£1£0d46a736
3cd388ell%e8162e
a0509015ca08cBd4
el034573654a106£

ebeffc07203d91£3
dfa9b239£2697812
5a83cb3eB0N50e82
0b47b4bb1928990e
b680953951604860
745acada342ed2e2
af573b02403e89%cd
96£60209b6dc35ba
c4875b0c7abc07éb
Sa6c781£54dcc00c
8093d195e0054£fa3
86£67263a0£f0ecla
fleca5544chB89225
d0403c398£c40002
81782d4a5db48£03
00091£460bed6cH2
6$9854c42a0£25b59
d375471bdelba3fd
db0a%9963£80c2eaa
475975b9%1a7ad62¢c
5ed1214388186¢c14
cdf3bf£2883£c9d9
44249631255d2cal
B60acfleffhabfel
fal67eedB85a08028
874bfe5f6aaedf2£
0ae07c86b11B81a75
a77b7c035dddclel
caf81a425d800537
2deecctb39d64d78
4725be249%ad19%6b
£47e8353£8047455
3cdb4104168e3edb
29695£d88d81dbd0
9a3fb4d38ab6cf06
£14998ddS5£70767e
8dc5ae65569d3855
4bb%e66d1145bfdo
da34d6673d452dcf
8e30££09ad488753
3e2644567H709a78
Oac2bllda8f571cé
4£6877b58£e55484
ch6005£87db55233
9aff71163£a3a2940
d3ecf13769180e6E
0bcS5£791£8e6816b
6ddfifd7edcce336
884¢3bc2Tbed £941
e6ed8c9aB8e948365
eab4a9%e5771b8d09%
09068a4e255a0dac
e62349090£47d30a
0£cd£99710£21584
74b£40£869094c63
flaec2fe1437f085
4c4fbbb75£1873a6
73e025d91b%feal
££4d3£1£0446a736
3cd388el1%e8162e

1320£8c9£b872ccO
c3d4ebfd48650£fa
ebeffe07203491£3
dfa9b239£2697812
5aB3cb3e80050e82
0b47b4bb1928990e
bh6B0953951604860
745acadals2ed2e2
af573b02403e89¢cd
96£60209%b6dc3bba
c4B875b0c7abe076b
5a6g781£54dcc00c
8093d195e0054fa3
86£67263a0£0ecla
flaca5544cb89225
d0403c398£c40002
81782d4a5db48£03
00091f460bedfc52
69854c4aa0£25h59
d375471bdeiba3f4
db0ag9963£80c2eaa
475975k91a%ad62¢
541214388186c14
cdf3bf£2883£c9d9
44249631255d2¢cal
g860acfeffbabfél
£a967eed85a08028
874bnfe5f6aaedf2f
0ae07c86b1181¢75
a77b7c035dd4c161
caf81ad25d4800537
2deeccthlsdsddrs
4725be24%ad19%eéb
£47e8353£8047455
3cdb4104168e3edb
29695£dB8d81dbdo
9a3£b4d38abécfl6
£14998dd5£70767e
8dc5ae65569d43855
4bb9e66d1145bfde
da34d6673d452def
8e30f£09ad488753
3e2644567b703%a78
Oac2blldaB£571ce
4£6877b58£e55484
¢66005£87dH55233
9af£71163£a3a%40
d3ecf13769180e6f
ObcS5£791£8e6816h
6ddfl1fd7edcce336
884c3bc27bcd£941
e6ed8c%a8e948365
eab4afe5771b8d09
09068ade255aldac
e62349090£47d30a
0£cd£99710£21584
74b£40£869094c63
flaec2feld37£085
4c4fbbb75£1873a6
73e025d91b%feal



34
35
36
37
38
39
40
41
42
43
44
45
46
47
18
49
50
51
52
53
54
55
56
57
58
59
60
61
62

€3

2¢059ec7743632621 60d4e6995ed9%1fes a0509015¢cal8csdd

0fbae670£a780£d3
1x2081lafc59fdbc2c
£098082£502bd4cd
88dE85b0bba77514
8£b£d0162bb£4675
002bbBedcdd89567
66adcfa24%ac?bbd
b3bb8542b3376de5
b49596c20feba7de
Ballel25b855d225
0c710ad7ba6asS67h
b01521dd6éaébel2c
169008b3a4bbl70b
e96£894d48¢chdssl
£0996439e7b50chl
bc05baddeS5d3cd80
€39¢cb938e14dcl90

efabbd8bfd7c04l1a
2¢59207743632621
0fbaab70£a780£d3
la08lafe59fdbec2eo
£098082£502b44cd
88df£85b0bbe?7514
8£fbfd0162bbf4675
002bb8edcd9895a7
66adcfa249ac7bbd
b3bb8542b3376des
b49596c20febalde
Bellel25b855d225
0c710a47haba567b
b01521dd6aébel2c
169008b3a4bb170b
e96£89dd48chdasl
£0996439e7b50chl

35d7e7£41defcbds belbbasdeSd3c4By

cc5100997£5710£2
c47c9d5¢cTealda?234
858d832aelle8%llc
02ifbadbabab5acé
e95c2a%7572d64d9
£61@672694de2d6?7
cébei5740d8daad%a
6b69fclbb482feac
35264334c03acBad
571£323d96b3a047
271580ed6c3e5650
caShdB862c5050918
dfe091dabl82e645
813a43dd2¢502043
07a0dBef821clela
d43£83727325dd77
493f80as2eaece2la
034£11b32d42e203
504£94e40591cffa
de3£68037ddf06aa
a678lefelaalcel2
£650857b5bhabdadd
9ccfb31aB6dE0£B6
63b460e42748817e
c6bddd2a9931c509
7a52912943452b05
d2eB89%bd91a0lbel
4b8ic3aec976eadb
70505988124351ac
581ecbhb3355dcd9b8
6a3c9b0£71c8bE36
2c074464efleacBe
4797cdeded3 70692
3857d£d2fc37d3ba
abafi{edc9£B07e51
cfcd928c5424e2b6
0%aeeShdaléddded
afldedbh9£1%e643
84058865d60a05fa
abd4e862764784d85
cd88lee59%catbch3

639cb938el14dclo0
35d7e7£41defchds
cc5100997£5710£2
cd47c8d5c7eaba234
858d832aele8fllc
021fbadbabab%ace
e95¢c2a57572d64d9
£612672694de2d67
c6be35740d8daal%
6b69fclbbd82frac
35264334c03ac8ad
571£323d96b3a047
2715B0ed6c3e5650
cadhd862c5050918
dfelf1dabl82e645
813a43dd2ch02043
07a0d8e£821c5ela
d43£83727325dd17
483f80a82eace23e
03df11b32d42e203
504£94e40591¢ffa
d63£68037adf06aa
a678lefelaalcel?2
£650857b5babda4d
9acfh31a86df0£86
63bd460e42748817e
c6b4dd2a9931c509
7a52912943d52b005
d2e89bbd91e00heal
4b8lc3aec976eadb
70505988124351ac
581lech3355dcdoba
6a3c9b0£71cBbf36
2¢c074484efleacBec
4797¢cdeded370692
3857dfd2£c37d3ba
abaf4edcof807e51
cfcd928c5424e2bb
0%aeeSbdalédddes
a8ldedbb9£f1%e643
84058865d60a05fa

e1034573654a106f
60d4e6995ed91 £f66
efabbdebf47c041a
2c5% 7743632621
0fbae670£a780£d3
la08iafc59£fdbc2e
£098082£502hd4cd
88d£85b0bbe77514
8£fb£d0162bb£4675
002bb8edcdd89567
66adcfa249%ac7bbd
b3bb8342b3376de5
b49596c20£febade
8ellel25b8554225
0c710a47baba567h
b01521dd6aébellc
169008b3a4bb170b
e96£89dd48chd851
£0996439e7b50chl
he05ba8de5d3c480
639ch938e14dcla0
35d7e7£41defchds
cc3100997£5710£2
cd7¢9d5cT7eaBa234
858d832aele89l1c
021 fbadbababbacé
e95c2a57572d64d9
£f6le672694de2d67
c6bo35740d8daalda
6b69£clbh4B82feac
35264334c032chad
571£323496b3a047
271580ed6c3e5650
ca%hd862c5050918
dfe091dablB82e645
813a43dd2¢502043
07a0dB8ef821c5ela
d43£83727325d4477
483£80a82eaee2le
03d£11b32d42e203
504£94e40591cffa
d63£68037dd£06aa
a678lefelaalcel2
£650857b5babdadd
9cofb31zB86df0fBA
63b460e42748817e
cébddd228931c509
7a52912543d52b05
d2e89%bbd31e00bel
4bBlc3aecs7beadk
70505988124351ac
581lecb3355dcdSbB
6a3cibl£f71cB8bf36
2¢c074484efleacla
4797cdeded’3 70692
3857d£d2fec37d3ba
a6afdedcirg0Tes51
cfcd928c5424e2b6
09aee5bdal6dddes
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££4d3£1£0d46a736
30d368B8el19e8162e
a0509015ca08c8d4
@1034573654a106f
£0d4e6995ed%1feb
efabbd8bf47c041a
2059%c¢7743632621
0fbae670£a780£d3
la08lafc59£fdbc2c
£098082£502bd4cd
88d£85b0bbe?7514
8fb£d0162bbf4675
002bb8edcd989567
g6adcfaz49ac7bbd
b3bb8542b3376de5
b49596c20febalde
8e01125b855d225
0c710a47basa567b
b01521dd6akbel2q
169008b3adbbl70b
e96£89dd4Bchda51
£0996439¢7b50cbl
bc05ba8de5d3cd80
639cb938el4dc190
35d7e7£41defchdb
cc5100997£5710£2
c47c9d5c7eaa234
858dB832aele8d11c
021fbadbababbact
e95¢2a57572d6449
£61e672694de2d67
c6bc35740d8daada
6b69fcibbiB2feac
35264334c03ac8ad
571£323d96b3a047
271580ed6c3e5650
ca%dB62c5050918
dfe(91dabl82e645
813a43dd2c502043
07a0d8efB2licSela
d43£83727325dd77
483f80a82eare2le
03df11b32d42e203
504£94e4(59%1cffa
d63£68037dde06aa
a678lefelaalce(2
£650857b5babdadd
9ccfb31la86df0£86
63b460e42748817%e
c6bddd2a9931c509
7a52012943d52b05
d2e89bbd91e00he
4b81c3aec976eadb
70505988124351ac
581ecb3385dcdobs
6a3c9b0£71c8bL36
2c074484efleac8e
4797cdeded’70692
3857dfd2£fc37d3ba
abafie9co9i807e51
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64
65
66
67
68
69
70
71
72
73
74
7%
76
77
78

79

5aB06d7e9821a501
aafdb006688a5c45
eeb9c21bb0102598
3b5fed0déalfgbel
46¢c4210ab2ccl55d
29fab5a7Tbf£53366
54ba3sc£56a0340e
1c66£46d95690bcE
181839d4608c79748
Oada78ba2d446140
fbbaaaeS5d0bbadd?
e3711cb65eddil2d
7652¢579¢ch60£19¢
aff62c9665££80fa
£159664H2803575
947c3dfafeeS70et
358406d165aeelab
8c7h5£d491a794cal
20878dcd29cdfafs
054d3536539948d0
33d48dabb5521de2
2bai8245b50dedct
c8960e6haBedbolh
895019%9a6ff3ba3de
654ef9abec389cald
ceb9fc3691¢ce8326
d67806db8b148677
25¢96a7768fh2aa3
10d9c4c4295599£6
%bh4d39778c07£9e
73a54£399fa4bib2
d0B4462a79693ed7

abd44eB6276478d85
cd88lee59%cabbe5id
5aB806d7e9821a501
aaB84b086688a5c45
eeh9c21bb(102598
3b5fed0déalf96el
46¢42102abh2ccls5d
29fabSaTh££53366
54ba35cfh6a0340e
1066£46d95690bct
181839d609c79748
0ada78ba2d446140
fb6aaaeS5d0b6add?
e3711ch6564d112d
7652e¢579¢ch60£19¢
aff6209665££80fa
£f15e8664b2803575
947c3dfafee570ef
358406d165aee%ab
8cTh5£d91a794cal
20878dcd29¢dfats
(54d43536539948d0
33d48dabb5521de2
2hal18245bS0dedct
¢8960e6be864b916
995019z6££3ba3de
654ef9%abec389cal
ceb8fc3691ceB326
d67806db8b148677

a8ldedbb9f19e643
84058865d60ad5fa
ab44e86276478d85
cd9B8lee5%cabbebl
5a806d7e9821a501
aaB4h086688a5cd5
eeb9c21bb0102598
3b5fed0d6alfotel
46c4210ab2ccl55d
28fabBaThEfES3366
54ba3Sc£56al340e
1c66£46d95690bet
181839d609c79748
0ada78ba2d446140
fhéaaaefd0beadd?
e3711cb6564dil2d
7652¢579¢chb60£109¢
aff62c9665££80fa
£1529664b2803575
947c3dfafeebT0ef
3584064165aee%ab
8c7b5£d91a7%4cal
20878dcd29cdfafsh
054d3536539948d0
33d48dabb5521de2
2bal8245bbldedct
cB960etbeB64bl16
99501 9a6££3bal3de
654ef%bec3B89%cad

25c86a7768fb2aal ceh9£c3691ce8326
10d9c4c4295599£6 d67806db8b148677

9bh4d39778c07£9%

25c96a7768£fb2aal

cfcd928c5424e2bb
09aeefhdalédddes
af8ldedbh9fl9%e643
840580865d60a05fa
ab44e86276478d85
cd8Bleeb9catbes3
Ba806d7e96821a501
aaB84b086688a5c45
eeb9c21bb0102598
3bSfedld6alficel
46c4210ab2cel55d
29fabSaThf£53366
54ba35c£56a0240e
1c66£46d95690bct
181838d609¢79748
Oada78ba2d446140
fhéaaae5d0b6add?
e3711cb6564d112d
7652c579cb60£19¢c
aff62c9665££80£a
£15e9664b2803575
047c3dfafeab70ef
358406d165ze=9ah
8c7b5£d91a794cal
20878dcd29cdfaths
054d3536539948d0
33d48dabb5521de2
2baiB245b50dedct
c8960e6bedfdbile
995019a6££3balde
654ef9%abec389cal
ceh9fc3691ceBl26

T4am gié trj tiép theo Yo, Y3, Y2 Ys Ys Ys Ye Y bidu dién @du ra cha vong 13p cudi cling clia ham

vong.

Y, = 6a09%667f3bcco08 W 73a54£399fadblb2 = ddaf3bald36l7aba
Y; = bb67aeB85B84caaTibh W 10d9c4¢4295599£6 = ccdl17349ae204131
Y, = 3c6ef372£e94F82h W d67806dbB8b14B677 = 12ebfadeB9al7ea?
Y, = aS4f£f53a5f1d36f1 W 654ef%abec3BIcad = 0adeeeebéib55d38a
Y, = 510e527fade682dl W d08446aa796%3ed? = 2192992a274fcla8
Ys = 9b05688c2b3e6elf W 9bbdd39778c07f%e = 36baldc23a3feebbd
Y = 1£83d%abfbdlbdelk W 25c96a7768fb2aald = 454d4423643ce8le
Y, = 5belcd19137e2179 W ceb9fc3691ceB326 = 2a%acPdfabdcadof

Gia trj b&m la xau 512 bit sau:

ddaf35a193617aba cod17349ae204131 12e6fade8da%7ea2 (adeeeebdbb5d3%a
2192992a274fcla8 36ba3g23a3feebbd 454d4423643ceBle 2a%acf%4fabdcadsf

A5.4,Vidy4
Trong vi dy ndy xau di¥ liéu 4 xau 14 byte la ban ma ASCII clia

58

'message digest’
Gia tri bam I3 xau 512 bit sau:
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107db£f389d9e9£71 a3a95£6c055b9251 be5268c2bel6d6ecl 3492ea45p0199£33
09e16455able9611 8eBal05d5597b720 38ddb372a8982604 6de66687bb420e7c

A5.5. Vidy5

Trong vi dy nay, xau dr liéu [a xau 26 byte I& ban ma ASCH cla
‘abcdefghijkimnopgrstuvwxyz'

Gid trj bém 13 x&u 512 blt sau:

4dbff86cc2calbae 1lel6468a05ch9881 c97£1753bce36190 34898faalaabed29
955albfBecd83d74 21fe3cl646613a59 ed5441fb0£321389 £77£48a879c7blfl

A.5.6. Vidy6
Trong vi dy nay xau dir liéu 1a xau 62 byte 1a ban ma ASCII clia

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabedefghijkimnopgrstuvwxyz0123456789°

Gia tr bam 12 xau 512 bit sau:

le07be23c26a86ea 37eaBl0cBec7B093 52515a970e9253c2 6£536cfc7a9996¢c4
5c8370583e0a78fa 4a9%0041d7ladceab 7423£19¢c71b%d5a3 e01249£0bebd5894

A5.7.Vidy7

Trong vi dy nay x&u d¥ liéu 14 xau 80 byte 13 ban ma ASCI l&p 8 1&n xau
1234567890’

M3 bam 14 xau 512 bt sau:

72eclef1124a45b0 47e8b7¢75a932195 135bb6lde24ecOdl 914042246elaec3a
2354e093d76£3048 b456764346900cbl 30d2a4fd5ddléabb 5e30bcb850dee843

A58 Vidy8
Trong vi dy nay x&u dtr liBu 14 x&u 56 byte 1a bdn m& ASCII cla
*abcdbedecdefdefgefghfghighijhijkijkijkimkimnimnomnopnopq’

Mé& bam |a x&u 512 blt sau:

204a8fc6dda82£f0a Oced7beb8e08ailé 57cléefd68b228a8 279be331a703¢c335
96fd15c13b1b07£9 aald3bea57789cal 31ad85c7a71dd703 54ec631238ca3445

A.5.9. Vidy9
Trong vi dy ndy x&u di¥ liéu 1a xau 1000000 byte 1& ban ma ASCIl ki ty ‘a’ lap 10° 1an.
M& bém la x&u 512 bit sau:
€718483d0ce76964 4e2ed2cTbcl5b463 8elf98b13b204428 5632a803afad73eb
de0ff244877ea60a 4cb0432ce577c31b eb009c5c2¢c49aa2e 4eadb217adBecOOb
A.5.10. Vidy 10
Trong vl dy ndy x&u d(r liu 12 x4u 112 byte 13 bin ma ASCII clia

59
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‘abcdefghbedefghicdefghijdefghijkefghijklfghijkimghilkimn

hijkimnoljkimnopjkimnopgkimnopgrimnopgrsmnopqrstn

(khéng ¢ xudng dong sau n GAu tién).
Sau qua trinh dém, hai khéi 16 ti¥ nhan Gwoe tir xau di liéu nhw sau:

61626364
65666768
696a6bbc
6d6e6£70

00000000
00000000
00000000
00000000

65666768 62636465
§96a6b6c 66676869
6d6e6£70 6abbbeéd
71727374 6e6£7071

00006000 00000000
00000000 Q0000000
00000000 00000000
00000000 00000000

66676869 63646566
6atb6c6d 6768696a
6e6£7071 Ebbobdbe
72737475 80000000

00000000 00000000
00000000 00400000
00000000 00000000
00000000 00000000

6768696a
6b6cbdée
6£707172
00000000

000090000
00000000
00000000
00000000

opgrstu’

64656667
68696a6b
6c6déett
00000000

0000C¢000
00000000
00000000
00000000

68696a6b
6codbedt
70717273
006000000

00000000
00000000
00000000
00000380

Céc gid tri Xo, X1, X2, Xs, X4, Xs, Xs, X7 (biéu dién dwéi dang thap luc phan) thu dwgre trong tién trinh

khéi dAu tién:

60

init

10
11
12
13

14

€a09%667£3bcc908
510e527£ade682dl
féafce9d2263455d
58ch0218e01b86£9
0b7056a534ae5£62
£8¢7198fe3%e4c8c
2ca82233760c9942
303ecceed65953de
a023£17ce52cda
ffdeaSeedcc9cad2
8£0a67d9d5%1ala?
cbdcfbbl66505£2€F
b466267371acc493
73d6cB4c54d399%ee
658269f1all2fccd
cdcd40314975£b275
6523519c5b88181b
a657850ab3970c5a
56604£bb4b6393ec
eB8b3be22fbe6ddf?
04562769a37402c0
0062e70alef705¢c1
27c0bdc9186e1736
be9740477a18ae2d
£17£52£b02£4eb74
be58522cb9590eel
£2c245ac903d4a3b
49dS5fa3alédcds502
Sh(4175ea8090daa
ec9c5e98££98760d
481bBabee5e07031
€4d35b613abacd420

bb67ae8584caa73b
9b05688c2h3ebelf
6a09%e667£3bec08
510e527fade6B2d1
f6afce9d2263455d
58cb0218e01bh86£9
0b7056a534ae5£62
£8c7198fe3%408¢c
2caB2233760c9942
303eccccd65953de
a023f17ceb2cda’b
ffdeeSeedenlcas2
8£0a67d9d591ala?
cbdcfbhl166505£2F
b466267371acc493
73d6c84c54d3%%ee
658269£f1a312fccd
cdcd0314975£b275
65@3519¢5b88181b
ab57850ab3970c5a
56604£fbb4b6393ec
e8b3be22fbe64d£?
c4562769a37d02¢c0
0062e70alef705c1
27c0bd4c9186e1736
bc9740477al8ae2d
£17£52£b02£4eb74
be58522¢cb9590eel
£2c245ac903d4a35
49d5fa3al 6ded502
9b04175ea8080daa
ec9c5e98££98760d

3c6ef372fe94£82b
1£83d%abfbdlbdéb
bb67ae8584caa73b
9b0568Bc2blefclf
6a09e667£3bcc908
510e527fade682d1
fhafcedd2263455d
58ch0218e01b86£9
0b7056a534ae5£62
f8c7198fe3%4aBc
2caf2233760c9942
303eccccda5953de
al023£17ceb52¢cda’b
ffdeeSeedccicad2
8£0a67d9d591ata?
cbdcfbbl66505£2F
b466267371acc493
73d6c84c54d39%ee
658269f1a312fccd
cdcd0314975£bh275
65e3519c5b88181b
a657850ab3970¢c5a
56604£bb4b6393ec
efb3be22fbe64df7
c4562769a37d02c0
0062e70alef705cl
27c0bdc9186e1736
bec8740477a18ae2d
£17£52fb02f4eb74
be58522cb9590eel
£2c245ac903d4a3s
49d5fa3alédcd502

aS4££53a5f1436f1
5baelcdl19137e2179
3c6ef372fe94£82b
1£83d9ab£fb41bdéb
bb672e8584caal3b
9b05688c2b3ebelf
6a09e667£3bcci08
510ae527fade6B2dl
féafce9d2263455d
58¢h0218e0ih8RE9
0b7056a534aeh£62
£8c7198fe39%4che
2caB2233760c9942
303ecccedb5953de
a023£f17ce52¢da’b
ffdeeSeedccicad2
8£0a67d9d591ala?
cbdcfbbl66505£2fF
bd66267371acp493
73d6cB84c54d38%ee
658269f1a312fced
cdcd40314975£b275
65e3519¢5bB8181b
a657850ab3970c5a
56604fbb4b6393ec
e8b3be22fbabddf7
c4562769a37d02c0
0062e70alef705¢c1
27c0bdc9186e1736
bc9740477a18ae2d
f17£52fb02£f4eb74
ba58522cb9590eel



15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
33
36
37
38
39
40
41
42
43

44

9356ac3ec3ie51459
701£17d27582443b
bB89%ed34abd7aa3?
1d05d9%a779%al1a78
bf537bl£3ede7381
¢362££9c£932951d
ddedddS54eB242ad8
45924e6888919£36
05£3fbadS4eS5de3d
caed4b5fa322b984
cdb73772dc0248bt
dc8049afa6acd502
1d47a3268££677ed
8407818e9b28cci2
afde23eb622d0d£4
64b5aa5424598428
be50606778del4a6
0a5d727cc92e7adb
821e44£6678ac478
£367e596d0a038a5
0c852b1359a77cl8
6decBa3396a80c3f
ebb574fad4h7aled
aZ24lelefclebhbf£y
a(92821c3cdf08da
cB42849917a7c08Be
82ba2ela2df2a4dfl
61845£6924789851
1959%9ad991cé3dlea
231faf24910a891a
9b32d4cacd9aé25b
533066919d608799
dc55339£4d841965
e2517£359998a58d
fdebb1283b12514F
b1989170a183¢c661
b44¢c7975a83e3334
009ad175bBd56824
Obac6lbfc53d18b7
a7d54164690557b8
392893¢22e75856a
7a7c9%b7bcB8l13248
824408631432e09b
Se686a9fda56d6bf
ab4162f151a8cich
0£57062401dc680b
822537abadlel5al
4£4cl193d435££721
bB0591£6fbfadcde
00£4407c0£37237¢
08f151f4bBd0fa2e
ec8b96£fe402094cd
12h5fcc2b68£65¢0
d688101d£d24a148
a71bf5bd64289948
e052bfb7a6945939
890c2¢cd670cdaeal
ddi3ededeeff00e?
cab6l990b43297ffc
139%aa55c51d9%eeSL

481hBabee5e07031
edd35b613abacd20
9356ac3ec3e51459
701£17d27582443b
b88%ed34abdlaal?
1d05d9%a779a1a78
bE537blf3edc7381
c362££9c£932951d
ddeddd54eB242ad8
459e4e6888919£36

9b04175ea8090daa
ec9¢5e98££98760d
481b8abee5e07031
e4d35b613a5acd20
9356ac3ec3e51459
701£17d27582443b
b889%ed3dabd7za3?

1d05d9%a779a1a78"

b£537b1£3edg7361
c362f£9c£932951d
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£2¢c245ac903d4a35
49d5fa3al6dcd502
9b04175ea8090daa
@c9c5e98££98760d
481h8adeedel7031
edd35b613a5ac420
9356ac03ec3e51459
701£17d427582443b
b88%ed34abd7aa3?
1d405d9ba779%a1a78

05£3fbad54e5deld ddedddS4e8242ad8 bf537b1£3edc7381

caed4db5fa322h984

459%94e6888919£36

C362££9c£932951d

cdb73772dc0248bf 05£3fbadS4eS5dedd ddedddS54eb242ad8

dc8049afabacd502
1d47a3268££677ed
8407818e9b28ccl12
afde23eb622d0df4
64b5ae5424598428
be50606778deldas
0a5d727ccH2e7adb
821e44£6678acd78
£367e596d0a038a5
00852b1359%a77¢c18
6decBa3396a80c3f
ebb574fad4db7aTed
a24leTefcleb6ff9
a092821c3cdf08da
cB4e849917a7cl8e
82ba2ela2df2adfl
61845£6924789851
1959ad991c63d06a
231£af24910a891a
9b32d4cacd%a625b
$33066919d608799
dec85339£4d841965
e2517£359998a58d
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80a0d154506b37c4
bhega3b3bbifefab
fh90aBa76dealbfe
6€5234d45b5049=665
£517b690d4940a294
eddd663£444313be
bh70883992932880d
deSdd7cl2blchbald
b2a2be??b0£fc£3bf
50fca57201e19874
B8575839bL0£00472L
bd7176bd0a9bh2£2
4405d2765deladfc
7cad4916£2cd8dbil
eec6fcabaassi7esl
The0h7e70hdahes3
bb3£fcd7585h5%e32
2201c7cbd34e31ife
0el09% £fcd7927341

082ba62147ecbbdb
34fa78473b61266e
8790£6ba82bbaf0d
d491e309141dcaa3
atbBaefd086d33ce
044943c2992¢calf0
bf2324a9%a363abe’
0cf5f4bde5977¢54
00eB8e32076a6laff
43bfdeb269a2650c
f0376dff66L£Ef4a?
69£a5896969e85b8
2fadl194272cdalds?
dadb81.9d663bhThéec
9ae56936e85325a0
(4ceb(4676618057
d94ecchRfb3£53433b
dcdoD£45813fb5a2
837£8075d2945995
272h5f79a91419d8
786bdes89f7aab2d
566586a69ad3£487
276457£01812aa6f
e78fb8b0dfhbas2f
0deS19£5d6c2c298
S5ca3eS5cdla3fbhobd
54314df£f825a2b22
bBla5lelc96ccf??
5d3£98dd7h29c363
95349494f5a0d14a
Sed%dad26aalddabs
d22ecccadle3flcdd
3b62dd973298ea43
acab5d06101e514e
£d258££809b2253d
26c951e85352da6f
bd62a2(846afdld
291eeebdcol34c326
d5471e3dc7171224
Oaaf99c59%e7fadbd
9ace856bal2%0ebe
658£0beas3804405
8020d154506b37c4
bbe6e3b3bb7fefab
fh90aBa?sdealbfe
65234d5b5049e665
£517h690d4940a294
edddh63f44d313he
b7088358929328804d
deSddiciZblichéel
b2a2ba17Th0fof3bE
5E0fca57291e19874
8575839b0£08472b
bd7176bd092bb2£2
4405d2765deladfc
Tcaddl6£2cd8dbil
eecbfcabaabb7661
7hbeldb7e70bdabe53
bb3£fcd7585b59%e32

5b634502£1671535 d43e5686506£205d 2201¢7cbdide3lfe



44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
7
72

73

£1438c9cf271iclbe
ad8acled966b2dcé
aldcaffdbefbidda
Sed6e9£915099¢34
985ba373680b8e%4
7d4clabeé76bladb
807£45784852303f
082ee70d3£352aac
d9c523173blalel5
e301dca32c44calds
b6d£019ca815cafh
784b3a461a665640
4273642921b2a645
08a30fafe981f2ec
7aab58dbelb9df7h
2749c52d0b3d1225
974ddd552aecléce
a%6chfb416a591f
55e0b99d4404f6ca
6c24ad697b41blhI
901£632579caleece
dee99476dblbb729
£90db9£2%2a60463
5401644992a1£8b8
Sb906a7d£1007357
£5e402ea21dbfd1b
71a0a%98fb48clfc
96bece755cd203ch
c25e798250752535
9d548440d8el10£2
1ced£2591812e6ae
b272852537a83¢c£27
cl700e250dg6ffed
970088839126bdas
£f8e6924412£fd0c64
d50cf4£73910e3ee
d33e0a39%eeed 7528
1b6d7234acelsd?7d
3960545ab926c0d5
9eabb5618b4fcdl3
b2cl64d71labb92fe
£1736fbbfhéebe?2
4d979e985b067e75
d1£b300£35992350
59d0238cel37abd?
5£3c64b7546e2cec
b£8d9453b%876b0a
6c27893a31b0e07e
c45dd4a2d2feals9
48253e21b26d8cE9
e08471946c17b0b6
714e2adf4e23££24
bd838clc28feeTbe
371£12£333£7e5b9
851cf60a77£6ebdl
a2a475deaclebbd2
£53d23c50249af2d
l1e99%cae9d4cf0409
b81e85d427045550
£5794711faa60£63

£5756£847bfaefb?
e2d307£d94£4818a
£1438¢9c£271c06e
ad8acled966b2dcé
aTdcaffdbefbldia
9¢46e9£915099¢c34
985ba373680bfad4
1d4clabct76bladh
807£45784852303fF
082ee70d3f352aac
d9c523173blalelb
@301dca32cd4cals
b6df019ca515cafb
754b3a461a665640
427a642921b2e645
08a30fefe981f2ec
Taab58dbelb3df7hb
2749¢c52d0b3d1225
974ddd552zaecl bca
a%eb6chfbql16a591f
55e0b99d44404f6ca
6¢24ad697b41b1b9
901£63257%elees
4ee99476dblbb7a9
£90db9f292a6q363
5401644992a31f8b8
9b906a7d£1007357
£5e402ee21db8915
71a0a998fbh48c0fc
96bece755cd203ch
c25e798a50752535%
9d548440d8e110£2
lced£2591812etae
b27252537a83¢£27
cl700e250dceffed
970088839126bdas
£8e6924412£d0c64
dS0cf4£73910e3ce
dS53ela3%eeed7528
1b6d7234acels5d7d
3960545ab926c0d5
9eabb5618bdfcdl3
b2cl64d71labb92fe
£1736fbbfbebe?2
4d979e985b06775
d1£b300£35992350
59d0238cel37abd7
8£3c6db7546e82cec
b£8d9453b9876h0a
6c27893a31blel?e
c45ddda2d2fealss
48253e21b26d8cES
e08471946c17b0b6
T1de2adfde23££24
b4838¢cle28feebe
371£12£333£f7a5h9
851cf60a77£6ebdl

a2a475deac0eBbd2’

£53d23c5024%af2d
le%9%cae9d4cf 0409

55c0dba83bcdcéed
Sb634502£1671535
£5756£847bfaef67
e2d307£d494£4818a
£1438c9cf271clbe
adBacledd966b2dcé
a7dcaffdbefh9dda
9e46e9£915099c34
985ha373680b8e94
7d4clabe676blash
807£45784852303€F
082ee70d3£3%2aac
d9c523173blaleld5
e301dca32cddcals
b6d£019ca515cafb
754b324612665640
427a642921b2a645
08a30fefed81lf2ec
Taab58dbalb9df7h
2749c52d0b3d1225
974ddd552aecléce
a%ebchbfhdlea591f
55e0b99d4404£f6ca
6c24ad697bdiblbhl
901£63257%ealeee
4ee99476dblbb7a9
£90db9£292a60463
5401644992a1f8b8
9b906a7d£1007357
f5e402ee21dbB8915
71a0a998£fb48clOfc
96bece755cd203ch
c25e798e50752535
9d548440d8e110£2
lced£2591812e6aa
b27252537a83¢c£27
c1700e250dc6ffed
970088839126bda$
£8e6924412£30c64
d50cf4£73910e3ee
d53e0a3%eed 7528
ib6d7234acel5d7d
3960545ab926c04d5
9eahb5618b4fcdll
b2c164d71labb92fe
£1736fbbfb6ebe72
4d9792985b(067e75
d1£h300£35982350
5940238cel37abd?
5£3c64b7546e2cec
h£8d9%453b9876bla
6c27893a31b0el%e
c45ddd4azd2feal59
48253e21b26d8ct9
e08471946cl17hC0bs
Tl4e2adfde23££24
b4838clc28ferlbe
371£12£333£7e5h9
851¢f60a77£6ebdl
a2ad75deacles8b4d2
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0el0%efc47927341
d43e5686506£a05d
55c0dba83bcdcbeld
5b634502£1671535
£5756£84Tb£aef67
e2d307£d494£4818a
£1438c9¢c£271c0be
ad8acled966b2dcé
a7dcaffdbefb9dda
9e46e9£915099a34
985ba373680b8e%4
7ddcl0abc676blasb
807£45784852303f
082ee70d3£352zac
d9c523173blalels
e301dca32c4dcal5s
b6df019ca515cafb
754b3ad461a665640
427a642921b2e645
08a30fefed8lf2ec
7aab58dbelbidf?h
2749052d0b3d1225
974ddd552aeclébce
a%efcbfb416a591f
55a0b99d4404f6ca
6c24ad697b41b1bg
901£63257%eleee
42e99476dblbb7a%
£90db9£292a60463
5401644992a1f8h8
9b906a7d£1007357
f5ed(2ee21db8915
Tia0a998fbd8clfc
96bace?55cd203ch
c25e798e30752535
9d548440d8el110£2
1cedf2591812ebae
b27252537a83¢c£27
c1700e250dc6ffad
970088839126bdas
£8e6924412£d0c64
d50c£4£73910e3ee
d53e0a3%eeed7528
1b6d7234acel5d7d
3960545ab926c0d5
9eabb5618b4fcdl3
b2cl64d71abb92fe
£1736fbbfbbebe72
4d979e985b067e75
d1£fb300£35992350
59d0238cel37abd?
5f3c64b7546e2cec
bf8d9453h9876b0a
6c27893a31blel7e
c45dd4a2d2£fealb9
48253921b26dBcf9
e08471946¢c17b0k6
714e2adfde23££24
b4838clc28fee7bc
371f12£333f7e5b9
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74 ae70c7dllea84af3 bB81ef5d427045550 £53d23¢c5024%af2d 851c£60aT7f6ebdl
dc0d633411c289b2 £5794711£faab0£63 le99%caedd4cf0409 aZad75deacletbd2
5c54552e13c76135 ae70c7dlleaf4all bB1e85d427045550 £53d423c50249%9af2d
1620d45479e924b9h dc0d633411c289b2 £5794711faa60£63 1e99caefd4cf0409
03a0£79087078a93 5c54592e13c76135 ae?&c?dllaaﬂdaBS b81e85d427045550
57e90fa678edccd7 1620dd5479%e94bsb dc0d6334110285b2 £5794711Ffaab0£63
Bdf0baaddcéed50c 03a0£79087078a93 5c54592e13¢76135 ael0c7dllealdalld
c6al246f7f0bdact 57e80fab78edcqd7 1620dd547%e94b0%b dc0de33411c280h2
bfa9£194894db5b6 8df0baaddctedSlc (3a0£75087078a93 5c54592el13¢76135
90bb8597bb4idala cba?7246£7£0bdacs 57e50fa678edccd? 1620d4d547%e94h%
4b7c99fbaf72a571 bfadf194894db5hé 8dflbaaddcbedS0c 03a0£79087078a93
78955227fde03a42 90bb859Tbhdldala c6e7246£7f0bdacé 57e90faé78edccs?

75
76
17
78

79

Tam gid tr tiép theo Yo, Yy, Yz Ys, Ya Ys Ye Yrbidu dién dAu ra buwdc 18p cubi cling clia ham vong:

4319017a2b706269
¢d4bH5938baeSels
0186b£199£30aad5
6ef8h71d2£810585
d787d6764b20bgda2

W 4blc99fhaf72a571
W bfa%£194894db5bé6
W B8df0baad4ctedSlc
W 03a0£79087078a93
w 78955227fdel3a42

Be959h75daelll3da
= Bcf4£T2814£fcl43f
= B£777%c6eb9f7fal
= 7299%a9adb6889018
= 501d28%e4900£7e4

Yo =
Y, =
Y, =

e

Yy m
Yy =

Y; -
Y; =
Y': =

a260144709736920
00ec057£37d14h8e
06addsSb50a671072

W

1]
w

90bb8597bb4d1dala
c6e7246£7£0bdacé
57e90£a678e4cci?

331b9%dec4b5433a
c7d329%eb6dd2654
5296e55b874be90%

Gié trj bam thu duwoc dbi véi ban tin nay 13

8e959b75dae313da Bof4£72814£c143F 8£7779c6eb9£7fal T729%aeadb6889018
501d289e4900£7ed4 331b99decdb5433a ¢7d32%eeh6dd2654 5edfe55bR874bed)s

A.5.11. Vidu 11

Trong vi duy nay xau d(r liéu la xau 32 byte 14 ban ma ASCIl cla
‘abedbedecdefdefgefghfghighijhijk’

Ma bam | xau 512 bit sau:

c50e7a500d4058bf 530ec603ba6b032a 989a3e(l332340090 dc5l086efdBch222
09027932ea830£9b 6bc09dafes882£908 38c2c91018245904 828¢1232£fc0942eb

A.6. Ham bim chuyén dung 6

A.6.1. Vidu1
Trong vi dy nay, xau de lidu [ mdt xau réng, tic a x8u cé 9 dai bang khdng.
Ma bam 1 xau 384-bit dwdi gay:

38b060a751ac9638 d4cd?327eblble36a 21fdb71114beN?43 4clcc7bfb3£6alda
274edebfe76£65Lfh d51ad2£14898h95b

A.6.2. Vidy 2
Trong vi dy ndy, xau dir liéu gdm mét byte duy nhat, chinh [ ma ASCII ciia ky tw ‘a’,
Ma bam la xau 384-bif dwéi day:

54a50b08f22b0b8QO8 80d8427e548b7c23 abd873486e1£035d celcda97e8517503
3caaBBebdiTho35e faelbS5afd3145£31
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A.6.3.Vidy 3 .
Trong vi dy ndy, xau dt liéu |14 x&u 3 byte gdm ma ASCII clia ‘abc’. N6 turong tng véi xau bit:
‘01100001 01100010 01100011’
Sau qué trinh dém, khéi don 16 tir nhén dwge tlr xau di¥ 18U nhw sau:
61626380 00000000 00000000 00000000 00000000 00000008 00000000 00000000
00000000 00000000 00000000 Q0GO0C0O0 00000000 00000000 00000000 00000000

00000000 30000000 00000000 00000000 00000000 00000000 00000000 04000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018

Céc gia trj Xo, X1, Xz, Xa, X4y X5, Xe, X7 (biéu di&n dwéi dang thép lue phan) thu dugo:

init
0

1

10
11
12
13
14
15
15
17

18

cbbbh9d5dc1059ed8
67332667££c00b31
470994ad30873£88
bd03£724ba6075£9
2e91230306al2ael
5elbdal£95372h%e

629a292a367¢cd507
Beb44a8768581511
cbbb9d5dc1059ed8
67332667££c00b31
470994ad30873£88
bd03£724be6075£9

eebeld379be707ad 2291230306al2ael

54074a65a0£34336

5e1b491695372h%

e308483153e15ad6 eebe5d37%he?07ad

086c5b2d36a89178
3a7a023c593d8479
8aall44850633794
333199a85£92b052
Ta6316f0ef047ce?
T6£07412134d2ef6
T4063cha38s£0675
02£2a04d3aabl1629
1688L9b£14980£c0
73e5h2a1704a0349
£a00139£70590740
bf3£67hal2882648
652e311d4£0a4257
33254508bb2eadsd
9el18991c4£39£f0ha
clfdh2a0205ealad
04732¢8hbc4 044582
185£9££038a50£39
8bdacfcidzh8afat
ebf06744c0d7563a
2£a9%3dlced523015
Te3d2dc0e9£414783
3a9550aaa5e75884
lgab6159ae8Teféd
153b895cfbcd36ch
33ef2cebbf173%aa
9dlabdbafidi6eaa
Tdfibe5£1b87d6ca
5h6elsddifeBeldl
63a24014a34bb0£6

54074a65aef34336
e308483153e15ad6
086c5b2d36a89178
3a7a023c553d8479
8aal144850633794
333199a85£92b052
Ta63lefQafQiTceT
76£0741213dd2efs
74063cha385£0675
02£2a04d3aablé29
16808b9bL14980£c0
73e5b2a1704a0349
£400139£705907d0
b£3i£67bal2882648
652e311d4£0a4257
33254508bb2ead8d
9918991c4£39f0ba
clfdb2a0205eale5
04732e8bcd044582
185£9££038a50£39
Bbdacfcid2bbafesd
€5£06744c0d7563a
2£a93d1ced523015
Ta32dc0e9£414783
3a9950aaa5e75884
leabbl5%ae87eftd
153b895cfhed36es
33ef2cebbf173%aa
9dlaédbafld3c6aa
7d£f1b65f1b87d6ca

9159015a3070dd17
dbllc2eds4£98£a7
629a292a367cd507
B8ab44a8768581511
cbbb9d5dc105%eds
67332667f£c00b31
470994ad30873£88
bd03£724be6075£0
2291230306a12ael
S5elb4el695372b%
eebab5d37%e707ad
54074a65ae£34336
e308483153e15adé6
D86c5b2di6a89178
3a7a023c593d8479
Baall44850633794
333199a85£92b052
7a6316£0e£047ce?
76£0741213dd2ef6
74063cba385£0675
02£2a04d3aabl629
1688b8b£14980£c0
73e5b2a1704a0349
£400139£70590740
bE3£67bal2882648
652e311d4£0a4257
33254508bb2eadfd
8e18991cd£39f0ba
clfdb2a0205ealeb
04732e8bc444582
185£8££038a50£39
8bdacfcdd2bBafed
a5£06744c0d7563a
2£a93d1¢ced523015
7e32dc0ed£414783
3a9950aaabe75884
leabbl59%aeB87efed
153b8950fho436c5
33ef2cebbfl73%aa
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152fecd8£70e5939
47b5481cdbefadfad
9159015a3070d:d17
db0c2e0d64£98fa7
629a292a367cd307
8ebd4a8768581511
cbbb9d5dc1059%eds
67332667££c00b31
4705%4ad30873£88
bd03£724be6075£0
2a91230306al2ae0
5e1b4e1695372h%e
eebe5d378be707ad
54074a652e£34336
e308483153e15ad6

-086c5b2d36a89178

3a7a023c593d48479
Baal144850633794
333199a85£92b(52
7a6316£0ef047ce?
76£0741213dd2ef6
74063¢cha385£0675
02£2a04d3aabl629
1688b9b£14980£c0
73e5b2a1704a0349
£A00139£705907d0
bf3£f67hal2882648
652e311d4£0a4257
33254508bb2eadd
918991c4£39£0ba
clfdb2al205ealed
04732e8bc4044582
185f9££038a50£39
Bbdacfcdd2b8afeb
e5f06744c0d7563a
2£a%3d1ced523015
Te32dc0e9£414783
3a9950aaa5e75884
leab6l5%ae87efb6d

67



TCVN 11816-3 : 2017

68

19
20
21
22
23
24
25
26

27

. 28

29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

48

elle6l(eaa680d85
flaabd313309509b
674385£0d87db 94 £
9ba7372e88a72¢c64
3fc2614043906c0f
042c2dc9as5bEf558a
19316babc88ell1£2
7799c75acc748cOf
a7bbd65bf64£58¢c8
ccf99a80f92bf002
eb2a24faedeBfcYh
ae993474363efeb8
587£308d458681928
335063d1za2aec92f
c2d6d65e38céeal9
53a78blccallba3’
3b6ba26¢3ci2eBE3
ab7££ak29£622930
b9d8a2£2762901ea
e428bb43afe3d63e

6aB527525£898726

bbedbf41a5128088¢c
7973aadbde294be$
4¢5c3BdfTecBbafd
422ceeal200aleed
4bad56e0244033ed
Te£40857056d486L0
aadabab2ac5£5dds
ad2blecfbsbfch56
9cb941£2¢ced774b3
023£66cTb4569bE0
39265£358594de27
3f7blc260c82e541£
09cozd487d39b02al
4a22b37b58a5b1b0
d48d97ced38cfdf0
a23%e0(bh8baal410
d6fdle25a8b634d6
25755ch8179dd0b0
54078334358573b4
0e418£b0802blefc
db24£%a03f4£££6b
d30e9954b394b0S0O
3604c53a845efcl?
791h2b4af7338L99
£41blcleeeBibdcé
@319h77d%edeB87£9
36644a2374632e3a
458250878a3972b2
88806f6aa9fcd6bb
cfde2ebea’dfadi6
51dcaa36995¢301d
e37£778353998050
ef5e3885a2£238df
740e347f24el18fda
@b3753£4283£4818
0aedB8cf840bb8bed
a6998d63a5d09%e04
@21085012ea0b722
d3698fH64d£175b0

5h6e369d36e8el8l
#3a24014a34bbl£f6
e13e610eaa680d85
flaahd313309509h
674385£0d487db%4f
9ha737ae88a72¢64
3£fc2614c43906c0f
042c2dc9a5bfs58a
19316babc88e01£2
7799c75ac0740c0f
a7bbd65bf64£58¢8
ccf99a80£92b£002
e52a24faede8fclb
ae993474363efeb8
587£308d58681928
335063dla2aec92f
¢2d6de5e38c6ea’d
53a78b0ccalibal3?
3b65a26c3c92¢8£3
ab7££fa529£622930
bad8a2£2762901ea
e428bb43afeld6le
6aB8527525£8968726
bbed541a5128088c
7973aadbde294be’
4¢c5e38dfTecBbafd
422ceeal20029%ced
4bad56ec244033ed
7c£40857056d86b0
ad2blecfbihfab56
9ch941f2ced774b3
020f66c7b4569h 10
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ca062219¢c701096 c7£7bff08ebf0d30 c4b149710£5d6a71 £660943b27678617
79 £f44d7e1849dbfb3 5306143£64497b00 95d33150de6dfd4c 055b73814cf102b4
1952e0c3a227c0£2 ca06a219cc701096 c7£7b££08ebf0d30 c4bl49710£5d6aT7l

Tém gid tri tidp theo Yo, Yy, Yz, Y3 Y, Y5 Ye Y7 biéu di&n diu ra clia vong I&p cudi cling clia ham
vong:

££44d7e1849dbfb3 = cb00753f45a35e8b

Y, = 62%a292a367cd507 5306143£64497b00 = b5a03d699%ac65007

Y, = 9159015a3070dd17 w 95d33150de6dfddc = 272¢32ableded16l

Y, = cbbb9d5dc105%eds W
W
w
Y, = 152fecd8£70e5939 W (055b73814cf102b4 = 1aB8b605a43ff5bed
W
W
)
w

Y, = 67332667£fc00b3l W 1952e0c3a227¢c0£f2 = 8086072balalce23
Y; = 8eb44af768501511 ¥ cal6a219%cc701096 = 58baecall3d4e825a?
Ys = dblc2e0d64£98fa7 W c7£7bff08ebf0d30 = a303edfdf3b89cd?
Y, = 47b5481ldbefadfad W c4bl49710£5d6a71 = 0c66918eceS57Thals

Gia trj bam 1 x4u 384 bit sau:

cb00753£45a35e8b b5a03d699ac65007 272c32ableded163 1a8b605a43f£Shed
8086072bale7cc23 58baecalldcB825a’

A.6.4. Vidy 4
Trong vi dy nay xau di liéu 1a xau 14 byte |a ban ma ASCII cla

‘message digest’

Gia tri bAm 13 xau 384 bit sau:

473ed35167ec1£5d 8e550368a3db38be 54639£828868e945 4c239£c8b52e3c6l
dbd0d8bdde1390c2 S$6dcbb5d5£d99cds

A.6.5.Vidus

Trong vi du nay, xau d¥ liéu 1a xau 26 byte [a ban mé ASCII clia
‘abcdefghijklmnopgrstuvwxyz'

Gia trj b&m |a xau 384 bit sau:

feb67349d£3db6£5 924815d6c3dcl33£f 091809213731feSc 7b5£499%e463479%
£2877£5£2936£a63 bb43784b12£3ebbd

A.6.6. Vidy 6
Trong vi dy ndy xau di¥ liéu |1a xau 62 byte l1a ban m& ASCIl cla

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456 789"

Gia trj bam |4 x&u 384 bit sau:

1761336e3f7cbfe5 1debl37£026£8%e0 lad4B8e3blfafab40 39cli64ee8732£11
a5341a6£41e0c202 294736ed64dblatd

AB.7.Vidu7
Trong vi dy ndy x4u di liéu 1a xau 80 byte bao gdm 8 phép I3p clia ban ma ASCII clia
‘1234567890
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M& bam la x&u 384 bit sau:

b12932b0627d1c06 0942£54477641556 55bdddalc9afaédd 9b9ef53129afibst
b0195996d2dedcal d£9d821ffee67026

A.6.8.Vidy8
Trong vi dy ndy xau d( liéu 1a xau 56 byte |a ban ma ASCII clia

‘abedbedecdefdafgefghfghighijhijkijkljkimkimnimnomnopnopq'

Ma bam a x&u 384 bit sau:

3381£dddfc8dc739 3707a65b1b470939 7c£8b1dl62af05ab felf450deS£36bch
b0455a8520bcdebf S5fedSblfe3c8452b

A.6.9.Vidy9
Trong vi dy ndy xau die liéu 13 xau 1000000 byte [& ban m& ASCII fong tng ki tw 'a’ duge ldp 10° I&n.
Ma bam la xau 384 bit sau:

9d0e1809716474ch 086e834e310adalc ed149e9c00£24852 7972cec5704c2a5b
07bBb3dc38eccdeb aed7ddd87£348985

A.6,10, Vidy 10
Trong vi dy ndy xau dir liéu 1a xau 112 byte la ban ma ASCII clia

*abcdefghbedefghicdefghijdefghlkefghijkifghijkimghijkimn
hijkimneijkimnopjkimnopqkimnopqrimnopgrsmnopqrstnopqrstu’

Sau qué trinh d&m, hai khél 18 tir sau nhan dwee tir xAu di l1éu:

61626364 65666768 62636465 66676869 63646566 6768696a 64656667 68696a6b
65666768 696a6b6c 66676869 6abbbebéd 6768696a 6b6c6dée 68696a6b Gced6ett
696a6b6c 6d6e6£70 6a6b6c6d 626£7071 Gbécbdbe 6£707172 6cedbebf 70717273
6d6e6£70 71727374 6e6£7071 72737475 80000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 000C0000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000380

Céc gid tri Xo, X1, Xz, Xs, Xe, Xe, Xs, X7 (bidu din duéi dang thap lyc phén) thu dwec trong tién trinh
khéi du tién:

init cbbb9dSdc1059ed8 629a292a367cd507 9159015a3070dd17 152fecd8f70e5939
67332667££c00b31 8eb44a8768581511 db0c2e0d64£98£a7 47b5481ldbefatfad

Al



TCVN 11816-3 : 2017

72

0

1

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

29

4709949195eda6£0
bd03£70923c6dd6l
78d3£8b003a38303
aell67£071cdl8a36
ed59d30bef£95306
cl80c7a74edSeflf
Be7fe2aba3168f2b
d92d19667920h327
1174£8b374a9263a
dd371£2d13661052
27aaafb7fhef806b
21af3c6430a%af9c
b352d0320bd34465
69397de9%a30e1473
412db7£990563d7¢
5062£d5924e2bb2a
0£79040546e6adf7
6b6c511b25a6bdbe
abf02410f67b8ee7?
dac695b91543ae80
97aa05d89b8dbebd
83b8b72646c0h598
23d0a36b692118eb
a5fecs5155e221e8¢
el(41368d2fcala2
ae01675b£fb003180
45bdé£fa%efec540d
¢35ccS50clcETef98
c237fa23abb9belé
albcd£134b28923e
b4092d£f1c0£81853
00817Bel7£fa649£2
21e5c91d411802¢c13
a26dfal4edBcob63
2c957137cd4304a5
6be210614b10949h
2180e6lafe322bc?

-+ 76396996200065£7

£2911clic%6e85f£5
1bc2160£4£3711de
S5eabl0blf%a5143a8
98d2b194201£2bb6
29c5348d87cd5590
4324c8caccf7753¢
33c6b4aliesb7clc
d49cefSbd2decl21
ldbdeeb06d2a7a96
b17d15b397521ab3
Scef5b2£00142660
789%9e540£22e13932
££74£4a2162435903
6o0be33dccee?572
41740b73629676a9
d8ed(1251592datkg
931059£e9279£f14
7£31116887e2a596
356d08d982e2ead4
40c28c34blbbe 06
89d¢B25e7235c74b
7a49%ae05daS0bf2

cbbb8d5dc1059% 48
67332667££fc00b31
4709949195eda6fl
bd03£70923c6dd61
78d3£8bc03238303
ae067£071cdl8a36
ed59d30bef£95306
clB80c7a74edScflf
feT7fe2aba3ié8f2b
492419667920b327
1174f9h374a9263a
dd371£2d13661c52
27aaafb7fbef8l6b
21af3c6430a%afic
b352d03a0bd34d65
69357de%a30el1473

629a292a367cd507
Baeb44a8768581511
cbbb9d5dc1059%ads
67332667££fc00b31
4709949195eda6£0)
bd03£70923cedd6l
7843£8bc03a38303
ae067£071cdlBa3é
ed5%d30bef£95306
¢l180¢7a74edbcflf
Be7fa2aba3168£2b
d92d198667920b327
1174£9b374a9263a
dd371£2d13661e52
27aaafb7fbef80éb
21af3c6430a%£0c

412db7£990563d7¢c ©352d03a0bd34d65

5062£35924e2h62e
0£79040546abedf?
6héch1l1ib25a6bdbc
ebf02410£67bBee?
dac695h915432e80
07aa05d489h8dbebd
83b8b72646c0h598
23d0a36b692118eb
aSf6c5155e221e8c
el041368d2fcala2
2e01675bfb003180
45bdef69afecisld
c35ccS0clof7efos
c237£a23abb9bcla
al6c4£134b28923e
b4092df1c0£81853
008178217£a649£2

£8397de%a30e1473
412db7£990563d7c
5062£d5924e2b62e
0£79040546e6edf?
eébéc511b25ashdbe
ab£f02410£67b8ae7?
dac695b91543aeh0
97aa05d89b8dbetd
83b8b72646c0b598
23d0a36b692118eb
a5f6c5155e221e8c
e1041368d2fcala2
ae01675b£b003180
45bdéf6%afec540d
a3BccS0clefTefo8
c237f223abb%hclb
aléc4£f134b28923e

21e5c91d11809c1l3 b4092df1c0£81853

a26dfafdedBcob63
2c957137cd4304a5
6be210614b1094%b
2180e6lafe32Zbc?
76386996200065£7
£2011c11c96e5££5
1bc2160£4£3711de
5eabl0bl9a5143a8
98d2b194201£2bb6
29c53498d487cd5590
4324c8caccf?753c
33c6éb4all66b7coc
d49cef£5bd2deci2l
1dbdee6D6d2a7a96
b17d15b397521ab3
5caf5b2£00142660
789e540£22e13932
££74£f4a162435903
6c0be33dccée7572
41740b736e9676a9
d8e401251592daéc
931059£e9279££1d
7£31116887eeabl6
356d08d982e2aadd
40¢28c34blbbed06

008178e17£fa649£2
21=25c91d118098c13
a26dfaldedicobsl
2¢957137cd4304a8
6be210614b10949b
2180e6lafe322be’?
76396996200065£7
£29110l11c96e5££5
lbhe2l60£4£3711de
Seabl0bl9%a5143a8
98d2b19d201£2bb6
29c5348d87cd5590
4324cBcaccf?753¢c
33cbbdallééb7c9c
dd48cef5bd2deci2l
1db4ee606d2a7a96
bh17d15b3975821ab3
S5cefSb2£00142660
780e540£22e13932
££74£4a162435903
écOba33dcc6e?572
417400736e9676a%
d8e401251592da6c
931059£fe9279£f£f1d
7£31116887eea556

9158015a3070dd17
db0c2e0d64£88£aT
6292292a367cd507
8ebd4a8768581511
cbbb8d5dc105%eds
67332667££c00b31
47002949195edabf0
bd03£70923¢c6dd6l
78d3£8bc03a38303
ae067£071cd18a36
ed592d30bef£95306
clBDo7a74ed5cflf
8a7fe2aba3168£2b
d92d19667920b327
1174£9b374a9263a
dd371£2413661c52
27aaafb7fbefBthb
2laf3cé6430afafic
b352d03a0bd34d65
69397de%a30e1473
412db7£990563d7¢
5062£d5924e2b62e
0£79040546ebedf?
6b6xz511h25a6bdbe
eb£02410£67b8ee?
dac695b91543ae80
972a05d89b8dbebd
83hb8b72646c0b598
23d0a36b692118eb
a5£6c5155e221e8e
e1041368d2£fcala2
ae01675b£b003180
45bdefe%efecs40d
c35cc50clof7e£98
c237£a23abb%bclé
al6cd£134b28923e
b4092d£f1c0£81853
008178e17£fab49£f2
21e5¢91d11809c13
a26dfal4ded8cibél
2¢957137cdd304a5
€be210614b10949b
2180e6lafe3d22bc?
76396996200065£7
£2911cllco6al££5
1bc2160£4£3711dc
Seabl0bl9a5143a8
98d42h19d201£2bb6
29¢5348d87cd5590
4324c8cacct?753¢c
33c6bdallesb7cle
d49aef5bd2decl2l
1dbdee606d2a7ad96
b17d15b387521ah3
Scef5b2£00142660
7892540£2213932
££74£4a162435903
6cObe33dccee?572
41740b736e3676a9
dBed01251592daée



30
31
32
33
34
35
36
37
38
as
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58

59

97901£333e662fdc
4472b2e331ddfab4
69c8f40eb38b6022
177589502dd39%aa2
4920943£feS52b207
6b813a0d0cdf4991
b4ch0d£332d108ab
8fe3d28097£18618
@7748fb£744a5240
0d7ab03208£1d7a5
7416cal8d%e265e0
11200c2d47c082£8
75476£5456e82£9¢
3024702447£76224
£638a568b53a2£81
6217¢1c02153302¢
cil18f6£90602c79a
87£0901c227adbb3
4f1F4f21df3dcf43
fb7c63fcddfdalc2
13eb82e4b98d0e6?
£b6cle54d48d4£2d
820e75046567hace
b16a9397472£0123
141£a5de290dd02¢
ed40c88214823792
a4809bfédabaalibd
bec3d7e88c855194
d70blaadcB003979¢

4962£310bdbd54b0

9a198492c£fdb4745
2c82d09¢£05¢£687
b7e68364£07£017e
2aiffb84031blbée
0e574b8e0b35e452
29bdab29%eed72a23
cl76009¢c£82£a842
ccad7fbe3lb335£4
5d4£78¢c7a%dbed?
eafl198615e99£ffdc
51ab3be828d8dl3c
bd%27cd188£fb5%zae
4d639%e£80d0£6d3e
b2611b90£90d732£
bba9coefelfbcocs
£c0579337591a2c9
3405d7¢cad2eBabBy
0£6649£64ecBelly
€a54d908505798b3
ef482a48999108077
be3ldlclOcccld3be
4fc2d4cadicSlafe
285a76d23£6a0073
a730855599h738a3
a7l4ceffldibebo24
53c581dael831d80
697caldf13a50a26
34d39344354aacd2
3a38£a3775d7007¢
e26£3221e9a27691

89dc825e7235¢c74b
7a499%ae05daS0bf2
97901£333e662£dc
4472b2e331ddfabd
69c8£40eb38b6022
177589502dd39%aa2
4920943£fe52b207
6b81320d0cd£4992
b4ch0d£332d108ab
8fe3d28097£18618
27748fbf744a5240
0d7ab03208£1d7a5
7416cal8d%e265e0
11200c2d47¢c082£8
75476£5456e82f9¢
3024702447£76224
£638a568b53a2£8fF
6217¢c1lc02153302¢
c418£6£90602c78a
87£0901c227adbb3
4£1£f4£21df3dcfd3
fhle63fcddfdale2
13eb82e4b98d0e6?
fbécle54d48daf2d
820e75046567hace
b16a9397472£0123
T41fa5dc290dd02¢
ad40c88214823752

356d08d982e2eadd
40c28c34blbbe’06
89dc825e7235¢c74b
7a499%ae05da50b£2
97901£333ek62fde
4472b2e331ddfabd
6908£40eb36b6022
177589502dd39%aa2
4920943F1e52b207
6b813a0d0cdf4991
bdch0d£332d108ab
8fe3d28097£18618
a@7748£b£744a5240
0d7ab03208£1d7a5
7416cal8d9e265e0
11200c2d47c082£8
T75476£5456e82£9%c
3024702447£76224
£638a568b53a2f8¢
6217c1c02153302¢
c418£6£90602c7%a
87£0801¢227adbb3
4£1£4£21d£3dcf43
fh7c63fcddf4alc2
13eb82e4b98d0e67
fb6cle54d48d4£2d
B820e75046567bace
bl16a9397472£0123

a4809bf6dadaashbd 741£a8dc230dd02c

bec3d7e88c855194
d70blaadc80097%¢c
4962£310bdbd54b0
03195492c£db4745
2¢82d09cf05cf687
b7e68364£07£017e
2alffb84031blbéc
02574b8elh35e452
29bdab29%eed72a23
cl176009cfB2faB42
ccad7fbe31b3i35f4
5d4£78c7a%dbed2
eafl198615e99£fdc
51ab3be828d8dl3c
bd527cd188fb5%ae
4d639%e£80d0£f6d3e
b2611b90£504732F
bba9c9afelfbctcB
£c0579337591a2¢9
3405d7cad2eB8ab89
0£6649f64ecBelll
ea54d908505798b3
efdBad8999108077
ba3ldicOcceld3be
4fc2d4cadlc9lafc
285a76d23£620073
a730855599b738a3
a7l4ceffldbebe24
53¢581dael831d80
697cald913a80a26
34d39344354aacd2

edd0cB8h214823792
a4B09bf6dabaasbd
bec3d7e88c855194
d70blaadc800979%¢c
4962£310bdbd54b0
9a195492¢£dh4745
2c82d09c£05cf687
b7e68364£07£017
2a1ffb84031blbéa
0De574b8e0b35452
29bdab29%eed72a23
c176009cEB82faB42
ccad7fbe31b335£4
5d4£78c7a%bdbed2
eafl198615e99ffde
Slab3be828dd8dlic
bdB27cdi88fh5% e
4d63%e£80d0£6d3e
b2611b90£90d732¢€
bba%c%efelfhcecB
£c057933759%1a2¢9
3405d7cad2eBatB8?
0f6649f64ecBel?
ea34d908505798b3
ef48a468999108077
bedldlclccold3bo
4fc2ddcadlcllaic
285a76d23£6a0073
a730855599b738a3
a7ld4ceffidbebo24
53c581dael831d80

TCVN 11816-3 : 2017

831059fe9279£ff1d
7£31116887eeab%6
356d08d982e2ead4
40c28c34bibbe906
89dc825e7235c74b
T7a499%ae05dab0bi2
97901£333e662£de
4472b2e331ddfab4d
69c8f40eb38baN22
177589502dd39%aa2
4920843ffe52b207
6b813a0d0cdf49291
b4cb0d£332d108ab
8fe3d28097f18618
@7T748£fbf144a5240
0d7ab03208£f1d7a5
T416calBdde265e0
11200c2d47c082£8
75476£5456e82£9¢c
3024702447£76224
£638a568b53a2£8f
6217c1c02153302¢
c418£6£90602¢79%
87£0901c227adbb3
4£1£4£21d£3dcfd3
£b7c63fcddfdalic2
13eb82e4b98d0et?
fhécle54d48d4£2d
820e75046567bace
bl6a9397472£0123
741fa8dc290dd02¢c
edd0c88214823792
ad809b£6dabaadhd
bec3d7e88c855194
d70blaadcB00979¢
4962£310bdbd54b0
9a185492¢cfdb4745
2082d09cf05cE£687
b7e68364F£07£f017e
2a1f£fb84031blhéec
0e574b8elb35e452
2%bdab2%eed72a23
cl76009¢cf82faB42
ccad7£fhe3ib335£4
5d4£78c7a%hdbed2
eafl198615e99fEde
5lab3be828d8dl3c
bd527cd188£b59%ae
403639%e£80d0fed3e
b2611b90£30d732£
bbad9c%efelfbcbes
£c05793375%1a2c9
3405d7cad2e8a689
0£6649f64mcBelll
ea54d908505798b3
ef48a48999108077
be3ldlclcecld3be
4fc2d4cadlcllatfc
2B85a76d23£6a0073
a730855599b738a3

73



TCVN 11816-3 : 2017

Té&m gié trj tiép theo Yo, Yy, Yz, Y3 Y4 Y5

60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
15
76
77
78
79

dAu tién:

Cacgiatr Yo Y, Yz Ya Ys Y5 Ye Y7 (bidu didn duéi dang thap lyc phan) thu dwge trong tién trinh

44ealddB8ed500844
5319374£b88d4d485
0928b75c925£91e2
79f4be3c5ald 12911
6db5469£a19c0827
16beeclfecl 6879
384e3159898a7362
55fa3ad1102298a8
483c64d3£debf828
1a238431921ea75e
¢5464988a1930%bct
e3f3f(8acolf86cd
98ba93bca795059¢
%9204fb4%ab£dl1lde
h6fci01ladld74e20
fdl3cd3e20fecltd
fac2bebeddad705d
0d6022BaaéeS55bbe
2a630c58cc2Tfraa
a2f1£f27a3ec25aha
15%a02d4faerilbhd
b2860£o55bdedaa6
0d38hdhodf22b557
dfc37c68afe5L8be
dd2c3a%7cfa78513
bbSédeasal25ba32
ababdblca?5al7c?
9ac71d1lc037a8bbd
500fTh61186f6c2a
8347£5736531ib3ec
dabelafGatTdh2fe
14e986342ddced(f
al(53£c85f%56be
4779767cc2en’5321
7001201948£H3d71
Scdfechafc0B2572
g8ldeda76££6£23a
8901icffela74db98
Sec3802blecfef33
5f2eead6%efbd233

3a38£a3775d7007c
e26£3a21e9%a27691
4d4ealdd8ed50cB44
5319374£fL88dd485
0928b75c025£91a2
79£4ba3¢5a372911
6dh5469fal9c0e2?
1gbeecifecléBa’s
3B84e3159898a7362
55faladl1022%8a8
483064d3fdebfb28
1a238431921ea78e
c9464988a193%bct
e3f3£f08ac90£86ad
98haf3bea79505%¢
9e04fh49a5£d91de
béfcllladld?4e20
£fd13cd3620£6c1f4
fac26eteddad705d
0d60228aabe55bte
2a630ch8cc27£fcaa
a2f£7£27a3ec25aba
15%a02d4faesllibla
b2860fc55bdedaat
9d38bdbadf22b557
dfc37cé8a£65£8be
d42c3a57cfa78513
bhbédeatal25bad2
ababdblca75allc?
9ac71dic037a8bbad
500£7bé11B86f6c2e
A347£5736531b3ec
dahefaféa6Tdb2fe
14e9B6342ddced0f
el053fc858f%56be
4779767cc2ecs321
7001201848fb3d71
Scdfec58£c052572
88146da76££6£23a
8901cffe7a74dbis

697cal4913a50a26
34d39344354aacd2
3a38£a3775d47007¢c
@26f3a21e9227691
44ealddBad50c844
5319374fb88dd485
0928b75c925£01e2
78f4belc5al72911
6db5469fal9cle2?
16beeclifeclsBe?d
384e3159698a7362
55£a3ad1102298a8
483c64d3ifdebf828
1a238431921ea75e
c9464988a1939bct
e3£f3f08ac0£86cd
98bc93bca79505%¢c
9e04fb4%a5£fd91de
béfcl0ladid?4e20
fd13cd3620£6c1L4
fac26efeddad 705d
0d60228aa6e55h6a
2a630c58cc27faaa
a2f7£27al3ec25aba
159a02d4faeellbd
b2860£c55hdedaat
9d38bdbod£221557
dfc37chfafeb£bhe
d42c3a57cfa78513
bbE6deasa325hal2
abab4dblca?5al7ec?
9ap71d1c037a8bbd
500£7bé1186F6cle
8§347£5736531b3en
dabelaféabldb2fe
14e986342ddceddf
el053£¢B5£%9e56be
477976%cc2echl2l
7001201848fb3d71
Scdf6chB8fc(52572

a7l4ceffldbebc2?4
530581daelB831d80
697cal4913a50a26
34439344354aacd2
3a38£a3775d47007¢
e26£3a21e9227691
44ealddged50cBdd
5319374fbBBdd485
0928b75c925£091e2
79£f4be3¢52372911
6db5469£a19c0e2?
16beecOfeclé8e7d
384e23159898a7362
55fa3ad1102298a8
483c64d3£fdeh£fB28
1a238431921ea75s
¢9464988a1939%bct
e3£3£08ac50£86cd
98bo93boa?95059¢
9e04fb49%aS5£fdd1lde
bafcl0ladid74e20
£di3cd3620f6c1£4
fac26eteddad?05d
0d60228aa6e55bée
2a630c58cc27fcaa
a2f7£27a3ec2baba
159a02d4faeellbd
b2860£fc53bdedaad
9d38bdbod£22b557
dfe37c68albSifbe
d42c3a57cfa78513
bbS6deatald25ha32
ababdb0calballc?
9ac71dic037a8bbd
S00£7h61186£6c2e
B347£5736531b3ec
dabelaf6abTdb2fe
142986342ddced0sf
el053fc85£9%e56ba
47797670c2e05321

Ye, Yr bidu didn dlu ra ciia ham vong trong tién trinh khoi

Yo = cbbb9d5dc105%d8 W Sec3802blecfef33 = 2a7£1d895£d58elb
Y, = 629a292a367cd507 W 88146da76££6£23a = eaae%6dla6?3c741
Y, = 9159015a30704d17 w 7001201948fb3d71 = 015a2173796c1a88
Y, = 152fecdBf70e5939 W el053fcB5f%e56ébe = £6352calbbacaff?
¥y = 67332667ffci0b31l W 5f2eeadblefb4233 c662113a%bbid6s
¥; = 8eb44a87685681511 w 8901cffeTa74dbib -17b6la85e2ccflal
¥, = db0c2ed64£98fa7 W 50df6c58£c052572 = 37eb%a6660£feb515
¥, = 47b5481dbefadfad W 4779767cc2eci321 = Bf2ebe%aBlebalZch

khéi th hai:

74



init

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

2a7£1d895£d58e0b
c662113e%bbdd64
65723c2ca%639d40
791£2ad0055£dd62
2a4ad5d9b9£drdae
dbf2e656bShe3f1i4
f0226758653d1664
6e0466c82F4£Fd35d
43a76£011a734317
1367bd36d15e8b40
d8f2c2dfdTccdBEE
£73d759b83%a2a21
481208e5¢0314602
6b2271ad6£14cB43
af9£8112d£35c£33
257£4a74524d7b0b
67307813424d1131b
81957ad408cec995
82e64c677356a82e
10h62fdcedebaa’l
203578820a8£27d0
9937b3al0cb9248al
Obac2a84c2%ale2b
fad2B88dab3de0d53
dd3££8a140485c25
3149b728123c465e
eB26239£830c5346
4bb7Tbl99c4cedl 6
32215ced%aaed 8

eaaed6dlac73c741
17b61a85e2ccflad
2a7f1d895fd58e0b
c662113e%abb4d6d
657a3c2ca9639d40
T91£2a2d0055£dd62
2ad4ad5d9b9£dedss
dbf2e656h5be3fl4
£0aa6758653d1664
6a0466082£f4£d435d
43a376£011a73d317
1367bd36d15e8b40
dB802c2dfd7cc4 816
£73d759b83%a2a21
481208e5e8314602
6b2271a46f140843
af9f8112d£35¢£33
257£427d524d7b0b
6730781342d1131b
B1957ad408cec995
82a64c677356a82e
10b62fdcedebaabl
203578820a8£27d0
9937b3alcb9248al
Obac2aB4c29ale2b
6ad288dab3de0d53
dd3f£8a140485c25
3149b728123c465e
ef826239£930c5346

942872c72d7950d449 "4bh7h199¢dcedl86

859533bac457F%4e
539£225d25abebdc
aB870449962849£3
63bf0472e£24£7a5
3aa5cB66abefadlc
ce23£6380ead33c2
2e9c483a7c08co9¢1
b033£945£3e6bda2
5a68585ae0835231
8a0187a9ce93d875
cf9cd48le6407ced
37a29fa30531bac?
3f463£864£6474d9
Ocf45bh3c07eRd7d
cea2t288d££931as
34£1b5£46bE4Ba73
89634cd0f4£6c08a
3a728a543405a8e4
625fa38464e5cE80
ceelbd7a249b2£cd2
7dd21453a15a3b92
9308bfalbelf800b
3d76277bcB8cb0601
480e017£f5d1f0ble
cBd904196£5a1£54
4bd2f1f6e940c332
b(33139b58b6e423
f8l6ecicbeladafh
097768182ch65£57
6Ze3deb54dcdB8fo74

32215cedYaaeffB
9a2872c724750d45
858533bacd57£94e
539£225d25sbebdc
af8704d9962849£3
63b£f0472ef24£7ab
3aabcS66abofadle
ce23£6380sad33c2
2e9¢c483a7c08c9e1
b033£945£3ebbda2
5a68585ae0835231
8a0187a9ce93d875

01522173796c1lass
37eb9%a6660£eb519
eaagd6dias73c741
17b61lafi5e2ccflad
2a7£1d895£d58=0b
c662113efebh4déed
65723c2¢a9639d40
751£2ad0055£dd62
2a4ad5d9%b9£46486
dbf2et56b5he3fld
£0aa6758653d1664
fe(d66cB82f4£d354
43a76£011a73d317
1367bd36d15e8b40
dB02c2dfd7codB8E6
£73d759b839%9a2a21
481208e5e8314602
6b2271a46£14cB43
af9£8112d£35¢£33
257£4a7d524d7h0h
6730781342d1131b
81957ad408cac995
B82e64c677356a82e
10b62fdcedebaabl
203578820aB£27d40
9937b3alchd248al
Obaczafi4c29ale2h
6ad288dab3de0d53
dd3££8a140485¢25
3149b728123¢c465e
eB826239£830c5346
4bb7b199c4cadlss
32215ce49aaed0£fs
9a2872¢72d790d49
859533bac457£94e
539£225d25ebebde
aB88704d9962845£3
63b£0472e£24£7a8
JaaSc566afcfadle
ce23£6380ead33c2
2e9c483a7c08ccl
b033£945f3e6bhda2

cf9cd48le64l7ced 5a68585ae0835231

37a29fa30531bac?
3£463£864£647449
Dcf45bb3c07e847d
caa26288d££531a5
34f1b5£f46bf48a73
89634cd0f4f6clBa
3a728a543405a8e4
625£fa38464eb5c880
ceelbhd7a49b2fcd2
7dd21453a15a3b92
9308hfalbelf800b
3d76277bc8cb0601
480e017£5d1£Q0ble
c8d304196£5a1£54
4bd2f1£62940¢c332
b033139b58b6ed23
f816eclcbefadatb

8a0187a9ce%3dB75
cf9cd4Ble6407ced
37a29fa30531bac?
3£463£864£647449
Ocf45bb3c07e847d
cea26288df£931a5
24£1b5£f46bEf48aT3
89634cd0£f4£éclBa
3a728a543405a8e4
625£fa38464e5c880
ceelbdTad9b2fcd2
7d4d21453a15a3b92
8308bfalbelf800b
3d76277bc8cb0601
480e017£5d1£f0bte
c8d904196£5a1£54
4bd2£1£6e940c332

TCVN 11816-3 : 2017

£6352calS6acaff?
8f2eba%aflebaZceh
015a2173796c1a88
37eb9a6660£feb519
eaaed6dlas73c741
17b6la8S5e2¢ccflal
2a7£1d895£d58e0b
066211 3e%bbh4des
657a3¢2ca9639d40
791£2ad0055Ldd62
2a4ad5d9b9£dedss
dbf2e656h5be3f1d
£0aa6758653d1664
6e0466c82£4£d35d
43a76F011a734317
1367bd36d15e8b40
dB02c2dfd7cc48fe
£73d759b83%a2a21
481208e5@8314602
6b2271a46£14¢843
af9f£8112d4£35¢cf33
257£4a7d524d7b0b
£730781342d1131b
B81957ad408cec?95
B82e64c677356a02e
10b62fdcedebaasl
203578820a8£27d0
9937h3a0ch%248al
Obac2a84c29ale2b

‘6ad288dab3de0ds3

dd3££8a140485c25
3149b728123c465e
@826239£830c5346
4bb7b19%cdcedliBt
32215cead%aed(£f8
9a2872072d790449
859533bac457f9%4e
539£225d25ebebdc
abB8704d9962849£3
63bf0A472e£24£7a5
3aaScS66abcfadlc
ce23£6380ead33c2
2e9c483a7cl8c9cl
b033£f945£3e6bda2
5a68585ae0835231
Ba0187a9ce93dB875
cf9cdi81e6407ced
37a29%£a30531bac?
3E£463£864£64744d9
0c£45bh3c072847d
cea26288df£931a5
34f1b5f46bf4B8a73
89634cd0f4f6cO8a
3a728a543405a8e4
625£a38464e5c880
cealbd7addb2fcd2
7dd21453215a3b92
9308bfalbelf800b
3d76277hcB8ecb0601
480e017£5d1£0ble
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76

29
30
31
32
a3
34
38
36
37
a8
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
58
56
87

58

3196649%ab5£f5cc39
£6887dell16d0bdR £
£78d33221d16965%
c7edB859¢2858ed3c
£58e9876h4984h51
621352b394b8caf2
38£fbf0a726a04£78
4319856£17a0ad30
£ibaelbl2a57597a2
c6d392a3b4ebleds
fBaéb3feZ2edf0634
602663c0f34aff33
O9bc3871be846113
05542ecd2883ceba
f1ha2d46be619585
e47b8933bafdc655
24084b58d119affe
52e0bl1175beb8d2b
ectd3abe2b291£d3
%9acc381d277748a3
e266g1f77d5ee0a
ds2£34c1102960L32
5adbaad63642b570
83e8f410£859308e
50£db7bbh2e42%a34
257edBeakibe933a
06514212hb7fals2
466781dh35181abe
673ed5ab55££2b07d

.ba78£3545e7914£0

125e2e5118393e2b
4453b23a3e13b080
{7eaBl3df59%10cec
eaell13a0510d23¢cc
0a0508£0a1d719c3
a03815eb58891016
0fc8£3b3efchlbit
a071cc73b966e801
022a5p28199£304a
ad9fleldfla2bela
9223e1b34382f104
bfe2106e512a7331
ellale47eeBd5656
592h899b35460278
fa7bl7aad8s7c2£4
ab6e85e4682c167L
0c523b7a3c84ab77
b3eB80e8Tlac0c00s
c773d8b6%dalfde?
be2b0602£c6£8£65
c6blbc79a4£23679
e80bdc57£f38al5e4
befobb0fads7£d60
1dabl0bdll 6ed3das
8e3db3e380eq7£22
32e£50751734ffee
1003ecd241207h7d
1ec0d46£349£d058
375faccT6291f85e
58¢c8bcDABBEO 768D

097768182ch6BEST
62a3de54dcd8£974
319664%ab5£5cc3y
£6887de116d0bd8E
£78d3d221d16965£F
cTe4859%c2858ed3e
£58e36876b4984b51
621352b3%4bBcald2
38£bf0eT726e04£78
4319856£17a0a430
£4ba0b32a57597a2
c6d392a3bdebleds
fEabbife2edf(634
602663c0£34e££33
8be3871ba8046113
05542e0d9883c6ba
£1hd2d46haél 9585
e47b9933bafdc655
24¢B4b58dli%affe
Saelbl175beb5d2b
ectd3abe2b291£d3
S8acc381d277748a3
@266c1£77dSeedle
d92£34c110296b32
S5adbaad63642h570
83e8£410£859388e
50£db7bb2ed499%a34
257ed8ea6458933a
06514212bb7£al152
466781dh35181zbe
673ed5aS5££2b07d
ba78£3545e7914£0
125e2e5118383e2b
4453b23a3el13b0990
07ee8l3df5910cac
eae01320510d23ce
0a0508£0a1d719¢3
a93818.b58891016
0fcBf3b3efchlblb
a071ce73b266a801
022a5b28199£304a
ad9fleldf8a’baTa
9223e1b34382£104
bfe2106e512a7331
elllaledTeeld5656
592bB09%b35469a78
faThl7aadBS7o2£4
eb6ef5ed682¢1671
0c523b7a3c84ab??
bSe80e871lacOc00s
¢773d8b69dalfde2
be2b0602£ab6L8£65
c6blbc?9a4£23678
c80bda57£38a05e4
beffbb0fedE7£d60
1dab0bdll6ed34eh
8e3db3a3flec7£22
32e£50751734ffee
1003acd2412¢7b7d
lec0d46£349£d058

b033139b58b6ed23
f8l6eclcheladatb
097768182ch65£57
62e3de54dcdBf974
3196649ab5£50039
£6867dell1sd0bdaE
£78d3d3221416965F
c7ed859c2858edic
£58e987654984b51
6£21352b394b8cal2
38£bf0a726e04£78
4319856£1720a430
£4ba0b32a57597a2
06d392a3bdebled8
f8a6b3fe2edfQ634
602663c0£34ef£33
9bc3871La8046113
05542ecd988306ha
£1bd2d46ba 619585
e47b9933bafda6h5
24¢84h58d119affe
8ae0bl175beb5d2b
eg6d3abo2b291£d3
%eca381d277748a3
e266¢c1£77d5ee90e
d92£34¢110296032

5adbaad63642b570

83=aB£410£859388e
50£fdb7bb2e499a34

257edBeabdSed33a

06514212bh7£al52
466781db35181abe
673aed5a55££2b07d
ba78£3545a7914£0
125e2a5118393e2b
4453b23a3e13b09%0
07eeB813df5810cec
eaell3a0510d23ce
{ta0508£0a1d719¢3
a93815eb58891016
0fcB8f3b3efcblhis
a07ice73bS66a8QL
02a2a5028199£304a
ad8fiel4fBalbe’a
9223e1b34382£104
bfe2106e512a7331
ellaled7ee8d5656
502b809b35469a78
fa7bl7aad857c2£4
eb6eBSed&B82c1671
0c523b7a3084ab7?
b5eB0e871lacia005
c173dBbs%dal fdel
be2b0602Efchf8L65
o6blbo79a4£23679
c80bdc57£38a05e4
baf9bb0fed67£d60
idab0bdl1l6e434eb
8a3dhlel8lecT£22
32ef50751734ffem

cB8d204196£5a1£54
dbd2f1f6e940c332
b033139L58b6ed23
fhl6eclcheladath
097768182ch65£57
62e3deb4ded8£974
3196649ab5£5¢c39
£6887dell6d40bdif
£78d43d221d16965f
c7ed4859c2858ed3c
£5829876b4984b51
621352b394h8cal2
38£fbf0e726204£78
4319856£17a0a430
f4belb32a57597a2
c6d392a3biebleds
f8a6bife2ed£0634
602663c0£34ef£33
9bc3871bef46113
05542ecd9883chba
fibd2d46besl9585
e47h3933bafdc655
24c84b58d11l%affe
5aefbll75bebid2b
ecbd3abe2b291£d3
Secc3B818277748a3
e266cl£77d5ce%0e
d92£34c110296b32
5adbaa463642b570
83e8£410£850388e
50£fdbh7bb2e499a34
257adfeaéd5e933a
06514212bbh7£al52
466781db35181abe
673ed5a858££2b07d
ba78£3545e7914£0
125e2e5118393e2b
4453b23a3e13b090
07eaBlidf5%10cec
eae013a0510d23¢c
0a0508£0a1d719c3
a93815eb58801016
0fc8£3b3efchlbi6
a071co?3b966ef(l
022a5b28199£304a
a49fleldfBazbe’la
92231b34382£104
bfe21(06e512a7331
ellaled7eaBd5656
592h899b35469a78
faTbl7aadf857c2£4
ebtef5aedgl2c1671
0c523b7a3c84ab77
b3e80e871acOcl0s
¢773d8b6%dalfde2
be2b0602fc6£8£65
cb6blbc79a4£23679
c80bdc57£38a05e4
baf9bblfed67Ld6D
1dab0bdil6ed34ed



59
60
61
62
63
64
65
66
67
68
69
70
n
72
73
74
75
76
77
78

79

Tém gié trj tiép theo Yo, Yy, Yz Ys Y4 Ys Ys Y7 biu dién ddu ra clia véng 13p cubi cling ctia ham

vong:

bd113d92¢0354£fb9
e66c73db3£fad3io7d
2f61d4fd8e36d9d4
@9£21933e1c02948
1bladB8bh%2701ae2
6£d0c1719bcac335
93d09£c06al9c5da
b765273£5371a571e
04bea2ced9cc3bié
6ab0ed43c2£63714
02ebfc0al3492£52
77300cB2e05a£415
1b£525abceBd6£04
8fafl2¢33bb371b9
b6a36a3431547328
fa8bb40b4e08100¢f
£f£fdaf83202a£0d472
8045a82£f723a%4e
12737373d2985232
870dbce23badi988
6189£68162b256b5
8c059a£157146580
20b0af%ald21c4B82d
£22bB74¢c96785ec8
ef6d863c2127b394
b7aee28337d69dab
d3efeB8b442689074
22491ab9cdecb6b
4694354944a9£487
659890a5818d0c50
b93c2403773dd08c
88c2c2ac52cd£679
025848e3ab6b69d3
750da3d4eléalbéd
396b53e58d04471b
700486bf252¢cba75
51bé6f9a3clceebda

.@6b3850de8ae6230

526a98£5dc595406
4£0dcf74a2ea76£90
deb3eeaad73bb9dd
3665b5dbb6c2e055

Yo =
?o=
Y, =
Yy =

'2a7£1d895fd58e0b W
eaaed6dlab73c74l W
015a2173796cla88 W
£6352cal56acaff? W

375facc76291£85e
59c8bc0488£9768b
bd113d92e0354£fb9
@66c73db3fad397d
2£61d4fd8e36d904
e9f21933el1c02848
1b1ad88b92701lae2
6£d0c1719bcac33s
93d09£c06al8c5da
b765273£571a%71e
04bea2ce99cc3bf6
6abledd43¢c2£63714
02¢bfc0al3i492£52
77300c52e05a£415
1b£528abceld6£04
8fafl12¢33bb371b9
b6a36a3431547328
fa8bb40b4e08100£
ffdaf83202a£0d72
8045a82£723a%4e
12737373d2985232
870dbgce23bad8988
6189£68162b256b5
B8c059a£157146580
20b0adald21cd482d
£22b874c96785ec8
ef6d863c2127b394
b7aee28337d69dab
d3efeB8b442689074

22491ab%cdechébl

4694354944a9£487
659890a5818d0c50
b93¢c2403773dd08c
88c2c2ac52¢c4£679
025848e3ab6b69d3
750da3d4elbalbbd
396b53e568d04471b
700486b£252¢ba’?s
51b6f£9%a3clceebda
e6b3850deBae6230
526a98£5dc595406
4£f0dcf74aea76£90

1003ecd2412c7b7d
lec0d46£349£d4058
375facc76291£85e
59¢8bc0488£9768b
bd113d92e0354fh9
@66c73db3£fad397d
2f61d4£d8e36d9d4d
e9£21933elc02948
1blad88b92701lae2
6£d0c1719bcac33s
93d09fc06al9csda
b765273£571a571e
04bea2ced9ce3bi6
6ab0e443c2£63714
02ebfc0all3492£52
77300c52e05a£415
ibf525abceBd6f04
8faf12¢33bb37109
b6a36a3431547328
faBbb40bh4e08100£
££daf83202af0d72
8045a82£723a%b4e
12737373d2985232
870dbce23badB8988
61089£68162b256b5
8c059af157146580
20b0af%ald21c482d
£22b874c96785ec8
ef6d863c2127b394
b7aee28337d69dab
d3efeBb442689074
22491ab9cdech6b
4694354944a9£487
$59850a5818d0c50
b93c2403773dd0Bc
88c2c¢2ach2c4£679
025848e3abbb69d3
750da3ddeltalbbd
396b53e58d04471b
700486b£f252cha7s
51béf9a3clceebda
e6b3850de8aa 6230
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fe3db3e3B80ec7£22
32ef50751734ffee
1003ecd2412¢7b7d
1ec0d46£349£4058
375facc76291£85e
59c8bc04B8B£8768h
bd113d92e0354£b9
e66c73db3fad397d
2£61d4£d8e36d9d4
e9£21933e1c02948
1blad88b92701ae2
6£d0cl1719bcac333
93d09£fc06al9chda
b765273£571a571e
O4bea2ced9cc3bis
6ab0ed43c2£63714
02ebfc0al3492£52
711300c52e05a£415
1b£525abceBd6£04
8£af12¢33bb371b9
b6a36a3431547328
£as8bb40b4e08100£f
ffdafB83202a£0d72
8045a82£723a%b4e
1273737342985232
870dbce23badB988
6189£68162h256h5
8c059a£157146580
20h0a%a1d21c482d
£22b874c36785ec8
af6d863c2127b394
b7aee28337d69dab
d3efe8bd442689074
22491ab9cdechébl
4694354944a9£487
659890a5818d0c50
b93c2403773dd0Be
B88c2c2ach2¢4f679
025848e3ab6b69d3
750da3d4eléalbs4
396h53e58d04471b
700486b£252cha?5

deb3eeaad73bb%dd = 09330033£71147e8
§26298£5dc595406 = 3d192£c782cdibd?
51b6f9%a3clceebda = 53111b173b3b05d2
396b53e58d04471b = 2£a08086e3b0£712

fecTc71a857e2db9
66c3e9fa91746039
1e9f1£7449ad1749
££334559a7135d3a

3665b5dbh6c2e055 =
4f0def74aea76£90 =
e6b3850deBaet23() =
700486b£f252¢cba7?d =

©662113e9ebbadés W
17b6laBSe2ccflal @
37eb8%a6660feb519 W
‘8£2ebe9aBle6a2cs W

.'l'q'l
Yo =
Yg =
Yy m

Gi4 trj bam d&i v&i ban tin nay la:
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09330c33£71147e8 3d192£c782cd1b47 53111b173b3b05d2 2£a08086e3b0£712
fcclc71a557e2dbd 66¢3e9£a81746039

A.6.11. Vidy 11

Trong vi du ndy xau di¥ liéu |a xau 32 byte 1a ban ma ASCI| clia
‘abedbedecdefdefgefghfghighihifk’

Mé bam la xau 384 bit sau:

ddce646a83a85044 df94814db93b6062 e656623db0bIe2da b8819174589b£0cH
d7192h9799e30169 Bb97adaal3dB2e2lc

A.7. Hdm bam chuyén dung 7

A7.1.Vidy1
Trong vi dy ndy, xau de lidu 12 mdt xau rbng, tirc 1& xau c6 49 dai bang khong.
Ma b3m |2 x&u 512-bit duwéi day:

19FA61D75522A466 9B44E39C1D2E1726 C530232130D407F8 9AFEE0964997FTA7
3E83BE6JBB288FER CF8SE3E03C4F0757 EAB964E59863D937 08B138CCA2A66EB3

A.7.2.Vidy 2
Trong vl du ndy, xau di ligu gdm mét byte duy nhét, chinh 12 ma ASCII cla ky t ‘a".
Ma bam la xau 512-bit duéi day:

8ACA2602792AEC6F 11A67206531FB7D7 FODFF59413145E69 73C45001D0087B42
D11BC645413AEFP6 3A42391A39145A59 1A92200D560195E5 3B478584FDAE231A

A.7.3.Vidy3
Trong vi dy ndy, xau dr liéu la xau 3 byte Ia ban ma ASCI| clia ‘abc’.
Sau qué trinh dém, ma trén Z' kich thwéc 8 x 8 nhan dwoc tir xau d ligu 1a nhir sau.

61 62 63 80 00 00 00 00
00 00.00 00 00 00 00 00
00 .00 00 00 00 00 00 Q0
00 00 00 00 00 00 00 00
00 00 00 00 00 00 Q0 0O
00 00 C0 00 00 00 00 00
Q0 00 00 00 00 00 00 00
00 00 00 00 00 00 00 18

Ma trén Ko (tlr gia trj khéi tao /V) va ma trén X" la nhw sau.

00 00 00 00 00 00 00 00 61 62 63 80 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0C
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 18
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Sau day 1a c4c gid trj lién tiép (bléu dién & dang thap Iuc phan) clia céc bién Kivéi =1t 10 va W

30
23
28
28
28
28
28
28

3B
44
70
C5
48
8F
96
F8

D3
29
01
81
44
73
oC
1B

38
68
F3
Cc5
11
01
FB
32

E2

39
60
TA
B3

0B
28
28
28
28
28
28
28

AB
45
FE
FA
AC
E7
79
A8

19
5B
2c
63
5E
5B
67
8D

BE
c
37
E2
08
C5
c9
56

25
36
OF
3D
5a
ES

| 7B

FO

F9
2B
8a
A5
F3

EE
28
28
28
28
28
28
28

89
45
Ad
A9
co
0E
14
F8

BF
23
BA
98
60
2c
09
3B

F3
FA
42
)
D6
52
De

BS
CB
F8
37
46

co
28
28
28
23
28
28
28

F8
66
Ad
El
5C
26
07
68

DB
Dl
c2
Bl
A
CcFr
24
FO

Cct
Do
DB
58
E8
ED
Fl
ac

AF
28
28
28
28
28
28
28

EA
45
cs
El
FC
90
D7
BS

30
AF
8B
co
BQ
BC
EF
D?

25
16

41
FA

50
28
24
28
24
28
28
28

D1
E9
a4
cC
FC
8F
85
c8

46
cF
85
B2
B2
8C
ED
3B

11
87
AD
35
6E
BO
28
Fl

37
84
34
8C
83

29
28
28
28
28
28
28
28

AB
CB
B2
El
B8
8F
79
78

70
37
AC
06
02
BC
DD
7D

65
33
F0
8D
24
34
EC
27

CF
53
F9
06
5E
3a
6A
AF

0B
94
8¢
92
3F

67
28

58
DB

1=];

oF

34

9

EB CD CD

2D
89
00

. 00

i=2;

98

A7
DB

D3

19

86
w
57
BC
1E
01
D3
40

8D
A6
47
31

BO
A5
14
19
89

05
00

1D
E4
c3
68
B2
03
2C
44

EF
2F

oA
47
20
A7
4R

95
D3
74
36

43
ED

06

68
7D
AC
CB
&0
D7

DB
97
47

85

5D

2C
03
00
00
14
00

0D
SE
31
2F
A2
D9
67
E6

ED
03
96
nC
96
70
4C
CE

EBD
Ccl
C3
FO
3¢
6B
BS
3D

A6
55
A2
02
55
DE
A6
E4

o8
83
00
00
05
00

4c
3F
bl
47
B8
F4
87
4C

35
49
Fé
04
DA
D5
23
46

DE
CF
5C
4E
50
c?
F0
00

BA
FE
93
cs
D7
EE
BA
62

1D A8

4C
66

8E
64

FD AR
89 59 F2
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FF 3F F3 2F EO
13 CD 26 DE 87
98 5A 98 B4
06 BF 0C

aF
a0
00
28
00

DA
B8
56

2F

6E
70

67
91
03
7B
1F
D8
FA
KJ1)

1E
6C
63
42
76
3E
(o1]
D4

18
c4
49

a9
43
co
ES

aF
00
00
11
00

43
18
FD
BE
2¢
67
FD
50

80
5B
BF
58
56
50
Fo
D

ad
15

Al
61
2C

05
1F
3F
52
44

25
D4

33
3E
33
D5
El

00
00
oa
00

F6
c7
E7
4Aa
72
Bl
5C
7c

8E
18
AL
5A
E4
01
81
B0

54
B2
17
85
48
4D

AB

38
51
F5
CB
F8

00
00
2D
00

BO
AR
B
53
FO
79
25
D8

ca
41
BJ
Do
F8
b.U
5C
66

8D
0B
89
BB
89
BS
4F
cc

4D
F3
¥2
c3
7

c2

00
00
05
0o

98
10
8F
39
6C
72
F8
26

63
24
E3
Al
29
98
a1l
A9

19
ES
BA

33
1C
B7
EF
A9
A0
8C
co

B3
48

6E
D4

79
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97 49 3F 48 78 02 CF 7C 8C iF B9 78 8C 16 DD 05
DC AD EB BA 1E 00 8F 23 62 AF 63 SF €D EE D5 F4
92 77 4F 4% ED BO 32 3p DB 5B 74 35 EF 8A 98 47
i=7;
75 41 63 82 77 4D FF 2F 59 3D 86 BD AR CE 25 EB
FF FA 38 DO 55 03 46 00 BB 33 95 78 26 63 7D 82
BF 7D 02 49 3B 98 F3 61 : EF 46 1D AE DC AD 0C 3C
F4 A8 60 C2 9A E5 CE OB AF AD E2 86 5E BB A3 F9
G8 DF 5A 44 EE 5D 9D 27 CB 8C OB 43 27 84 31 ¥4
23 F4 5A 55 04 75 Q0 a4 41 S5F 51 64 4E 55 78 C2
BO 16 10 12 02 F9 E2 8C F4 €7 C3 B5 EE B4 C5 86
AC 30 CD 29 68 33 33 1D 49 F8 AB €8 4A 4C 96 B7
im f:
03 6B F1 82 68 84 AD 89 oC 0D 38 97 73 B2 B4 35
99 40 C6 62 D8 46 71 63 4D 44 89 58 D4 59 27 E8
4C 43 3E 17 4B 19 ¢2 10 AD 53 2E BO 4C A3 63 32
E2 9C CF D3 AC PF 86 C5 E0 D4 70 F3 83 5A 15 59
21 FF 11 A0 42 DF 26 53 On 92 69 8C 76 40 Al 51
1B 8E 00 CB 6C E4 4B 13 S?ZEBIEACBMBC%
A6 12 3B F7 A3 47 B7 CE 5D 63 2F A7 36 BE 4B 61
P9 18 90 OB 3B 28 33 CA 40 OF DA CB 8B 9D E3 8A
i=0:
p0d 1C 67 7TA OA 9A 2C F9 4B F0 5E 9B 46 14 16 DO
2K 94 2F 53 4A 63 B6 B2 72 A8 C1 34 47 13 17 2D
88 42 22 46 FE AC AB B¢ 17 33 2A 69 FB 34 98 98
47 4a 5C €7 3D 58 35 59 83 B1 EE 37 93 47 EC A0
74 A6 92 5D A5 5C 6F Al 38 39 67 11 23 35 B5 78
77 17 B6 8C C4 73 5C 39 FC 78 3D 1F 9D 2F B6 AE
08 2a 3B 0B 53 EC 1A Cé 3C F9 38 64 96 9B DE 6C
25 F6 58 EB 81 4D E7 62 42 5A DI 47 6C 0C 49 AE
i = 1f:
48 95 48 B6 01 EE BC 3A 2F 46 2B 24 C6 F4 86 BB
A5 0D 6B C6 6B ED 8E 81 16 B6 56 2C 73 B4 02 QB
E0 CE 3D CF 88 26 52 75 F3 04 38 320 73 1B CE 72
C2 8C 4A DB CO P6 9C B9 12 E1 B3 03 D3 7E 6D 4C
§4 B7 9C D5 7F 71 85 13 71 81 EE BD B6 C5 7E 27
43 41 4B 8h 97 7D OB 7B 7D OE 34 95 71 14 CB D6
63 19 35 BB DB F6 15 7A C7 97 FC 9D 85 p8§ BS 82
6A 7A 4E F6 37 01 82 27 D2 25 29 20 76 D4 EE ED

Gié tri dAu ra Y’ t&r ham vdng 12 nhw sau.

4E 24 48 24 C6 P4 86 BB
16 B6 56 2C 73 B4 02 0B
F3 04 3E 3A 73 1B CE 72
1a E1 B3 03 DS 7E 6D 4C
71 81 EE BD B6 C5 7E 27
7D OE 34 95 71 14 CB Dé
C7 97 FC 9D 95 D8 BS B2
D2 25 29 20 76 D4 EE F5

Mé bém I 512 bit sau.

4E2448A4C6FP486BE 16B6562C73B40208 F3043E3A731BCET2 1AE1B303D97E6DAC
71B1EEBDBGC57R27 ‘TDOE34957114CBD6 C797FCIDISDER582 D225292076D4EEFS

A.7.4.Vidy 4
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TCVN 11816-3 : 2017
Trong vl dy sau, xau dr liéu [a xau 14 byte 14 bdn ma& ASCII cla
‘message digest'
Ma bém |2 xau 512 bit sau.

378CBAA4126E2DCE6 ES6DCCT458377AAC 838D00032230F53C E1F5700C0FFB4D3B
8421557659EF55CL 06B4B52ACSA4RARG Y2ED920052838F33 62E86DBD3ITA8903E

A.7.5.Vidy b

Trong vi dy sau, xau d( liéu 1a xau 26 byte gbm ma ASCII clia
‘abedefghijkimnopgrstuvwxyz'.

Ma bam |4 xau 512 bit sau.

F1D754662636FFE9 2CB2EBRS212A484A 8D38631EADA238F5 442EE13R8054E41B
08BF2A9251C30B6A 0BSAAES6177AB4A6 F68F673E7207865D SDYBLOA3DRAJER3B

A7.6.Vidyt
Trong vi dy sau, xau dt¥ liéu 1a x&u c6 62 byte 12 ban m& ASCII clia
'ABCDEFGHIJKLMNOPQRSTUVWXYZabedefghilkimnopgrstuvwxyz0123456789"

M& bam 12 xau 512 bit sau.

DC37E008CFIEEE9B F11FO0EDSABA2690 1DDTC28CDECO66CC 6AF42E4(0F82F3AL1E
0BEBA26629129D8F R7CB57211B9281A6 5517CC879D7B9621 42C65FSATAF01467

A77.Vidy7
Trong vi dy sau, xAu dt¥ liéu 14 xau c6 80 byte gm ma ASCII cla 8 Ian Iip Iai clia
1234567890

Mé bam 13 xau 512 bit sau.

466EF18BABB0154D 25B9D30A6414F5C0 8784372BCCB204D6 543CAAFADB601429
4D5BDBDF2A6C44E5S 38CDO47B2681A51A 2C60481E8BC5A20B 2C2AB0CF3AIA083B

AT78.Vidus
Trong vi dy sau, xau der [i8u 13 x4u 32 byte gém ma ASCII clia
‘abcdbedecdefdefgefghfghighijhijk’

Sau qué trinh @ém, hal ma tran 8x8 nhan dugc tr xéu dir ligu la nhw sau.
61 62 63 64 62 63 64 65 00 00 00 00 00 00 00 00
63 64 65 66 64 65 66 67 00 00 00 00 00 Q0 00 00
65 66 67 68 66 67 68 69 00 00 00 00 00 00 00 00
67 68 69 6A 68 69 6A 6B 00 00 00 00 00 00 00 00
80 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00

Ma tran Z' thir nhit nhu sau.

81



TCVN 11816-3 : 2017

61 62 63 64 62 63 64 65
63 64 65 66 64 65 66 67
€5 66 67 68 66 67 68 69
67 68 69 6A 68.69 6A 6B
80 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Débi voi ma tran Z' ther nhit, ma tran Ko (tir gid tr] khéi tao /V) va ma trén X" 12 nhu sau.

00 00 00 00 00 00 00 00 61 62 63 64 62 63 64 65
00 00 00 00 00 00 0O 00 63 64 65 66 64 65 66 &7
60 00 00 00 00 00 G0 00 65 66 67 68 66 67 68 69
00 Q0 00 00 00 00 00 00 67 68 69 6A 68 69 6A 6B
00 00 00 00 00 00 00 00 80 00 00 00 00 00 00 00
00 00 00 00 00 0C C0 QO 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0-Q0
00 00 00 0C 00 00 Q0 OC 00 00 00 00 00 00 00 00

Sau day la c4c gié tri lién tiép (bidu didn theo hé thap lyc phan) clia cac bién K véii= 16110 va W.

im1ls .
30 OB EE C0 AF 90 29 67 86 B9 56 DD B4 BD 40 C2
28 28 28 28 2B 28 28 28 OB 48 C1 2E 83 9C 2E 41
28 28 28 28 28 28 28 28 40 5E OA ED 5C ES 42 B7
28 28 28 28 28 28 28 28 B2 1E 5B 93 43 07 7C 4D
28 28 28 28 28 28 28 28 19 04 67 A3 57 CF DA ED
28 28 28 28 28 28 28 28 59 36 1D 57 F8 E7 EA 60
28 28 28 28 28 28 28 28 98 D1 1B 6A C6 1C 4B CD
28 28 28 28 28 28 28 28 5E B3 76 56 F3 51 F4 43
im=2:
3B AB 89 F8 EA D1 AE 24 10 54 A2 C2 9E Q0 BD 4F
44 45 45 66 45 ES CB AF 6B C6 OF 0A 98 41 BA 45
70 FE A4 A4 C5 A4 B2 49 6B QOB DE 38 1B F6 57 3F
CS5 FA A9 E1 E1 cC E1 AQ 34 F5 52 E4 38 30 DA 32
48 AC C0 5C FC FC B8 FC A7 4E 3B C9 F2 58 65 5B
BF F7 QOE 26 90 8F BP 69 2c 84 5C F8 DE BA 57 52
96 79 14 07 D7 85 79 79 OB OB CB 4F 5F 5F 13 140
F8 A8 F8 68 BB C8 78 F@ B4 43 90 D6 92 AF 65 12
i = 3;
b3 19 BF DB 30 46 70 58 8F 55 E3 10 51 ES E7 43
29 5B 23 D1 AF CF 37 DB F3 AE 56 A1 2BE 86 11 01
01 2C BA C2 8B 95 AC 9B 01 78 57 78 4C 25 EE 95
81 63 9E B1 CO B2 06 A7 8B 13 D5 66 9A EA A5 53
44 BE 60 7A BO B2 (09 DB B5 EO 97 46 78 79 57 56
73 5B 2C CF BC 8C BC 71 E2 3E F3 AF D4 5F 66 62
DC 67 09 24 EF ED DD D3 05 E9 CA 43 59 PC 08 53
78 8D 3B FO D7 3B 7D 19 6A 11 68 9A 3D 24 B6 2C
i=4;
38 BE AA Cl1 DE 11 65 86 BD A3 5F AC C8 4B 7B 24
68 7C F3 DO 4n 87 33 TF D4 D5 53 36 8A FA 380 C8
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F3

11
01

32

AF

E6
91
96
BE
Bl
D4

39
1A
97

92

15

BF
F4

23
BO

03
99

4c

21
18
AB
D9

2a
88

74
77
08
2A

48
A5
EQ

37

09
CSs
c9
56

25
36
OF
5D
5a
E9

FO

Fg
2B

49
AD
77

41
FA
70
A8
DF
F4
16
30

6B
40
43
ac

8E

18

1c
94
42
4A
A6
17

F6

95
0D

BS
CB
F8

46
3F
E8
4F

63

‘38

02
60
3a
5a
10
cp

F1
ch
3E
CF
11
00
3B
90

67
2F
22
5C
22
E6

58
48

6B
3D

DB
58
E8
ED
Fl
oc

co

CE
64
Al
48

49

82
DO
49
c2
44
35
12
29

82

17

D3
AQ

F7
0E

98

46
c?
5D
8C
0B
EB

B6
cé

94
EE
99
10
7B

94

)
E2
4C
62
96
27

25
16
41
78
ED
7

55
3E

04
02
68

68

4B
4C
42
6C

3B
1
4A
3D
c4d

53
81

0l
68
88

AD

6E
BO
28
F1

37
84
34
8c
83
02
0o
BO

84
46
19
EF
DF
E4
47
28

9A
63

58
5¢C
73
EC
4D

EE
ED

FO

24
34
EC

CF
53
Fa
06
SE
3n
6A

0B
94
BC
92
3F
CF
8F
32

PF
46
F3
CE
9D
00
E2
33

AD
71
c2
86
26
4B
B7
33

2C
Bb6
A8
35
6F
5C
1A
E?

BC
8E

57
BC
7B
01
D3
40

14
4D
El
23
8D
A6
47
31

BO
AS
14
19
89
7c
23
3D

2F
00
61
0B
27
A4
8c
ip

89
63
10
c5
53
13

CA

im= 10:

3A
81

26 5A 7§

7D
FE
F6
D9
c2

15
Do
BE

a7
Ag
96
5a

Bl
CF
18
32
02
12
49
35

DD

5D
1c
46

2C

7B
32
oF
25

10
38
92

56

B2
B7
oa
3E
Al

16
26
17

9
cD
D3
77
85
B9

44
DO

01
BF
BD
F4

D3
42
<o
12
AD

AC

7A
70
DF

3a

21
5a
55

DD
a1
22
53

5a
ES

3C 52 BS

D7
E3
56
71
81

B3
26
90
7D
9B
51
286
DD

cSs
2C
BE
E8
BS
EO
0B
59

6C
87
cs
58
D5
7D
DF
B4

86
B8
11
18
FF
8D
69
ES

82
35
A%

48
FS
2D
D3
cS

53
9B
B3
53
F5
52
6D
3c

6B
26
9C
B4
cc
28
4E
17

6C
2D
D
40
c4
33
EF
52

7B
65
E9
33
FC
9C
14
0B

2A
28
33
04
03
11
ED
FO

D1

9E
FF

5D
Al
Fl
B2
c

CF
60
34
7D
41
21
4a
D%

09
ca
7a
2C
2C
EB
55
F1

F0
a6
6B
FO
F9
E9
3
D2

2D
DD
1B
66
ED
FE
8a
03

9C
42
27
84
52
02
AD
7C

23
6B
B7

0
EC
54
Dl
Ic
71
B9
8a

97
c7
35
BO
68
7D

5C

13

A3
08
D2

69
4B

0B

2D
15
91
CF
B3
BO

c3
cs
c7

TCVN 11816-3 : 2017
B9 28 0B

AC
68
3C
91
42

04
9B
c2
c1
2D
DS
cé
p1

59
93
09
10
ES
3F
21
49

Cl
4C
48
DA
40
27
58
9C

D3
59
ES
B2
16
E8
2a
79

52
TA
B4

21
FO
B6
69
23

4D
92
84
BA
29
9D
AB
04

91
54
8A
2n
9c
Fl
AR
DF

16
F4
81
1E
c7
BA
08
25

3c
A
80
55
92
6E
B3
69

95
DC
43
c7
83
cs
B4
E7

8F
23
99

83
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C2 8C 4A DB CQ F& 9C EO 71 FD 96 BC 8F 74 63 4E
54 B7 9C D5 7F 71 85 13 B3 BE 30 9F 01 2A 59 09
43 41 4B 8a 97 7D 0B 7B 72 91 14 59 35F 0B 6E 76
63 19 35 BE DB F6 15 7a 07 18 AF E3 65 BC 09 DE
6A 7a 4E F& 37 01 82 27 B6 AF Al 80 BC EC 2A 98
Gié tri @Au ra Y clia ham vong dbi v6i ma trén Z' thir nhét 13 nhw sau.,
17 38 E1 BS 41 AD 36 EA
45 8D 50 F8 OF AQ 1C 44
72 88 CE 97 D1 A0 DC FO
16 95 FF D6 E7 1D 09 25
33 BE 30 9F 01 2a 59 09
72 91 14 59 5F 08 6E 76
07 18 AF E3 65 BC 09 DE
BG RF Al 80 BC EC 232 98
Ma trén Z’thir hai la nhw sau.
00 00 00 OO 00 00 00 QO
00 00 00 00 00 00 00 QO
00 00 00 00" 00 00 0O 00
00 00 00 00 00 00 00 Q0
00 00 00 00 00 00 00 QO
D0 00 00 00 00 00 00 GO
00 00 00 OO 00 00 00 00
00 00 00 0Q 00 00 01 0D
Déi v&i ma tran Z' thir hal, ma trin Ko va ma trén X" 1a nhw sau.
77 38 E1 BS 41 AD 36 EA - 77 38 E1 BS 41 A0 36 FA
45 8D 50 FA OF A0 1C 44 45 BD 50 FA OF AQ 1C 44
72 88 CE 87 D1 AD DC FO 72 88 CE 97 D1 AD DC FO
16 95 FF D6 E7 1D 09 25 16 95 FF D6 E7 1D 09 25
33 BE 30 9F 01 2a 59 09 33 BE 30 9F 01 2A 59 0%
72 91 14 59 5F 08 6E 76 72 91 14 59 5F 08 6E 76
07 18 A¥ E3 65 BC 09 DE 07 18 AF E3 65 BC 09 DE
BS AF Al 80 BC EC 2A 98 B6 AF Al 80 BC EC 2B 98
Sau @Ay Ia cac gi4 tri lién tiép (bidu didn thap lyc phan) clia cac bién K voi i= 116 10 va W.
im1:
1A 78 4D 7D BD 4C 17 Eé6 18 23 C6 E8 87 B8 01 4F
27 31 10 A4 63 C5 SE 25 00 00 Q0 0O 00 0D 00 0O
7A 2E B7 48 C4 5D EO 23 00 00 00 00 00 00 00 00
6D 0D 61 &F 6C 1D BO AE 00 00 00 00 00 0D 00 Q0
01 A2 D5 6E DB 41 D9 AQ 00 00 00 00 00 00 00 00
ES 06 4C D1 27 95 FA 86 8C 23 05 AF 46 26 23 23
77 62 31 BC B4 4E C6 01 00 00 00 0C 00 00 00 QO
6F CD BC 96 10 78 6F EC 00 00 00 00 00 00 00 00
im2;
EB OF 86 07 40 38 54 4F DF 84 74 7E 14 4C 22 DO
87 EF DC C8 FE 45 3D 83 2B 04 B7 AE 74 89 5A 13
99 QE F5 4E 73 1F CO EA 2F FD BC 24 26 03 AD 74
EF E0 05 7F D2 C2 41 39 99 67 EA 50 34 08 BD BS
65 8F 5D 92 3B %h AF 47 A8 7B 8E 1A 3B 56 CD 51
A9 1D 1C 13 BD 15 73 41 77 5% 60 2D DD A2 4A 70
81 AD 80 BD 88 B3 B3 C3 03 43 90 81 2B DE BE 37
16 26 63 99 aC 18 5D DO 48 6B C0 54 B9 C6 72 €9
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7A A3

EO
BC
80
7E
k):]

3D

08
c9
80
BF
58

14
CF
92
5
38
AS
45

Bl
DD
AS
8A

8D
53
95

B
79
D8
20

E5
60
A?

12
E9
93
EF
aC
2F
32
06

06

35
7E

DE

21

70
ES
22
40

58

B7
5C

5D

F3
80
F5

ES
34

35
01
42
8D
1B
31

72
FD

EF
59
3E
FO

72

A3

8D
69
09
15
98
A9

15
56

59
32
2D
A6

59
2E
iF
25
8E
B4
29

B2
87
16
DD
D3
8A

15

E3

5F
91
F6
c5
OA
03

BA
60
12
8a
7B

85
CE

3
cD
5D
7D
07
on

DD

88
cc
31
13
87
ac
93
10

43
EQ
cl
E?
30
49
38
SE

33
12
A8
F3

61
4C
82

38
12
05
61
c2
68

a7
9F
E9
82
81
a8
CE
00

99
3E
28
44

22
D3

B4
8E
74
4F
D8

cl

80
SF
9
6C
FB
F9
oc
03

93
BF
2a
SF
57

99

39

2F
30
20

A7

F3
18

oD
76
A
E?7

FD
60
70
CF
76
SE
3B
B6

48
D4
25
6D

A0
6E
03

F4
B0

28
E4
44
2D
c3

63
ES
82
Bl

88
ED
AB

72
68

BB
10
4F
20
E9

BS
84
51
14
03
D4
BD
5F

F6
BF
34
6B
70
A%

68

75
63
3C
DD

8E
34
3¢

F6
BE
6B
7B
61
F8
A8
A6

B7
73
73
7B
61
85
27
CA

7E
D3
D7
13
9C
7D
39
EC

SE

14
FD
6A
68
9B
c9
70
89

AC
OE
7%
57
DCc

26
2D

82
BO
D2

23

03
19

Fé6
ED
ci
93
F3
A3
58
BS

6B
45

95
4B
ED
co

.18

89
3B
00

0D
65

6B
a7
32
EE

07
E9
27

53
TF
52
95
E5
62
43

61
46
80
89

8C
63
91

42
02

3B
c5
CcD
24
2B

92
20
712
6D
8F

BF

69
5a

28

48
58
CF
AD
c4
72
23
32

13
90
8F
C5
03

35 AS

03

1
2D
CF
4B
05
B9
86

41

47
417

BF
1c

E7

D5
D8
90
1B
92

90
D2

9A
B3
E9

39
8B
74
c9

c?
oD
SA
26

3B
9F

c2
01
F8
48
71
07
4E
11

DC
59
c4
co
E3
4a

cc

05
41

Cl

c2
BO

EO
66
02
E7
BF
B8
D8

58
6D
10
77
5E
76
54
68

37

49
FO
S5E
54

87

71
54
85
24

B3
OE
A8

c3
0D
4B
12
60
3E
D6

25

F
8C

B6
g8
ED

6E
iD
D3
56
OB
67
82

02
5D
4a
78
2C
35
iB
97

BO
0E
0p
59
44
63
D7
OF

10
4D

87
9cC

8A

F4
59
B6

94
2C

14

81

F9
4D

AB
56

21

BC

41

35
iE

E6
34
SF
6D
80
6B
ce

45
c3
EB
DE
c3
E6
64

TCVN 118186-3 : 2017

i
73
11
43
74
BC
BO
B7

79
39
FC
96
SE
c?
c7
c6

06
9E
cb
EC
8A
AC
6F
c?

D8
CF
D9
10
18
AR
B4
17

¥é
5A
17
73
9B
71

5D
EA

FA
83
52
20
93
69
TA
Ccl

eD
6D
F4
6C
74
6D
EB
BB

c9
AC
E3
On
FS
EA
9F
Bl

cL
3c
EB
63
46
BD

D9

57

F
A
84
42
6D
13
46
5B

2B
26
60
EB
E3
0D
BS
AB

2
20
AS
BD
oF
18
96
40
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i=9;
7C D9 89 12 FC AB 39 B2 AC C3 BD D6 26 A6 41 ¥0
20 E1 B9 E6 79 8D SE 4F E7 D8 5F 60 03 D2 7B F8
99 70 2C 2a CA E1 Q7 48 3F 48 %A 48 16 88 OE 1D
R4 85 C1 1F 74 6C 23 DC D8 C7 62 1D 42 6F 86 A4
CF C8 1D F4 64 41 C6 1B AD A6 9F 9A 28 CC 8C 6D
7B 0D 6B.84 2A 58 16 40 14 63 22 F6 04 B0 94 F4
4F DA 55 €3 38 6A 0C 2D ES 1D 7D 05 OC A8 44 F4
E6 31 16 BA AE C3 AC EC A7 B1 5B F5 48 C5 2E F7

i = 10:
B4 74 E1 56 96 31 BY 6C 5D A0 9F 11 4E 31 46 BB
21 Al B6 33 CC B89 68 1A BO 5B A0 58 EB C4 53 (OC
Bl 97 25 86 7B 2B 3F (09 F8 F2 94 C5 OF 4E BY 92
4C 73 C7 62 93 A8 15 CF 11 50 9D 2F 6F F4.55 4C
55 15 ¢0 C¢0 9a 05 05 16 25 03 F8 9C 1a EF E7 12
23 44 BD 8D D3 5F B3.6E 0% 05 62 60 a1 0D 65 20
7E 6C 2D 37 12 DD F3 3E 04 83 05 43 C8 43 93 38
CE B8 04 F2 8D 9F C9 99 C2 F4 DA 98 A0 D7 CB 65

Gi4 tri d4u ra Y' tir ham vong cho ma tran Z' the hai la

2A 98 7E A4 OF 91 70 61
F5 D6 FO A0 E4 64 4F 48
8A TA 5A 52 DE EE 65 62
07 C5 62 F9 88 ES 5C 69
16 BD C8 03 1B C5 BE 1B
7B 94 76 3% FE 05 OB 56
93 98 AA AQ AD FF 9A E6
74 5B 7B 18 1C 3B E3 FD

Ma bam la xau 512 bit sau

2A987EA40F917061 F5DGFOAOE4644F48 BATASAS2DEEE6562 (7C562F988EISCES
16BDC8031BCSBELR TB947639FE0S0B56 939BAAAOADFFIAES T45B7B181C3BE3FD

A.7.9.Vidu 9
Trong vi dy nay x&u di liéu |a xau ¢ 1000000 byte 14 ban m& ASCII clia a’ dwoc 13p lai 10° An.
M& bam la xau 512 bit sau,

0C93005BERSTEFF5 QATCF005560DDFSD 28057FD86B20BFDé 2DECAOF1CCEA4AFS
1FC15490EDDCATAF 32BB2B66C34FFSAD 8C600BADGT7F7712 6953B226E4EDSR(L

A.8 Ham b3am chuyén dung 8

A.8.1 Vidy1

Trong vi dy nay, xau de¢ liéu 12 mdt xau réng, trc 14 xau cb @b dai bang khéng.
Ma bam la xau 224-bit dwdi day:

d14a028¢c 2a3a2bc?® 476102bb 288234cd 15a2b01f 828eab2a cbb3ed2f
A.8.2Vidy2

Trong vi du nay xau d( lidu bao gdém mét byte don |a ban ma ASCI| clia chir ‘a’.
Ma b&m 13 xau 224 bit sau Gay '
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abd37534 c7d%a2ef b9465ded 31cd7055 ££db8879 56328980 78d6d6dS

A8.3Vidy3

Trong vi du ndy xau d( liéu 14 x4u ba byte ban m& ASCII clia ‘abc’. X&u nay twong dwong véi xau bit
‘01100001 01100010 01100011".

Sau qud trinh d8m 16 khéi tlr don nhén dwgc tir xau de liéu nhw sau:

61626380 00000000 00000000 00000000 00000000 00000000 000G0000 00000000
00000000 006000000 00000000 00000000 00000000 00000000 00000000 00000018

Sau day Ia (bidu dién & hé thap Iyc phan clia) céc gid tr] lién tidp ctia cac bién sb Yo, Yy, Yz, Y3, Y4 Vs,
Yes, Y7. ’

init: cl05%d8 367cd507 3070dd17 £70e5939 ££fc00b31 68581511 64£98fa7 befadfad
De96b2da cl059ed8 367cd507 3070dd17 0434225e ffc00b31 68581511 64£98fa?
c20dabéb 0e96b2da c1059ed8 367cd507 9cabdl6f 0434225e ££c00b31 68581511
abl13b7a c20dab6b Oedfb2da c105%edB 82177fe8 9cabdl6f 0434228e ££c00b3l
8253cola abli3b7a c20dabéb 0edéb2da 8346h27d 82177fef 9Ycabdlef 0434225e
08a0dalc 8253ccla abll3b7a c20dabéb 05bS57db-8346b27d 82177feB 9cabdléf
b2ca3adl 0BaldcOc 8253cola abll3b7a 898dc7bb 05b557db 8346b27d 82177fe8
0b6b9023 b2ca3a%l 08aldclc 8253ccla a2e49147 898dc7hbb 05b557db 8346b27d
£09d116d 0b6b9023 b2ca3adl 08aldcOc 7a84120d a2e49147 898dc7bb 05b557db
ed6£a633 £09d116d 0b6bS023 b2ca3a9l c037faad 7a84120d a2ed9147 898dc7bb
55e6a367 ed6fat33 £09d116d 0b6b9023 aaeS500591 c037fzad 7a84120d a2e49147
10 0817e82b 55e6a367 ed6fa633 £09d116d c8cS3a2¢ aae50091 c037faad Ta84120d
11 17142333 0817e82b 55062367 ed6£f2633 dddcTbed cB8c53a2c 2ae50091 c037faad
12 fcdf023e 17142334 0817e82b 55e6a367 87bea5la dddcTbed c8c53a2c aae30091
13 be316902 fcdf023e 17142334 0817e82b 65141125 87beaSla dddcTbed c8cb3a2c
14 1d80d178 be316902 fcdf023e 17142334 4545£53a 65141125 87beabla dd4cTbed
15 0f341ad5 1d80d178 be316902 £c4£023e 6ablcdll 4545£53a 65141125 87beaSla
16 0£324db9 9£341a45 1d80d178 be316902 06c80d6a 6a6lc4ll 4545£53a 65141125
17 ££e7012b 0£324db9 9£341a45 1d80d178 b7b601£4 06c80déa 6a6lcdll 4545£53a
18 62932ab8 £fe7012b 0£324db9 9£341a45 763b627a b7h601fd 06cB0dba 6ablc4ll
19 52074867 62932ab8 ffe?012b 0£324db9 7fbbad36 763b627a b7b601f4 06c80dba
20 07d55cch 52074867 62932ab8 fFe7012b dbaSatea 7fbba936 763b627a bTb601f4
21 dece98ad 07dSScch 52074867 62932ab8 293£fb5d 9baSabea 7fbbald3e 763b627a
22 e62a812e deced8ad 07d55cch 52074867 28fel0fdd 293ffbSd 9baSabea 7£bbad3é
23 57206fbf e62a8l2e deceffad 07d55cch ¢76084ea 28fe0fd9 293f£fb5d 9%baSadea
24 6aGabofl 57206fb8 e62afl2e deced98ad b2614cSe c76084ea 28fe0fd9 293f£fb5d
25 937514F0 6ababef0 57206fb8 e62aBl2e bdZ2ec2lc b2614cS5e c76084ea 28fe0fd9
26 82af3ffb 937514f0 6a6ahct( 57206fb8 be6f6760 bi2ec2ic h2614¢Se ¢76084ea
27 eca3bcd5 82af3ffb 937514£0 6adabcf0 ldccbbl0 be6£6760 b42ec2lc b26l4cSe
28 2d1576c4 eca3bcd5 82af3ffb 937514£0 01641929 1decbhbl( be6£6760 bhi2ec2lc
29 fe3c8658 2d1576c4 eca3bed5 B2af3ffb fc4b36ch 01641929 1dccbbl0 be6f6760
30 0d7cce07 fe3dc8658 2d1576c4 ecalbcds adadalad fcdb3sa5 01641929 ldechbll
31 cceld51d 0d7cce07? fe3c8658 2d1576cd 4bed475c adadalad fodb36cd 01641929
32 09b76257 ccel951d 0d7cced? fe3c8658 DccdddB6 4be947Sc adada3ad fcab3éed
33 £827767e 09b76257 cceld5ld 0d7cce07 dbllédb? Occddd8é 4bed475c adadalad
34 e4albb4B £827767e 09b76257 cceld5ld 994e2bac dblledb7? Occddd8é 4bed473c
35 dSbbl041l edalbb48 £827767e 09H76257 5h730abb 994e2bac dbllédb? Occddd8é

LRI =O
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36 2a2e32f4 d6bbl04l e4albbd8 £827767e 22eiBc59 Sh730abb 994e2bac dbllédb?
37 0d275cal 2a2e32f4 dBbb1041 edalbbil8 £6¢39382 22e15¢59 5b730abb 994e2bac
38 7902360c 0d275ca8 2a2e32f4 d8bbl041 d9f8c2el £6c39382 22e15¢59 5b730abb
30 £3c80288 7902369c 0d275ca8 2a2a32f4 00e3a7bb d9f8c2el fE6c39382 22elS5c5d
40 483bbadd £3080288 7902369c 0d275ca8 £0a8198c 00e3a7bb d9ffc2e0 £6c38382
41 d75d4d26 483bbadd £3c80288 7902369c fcecdedd £0a8l98c 00e3a7bb difBclel
42 0744b618 d75d4d26 483bbadd £3c80288 03186faa fcecdodd £0a8198c 00e3albb
43 9coe9f0l 0744b618 d75d4d26 483bbadd aB6f6bbf 03186faa fcecdedd £0a8198c
44 a3701bd9 9ccef£0l (744b618 d75d4426 aflbef5f a56f6bbf 03186faa fcecdedd
45 131d4c09 a3701bd9d 9cce9f0i 0744b618 ecb7?lelb aflbef5f a56£6bbf 03186faa
46 £b3777d9 131d4c09 a3701bdg 9ccedf(l 1d601f44 echT7elb aflbefSf aS6f£6bbf
47 847eal0e fb3777d9 131d4c09 a3701bd9 503a7h9% 1d601£44 ecb?Telb aflbef5f
48 2aa69347 847ealfe £b3777d9 131d4c09 Seeb$930 503a7b93 1d601£44 ecb77elh
49 505caf28 aaa6$347 847ealle fH3777d9 ce695893 5eeb9930 503a7h85 1def1f44
50 675e0b02 505caf28 aaaf9347 847ealle c22dd75f ce605893 5eeb9930 503a7b85
51 abd26099 675e0b02 505caf28 aaa69347 1409c3f8 c22dd7?5f ce695883 Seeb8930
52 04f9857a abd26099 675e0b02 505caf28 2d864d9f 1409c3£8 ¢22dd75f ce695893
53 308b8700 0d£9857a abd26099 675e0b02 02524£02 2d864d9f 140903f8 ¢22dd75f£
54 909cc059 308b8799 0AFSB5Ta abd26099 6f2addda (2524£02 2dB64d9f ‘1409238
55 8d25bd94 909cc050 308bA799 0df9857a 1273c622 6f2addda 02524£02 2dB64d9E
56 £32141da 8d25bd94 909ccOS9 308b8799 177led3f 1273g622 6£2ad44a 02524£02
57 8ce24395 £32141da 8d25bd94 909cc059 £52f66a6 1771led3f 12730622 6f2aidda
B8 (07bcdf46 Sce24398 £32141da 8d425bd94 149dh547 £52f66a6 1771ed3f 1273¢622
59 622d5e5b 07TbodB46 8ce24395 £32141ida b6£f4c630 149db547 £52£66a6 1771ed3f
60 c693fc7a 622d5e5b 07hed846 B8ce24395 13dfb889 bE£4c630 149db547 £52£66a6
61 58410760 c693fcTa 622d5e5h 07bcdB46 Te730e00 13dfHB8Y LEF4c630 149db547
62 £489031b 55d1c760 c693fcTa 622d%e5b 5548%ze6 7e730e00 13dfbB8Y b6£4cEI0
63 6203deda £d89031b 55d1c760 c693fcla 2aedblb3 5548%eeb 7e730e00 13dfh8gY

Tam tlr sau @y Yo, Y1, Yz Y, Y4 Y5 Ys Y7 bidu didn ddu ra clia phép 13p sau cling clia ham vong:

Yy = c1059ed8 | 6203deda = 23097422
¥, = 367cd507 [¢ £489031b = 34054822
Y, = 3070dd17 [ 55d1c760 = B642a477
Y, = £70e5339 (4 c693fc7a = hda235b3
Y; = ££c00b31 ¢ 2aedblkh3 = Zaadbced
Yg = 68581511 [} 5548%ee6 = bdalh3£7
Y, = 64£98£a7 |t 7730200 = el6cida’
Y, = befadfad | 13d4£bBBY = ad25£72d

M4 b&m 1a xau 224 bif sau:
23097422 34054822 86422477 bda255b3 2aadbced bdalb3£7 e36c9da’

A84Vidu4
Trong vi dy nay xau dir liéu 1a xau 14 byte la ban ma ASCI] cia 'message digest’
Ma bém la xau 224 bit sau:

2cb21cB3 ae2f(04d eTe8lc3c 701%bcbh 65b71abé 56b22d6d 0c3SbBeb

88



TCVN 11816-3 ;: 2017

A.8.5Vidy§
Trong vi dy ndy, xau dir ligu la xau 62 byte 14 bdn mé ASCIl clia

'ABCDEFGHIJKLMNOPQRSTUVWXYZahedefghikimnopgrstuvwiyz0123456789'
Ma bam 14 xau 224 bit sau:

bf£72b4f'cb?d§5a5 632900ac 5£90d219 e08e97a? bde72e74 (0db393d9

A8.6Vidyué
Trong vi dy ndy xau di¥ ligu Ja xau 80 byte bao gdm 8 phép I3p clia bdn m& ASCI| clia '1234567890'
Ma b&m Ia xau 224 bit sau:

b50aecbe 4e%bb0b5 7hcS5f3se 760a8ell dh24£203 fb3cdcdl 3148046e

AB7Vidy7

Trong vi dy nay x&u dir [iu 1a xau 58 byte 1 ban ma ASCII cla
‘abedbedecdefdefgefghfghighijhifkikljkimkimnimnomnopnopq’

Sau qué trinh @&m, hai khéi 16 tlr nhan dwoc tir x&u di léu nhw sau

61626364 62636465 63646566 64656667 65666768 66676869 6760696a 68696abb
€96a6bbc Gabhficbd 6b6c6dée 6cbdBetf 6d6e6L£70 6e6f7071 80000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 000001cO

Sau day la (bldu di&n hé thap lyc phan) clia cac gid trj lién tiép clia cac bldn sé Yo, Y, Yz, s, Y4, Vs, Yo,
Yrtrong x& Iy khéi dAu tién:

init: c1059%ed8 367cd507 3070ddi? £70e5939 £ic00b31 68581511 64£98fa7 hefadfad
0e96h2be cl059ed8 367cd507 3070dd17 04342242 ££c00b31 68581511 64£98fa7
51d17d7b Oe96b2be cl059%ed8 367cd507 2fBea3dd 04342242 ffc00b3l 68581511
££1cbd7f $1d1i7d7b 0e96b2be cl059ed8 79a896fa 2£8ea3dd 04342242 ££c00b31
24bcc047 ££1cbd7f 51d17d7b 0ed6b2he 1£60795a 79a896fa 2£8ealdd 04342242
7d56a6ac 24bcc047 ££f1cbd7f 51d17d7b de395286 1£60735a 79aB96fa 2f8ea3dd
745bebll 7d56a6ac 24bcc047 ffichd?f d863d132 de395286 1£60795a 7%a896fa
0dd41573 745bebll 7dS6abac 24bcc047 2e60d323 d863d132 de3d5286 1£60795a
9a2541fd 0dd41573 745bebll 7d56abac 08d2b348 2e60d323 d863d132 de395286

S ia b WD
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8 31402909 9a2541fd 0dd41573 745bebll 95d£4707 (08d2b348 2e60d323 d863d132
9 b2954925 3140909 9a2541fd 0dd41573 05efSe3d 95d£d707 08d2b348 2e60d323
10 b2aB74fh b2954925 3140e908 9a2541fd 9dcafl18 (0S5ef5e3d 95d£d707 08d2b348
11 116ced4d b2a874fb b2954925 3140e309 De6d566a 9dcafllB 05ef5e3d 95d£d4707
12 5££9349a 116ceddd b2a874fb H2954925 (08eb3305 Oe6d566a 9dcaflll 05efSedd
13 7fa9dé65d 5££9349a 116ceddd b2aB874fb 4657cf£17? 08eb3305 QefdS66a 9dcaflls
14 006blblé 7£fa9d65d 5£f9349%9a 116ceddd 08d09e8d 4657cf17 08eb3305 De6d566a
15 b301c98a 006blblé 7£a8d65d 5££9349a 6fbefald 08d09%e8d 4657¢f17 08eb3305
16 e623eccl b301c98a 006blbl6 7fa%d65d 2b3£859¢c 6fbefald 08d09%e8d 4657cfl?
17 d9244a78 e623eccl b301c98a 006blblé 866d8d9%c 2b3fB859¢c éfbefald 08d09e8d
18 99c72726 d9244a78 e623eccld b301c98a b26a409c e66dBd3c 2b3£859¢c 6fbefald
18 ablcbed2 99¢72726 d9244a78 e623eccl 010d7c65 b262409¢c e66d8d3c 2b3£853¢c
20 78062878 abOcbed2 99c72726 d9244a78 5678a949 010d7cé5 b26a409c e66d8d9c
21 d7c5a5d5 78062878 ablcbed? 99c72726 b280360c 56782949 01047c65 b26a409%¢
22 bad2ee?2 d7c5c5d5 78062878 ablcbed2 0d4cdOcd b280360c 56782949 010d7c65
23 bcf47346 bad2ee72 d7c5c5d5 78062878 déaldde8 0ddcdlcd b280360c 5678a949
24 Seccdl7b bcf47346 bad2ee?2 d7c5c5d5 3337allc d6al9de8 0d4cdlcd b280360c
25 e15bfa57 Seccdl7b bofd7346 bad2ee?2 (cel5173 3337allc déalddc8 0ddcdlcd
26 fae6167b elShfa87 Saccdl7b bef47346 73dbeSc7? 0cel5173 3337allc d6allfdes
27 0991c3£f99 fae6l67b el5bfa57 Seccdl7b 8602a31f 73dbeSc? 0celS173 3337allc
28 7055843b 991c3£99 fae6l67b el5bfa57 eb4de5f8 8602a31f 73dbeSc? Ocel5l73
29 (08dcfbéd 7055843b 991c3f98 fae6l67b 4606d126 ebdde5£f8 8602a31f 73dbe5c?
30 2964b340 0Bdcfb6éd 7055843b 991¢3£99 213h3e63 4606d126 ebddeSfl 8602a3lf
31 5b3677d0 2964b340 08dcfb6d 7055843b c9689ch0 213b3e63 4606d126 eb4de5£8
32 1leel0fe7d 5b367740 2964b340 08dcfbéd 14318add c8689cb0 213b3e63 4606d126
33 6b918dé6e leelfe?d Sh3677d0 2964b340 216054a8 14318a4d c9689ch0 213b3le63
34 a6710d0d 6b918d6e leelfeld 5b3677d0 bc823a58 216054a8 14318ad4d c9683chb0
35 S5el98fed a6710d0d 6b918d6e leelfe’d ¢49933fe beB823a58 216054a8 14318add
36 136c320a 5e198fad a6710d0d 6b91Bdée 75687cch c49933fe bcd23a58 216054a8
37 40eeldcd3 136c320a 5el198fed a6710d0d flg2café 75687cch c49933fe heh23a58
38 =z2a%6d78c 40eelcd3 136c320a Sel98fed £48bdceb flc2caff 75687cch c©49933fe
39 27c97h86 aaf6d78c 40eelc43 136c320a b556216a £48bdceb flc2café 75687cch
40 b07bd327 27c97b86 aaf6d78c 40eelcd3 30ec2d?6 b556216a f4d8bhiceb flc2caf6
41 d8gdsebd b07bd327 27c%7b86 aa%6d78c dc2fabad 30ec2d76 b556216a f48bdceb
42 8§¢775077 d88d56bd b07bd327 27c97b86 5fadédbd dc2fabad 30ec2d76 bS56216a
43 1526cca3 5c775077 d88d56bd b07bd327 daBalblc S5fadédb5 de2fabad 30ec2d?6
44 c09ddald 1526cca3 5c¢775077 d88d56bhd d%8ec23a daBalblc 5fadédb5 dc2fa5ad
45 f£8B85e124 c09ddald 1526ccald 5c¢775077 ed4£23e41 d9%8ec23a da8alblc S5fadédbs
46 5447f0ad £885e124 c09ddald 1526aca3 bfh7497¢c edf23edl dI98ec23a daBalble
47 e6227061 5447f0ad £885e124 c¢08%didald 5b09619b bfb7497¢c edf23edl d%8ec23a
48 00%cebea 6227061 5447f0ad £885e124 59%ecabd6 5b0961%b bfb7487c edf23edl
49 92b0d169 009cebea e6227061 5447fCad %9a572L85 5%cab46 5b09619b bfb7497c
50 8d224e54 92b0d169% 009cebea 6227061 32144602 9a572b85 59%ecabdé 5b09619b
51 clfcac7l 8d224e54 92b0d169 009cebea 4e928a8b7 32144602 9a572b85 5%ecabdé
52 BebceB843 clfcac?l 8d224e54 92b0d169 2cl823be 4e98a8b7 32144602 9a572b85
53 000f54de 8eb6ceBA3 cifcac?7l 8d224e54 £32cf2a8 20iB823be 4e98a8b7 32144602
34 2fe2afla 000£54de Bebce843 clfoac?l 20£763ee £32cf2a8 2c1823be 4ed%8aBb?
85 1fdb3%af 2fe2af3a 000f54de 8ebceB8d3 Sacdbdé2 20£763ee £32cf2af 2¢cl823be
56 T7£B6644e 1£d53%af 2fe2afl3a 000f54de 9fc10216 Sacdbdé62 20f763ee £32cf2al
57 0e08dc77 7£86644e 1£d539%9af 2fe2af3a 2adea749 9£010216 Sacdbd62 20£763ee
58 0b9£f4851 0e08dc77 7£86644e 1£fd53%af 18bldfb9 2adea749 9fcl0216 Sacdbdb2
89 dbce97c3 0b9£f4851 0@08dc?? 7f86644e - 6ecébaSb 18b1dfb9 2adea749 9£clD216
60 3cd78fel dbce87c3 0b9f4851 0e08dc?7 3elca2fl 6ecébaSb 18bldfb9 2adea749
61 35f4bflc 3cd78fel dbce%7c3 0b9f4851 bala8alb 3elca2fl GecébaSb 18bldfb9
62 86795a7d 35f4bfic 3cd78fel dbced7c3 2cell258 balaBalb 3elca2fl 6ec6bbaSb
63 ¢14b4785 86795a7d 35f4bflc 3cdi8fel 1;08&:7f 2cell258 bala8alb 3elca2fl

Téam tle sau day Yo, Yy, Yz Ya, Y4 Ys Ys Y7 bidu din dAu ra clia ham vong trong xtr ly khéi dAu tién
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Yy = cl059%d8 ) c14b4785 = B8250e65d
Y, = 367¢d507 { 86795a7d = bcf62£84
¥, = 3070dd17 { 35£4bflc = 66659¢33
Yy = £70e5939 { 3cd78fel = 33eSeSla
Y, = ££c00b31 § 1108ac?7f = 10c8b7b0
¥y = 68581511 (4 2cell258 = 95392769
Y = 64£98fa7 |y balaBalb = 1£1419¢2

Y, = befadfad |§ 3elca2fl = £d16£295

Sau @4y 12 (bidu didn hé thap lyc phan) céc gia trj lIén tiép clia céc bién sb Yo,
trong x® Iy khéi thir hal.

init: 8250e65d bcf62£f84 66659c33 33e5edla

0 692e4074
1 608d83el
2 09bfasaf
2375£bch
717e79%e7
a9319748
27a342£04
3419081e
0ab39302
006784eb
ecd5c9db
4762e8£0
af93b2as
533c¢517¢
03cfal1b
5£d065bad
18b268b5
bB87d63b4
bld846el
8balaed6
1485£843
238fAcda
70310061
d4eTec62
665824£3
dedb8199
£8536917
d7333b8a
760847cl
Teabebd?
90c49624
0L876264
04cb36co
d58cc34a
0ed14dd?
5a89%a942
4d30424¢
47£58c5¢c
bSadgsd?
762fecbc

TRl
WRHOWL®-JOW & W

8250e65d bef62£84
692e407d
608d83el
09bfagof
2375fbcS
717e79%7
a9319748
27a42£04
3419081e
0ab393c2
006784eb
ecd5c9db
4762e8£0 ecdSc9db
af93b2a8 4762e8£0
533c¢517¢c af93b2a8
03c0a51b 533¢517c
$£d065bd 03claS1lb
18b268b5 5£d065bd
b87d63b4 18b268b5
bld846e0 bB7d63b4

608d83el
09bfag9f
2375£bc5
717e79%7
29319748
27a42£04
3419081e
0ab393c2
006784eb

8250e65d bef62£84
692e407d 8250e65d

10c8b7b0
edbele6’
3ddb8cee
£5813490
c3el8529
77d39ccc
£dbb9913
b999cced
5469221
ad29647e
aff457e7
3419081e 9af42ale
0ab393c2 8fb6i3d8
006784eb 97e63d39
ecd5c9db 7364baeb
4762e8£0 3afb010d
af93b2aB b8eb4229
533¢c517c 38eda3sd
03c0a51b 25c2c397
5£d065bd d674405£
18b268b5 H§109422

66659¢33

692e407d
608d83el
09bfaBof
2375£bcs
717e7%e?
a9319748
27242104

8balaedé bld846e0 b87d63b4 1c58cd66

1485£843
238f4cda 1485£843
7031b061 238fdcda
dde7ec62 7031b061
66382d£3 dieTect2
dedb8199 66582d£3
£8536917 dedb8199
d7333b8a £8536917
760847cl d7333b8a
7eabc6d? 760847¢1
90¢c49624 TeabctdT
0b876264 90c49624
04cb36ch 0b876264
d58ce34a 04cb36¢0
0edl4dd? d58cc34a
5aB9a942 0edl14dd?
4d30424c 5aB8%a942
47£58c5c 4d30424c
b5ad85d7 47£58cSc

8balaedé bld846el 39b2ebS5Sf

8balaedé 4b8262ad
1485£843 163c3aal
238f4cda ©0976260
7031b061 b73e2dec
d4e7ect2 7c2afScd
66582df3 b2b0b71a
dedbB199 5898eff2
£8536917 24443883
d7333b8a cre25867
760847¢l ededas3b
Teabc6d7? 5403a391
90c49624 b78767c3
0b876264 fdcdc9d9
04cb36cl 790cd4a20
dS58cc34a £95b£853
0ed14dd? Oec9%be3b
5a89%a942 of9fidbe
4d30424¢c 15427ed3

95392769
10c8b7h0
edbelebl
3ddb8cee
£5813490
c3el8529
77d39%¢cee
£dbb9913
b999cced
54e69e2l
ad29647e
af£457e7
9af42ale
8£fb6£348
97e63d39
7364baeé
3afbh010d
b8e64229
38eda38d
25¢c2c397
d674405f
bB109422
1c58¢d66
39b2eb5£
4b8262ad
163c3aal
c0976260
b73e2dec
Tc2a£9cd
b2b0b71a
5898eff2
24dd3883
cce25e67
ede4a’3b
5403a391
b78767¢3
£dedc9ds
790c4da20
£95bf853
Oec9be3b
cf9fldbe

TCVN 11816-3 : 2017

Y1, Y2, Y3, Yo Y5 Yo, Y7

1£1419¢c2 £d16£295
95392769 1£1419¢2
10c8b7h0 95392769
edbeleb9 10c8b7b0
3ddb8cee edbelebd
£5813490 3ddbBcee
c3e18529 £5813490
77d3%ccc ¢3e18529
fdbb9913 77d3%cce
b999¢cced £dbb9913
54e69%e21 b999%cced
ad29647e 54e69%e2l
affd57e7 ad29647e
9af42a0e aff457e7
8fb6£3d8 9af42ale
97e63d39 8fb6£3ds
7364baeb 97e63d39
3afb010d 7364baeéb
bBe64229 32£fb010d
38eda38d b8eb4229
25c2¢397 38eda3sd
d674405f 25¢2¢397
b8109422 d674405¢f
1c58cd66 b8109422
39b2eb5f 1c58cd66
4b8262ad 39b2eb5f
163c3aal 4b8262ad
c0976260 163c3aal
b73e2dec c0976260
7c2af%cd bl3e2dec
b2b0b71a 7c2af£9cd
5898eff2 b2b0b71a
24dd3883 5898eff2
cce25e67 24dd3883
ededab3b cce25267
54032391 ededab3b
b78767¢3 5403a391
fdcdc9d9 b78767c3
790c4a20 fdcdo%d9
£95b£853 790c4a20
Oec%be3b £35b£853
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40
41
42
43
14
45
44
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

32abe46
84adh2ad
cfelclaf
35eldbfa
7410bfd8
3fe%e763
853c3all
£7d035e7
20bae2bi
aebbI6h?
12e504e53
£3497054
9f166cdb
ccdffadd
£5eh664bd
ddeaScle
efcBfec?
882edb6e
4eci251f6
5c8cfchd
c9a31836
£754¢l6e
94314748
f2e7adbd

Tam tlr sau day Yo,

162fecbhec
32abe746
84adbh2al
cbelcSaf
35eldbfa
7410b£da
3fe%e763
853c3anl
£74035e7
20bae2b8
aebbf667
12e504e5
£3497054
8f166cdb
ccd8£fadd
£5e664bd
ddea8cTe
efcBfec?
882ed6d%a
decT25£6
5¢9%cfo69
¢9a314836
£f754clée
04314748

Ys, Yz Ys,

Y7-

b5adR5d?
F62feche
32abe’48
84adb2al
chalcbaf
35elibfa
7410b£d8
3fele’6l
853c3a00
£74035e?
20bae2bs
aabbf66?

12a504e5

£3497054
9£166cdb
ccd8fadd
f5e664hd
dieaBcTe
el8c8fec?
882edb%
dec?25£6
ba9cfced
c9a31836
£754cl6e

47£58c5¢
b5ad8sd?
T62fechc
32aba746
84adh2al
cbelcSatf
35al4bfa
7410h£d8
3fede763
853c3a00
£7d035e7?
20bae2b8
aebbf6bs?
12e504e5
£3497054

9flé66cdb

godf8fadd

dieaBcle
eBcBfac?
882ed6le
4a0725f6
ScOcfoéd
c9a31836

4053el2e 15427ed3
Tcecede?2 4053elle
42£9980b Tcecede
©8965792 42£9990b
ca5d4ceS1 c9965792
ae7codbb6 cabdceSl
c2be054d ae7cdb6é
£6d59d2q0 c2be054d
cab73£06 £6d59%d2¢
52384d2f cab73£06
£9a8377f 52384d2f
d0ab?cfc £9a8377¢
71L3455%b diablcfe
0£557ddd 71b3459b
aG79%5e9 0£557ddd
295B8ce2a ab79%a5ed
35£6800e 2958ce2a
£5e664bd 30267d8e 35£6800e
celdiced 30267d8e
- ¢8242b92 celdloed
8a40a370 cB8242hL92
333e0b63 9e40a370
1fbeé3b0 33320b63
9ffd8dac 1fbcé3bh0

cf9fldhe
15427ed3
4053el2e
Tcecede
42£9990b
c9965792
caS4cell
aalcdbbb
c2bal54d
£6d59d2c¢
cab73£06
523844d2f
£9aB377£
d0abTofc
71b3459%b
0£557ddd
a67%a5e9
2958ce2a
35£6800e
30267d8e
celdliced
©8242b5%2
9240a370
333elbt3d

Oec9belb
cf9fldbe
15427ad3
4053el2e
Toecede?
42£9980b
c9965792
cabdcebl
aelcdbet
c2hbe54d
£6d59d2¢c
cab73£06
52384d2f
£9a8377¢
d0abcfc
71b3458b
0£557ddd
a679a5e9
2558ce2a
35£6800e
30267d0e
celdlced
c8242b92
9240a370

Ys, Ys, Y, Yr bidu dién ¢Au ra phép I8p cubi cling clia ham véng.

Gia trf bam 14 xau 224 bit sau day:

8250e65d | £2e7adh9 = 75388b16
bof62£84 |J 94314748
66659033 |J £754clée
33e5e9la | c9a31836
10cBh7bl | 9£fdBdac =
95392769 |y 1fbcé3b0 = H4£58D19
1£1419c2 [ 333e0b63 = 52522525
£416£295 i 9=2402370 = £35651ed

512776cc
S5dbaSdal
£4890150
blcbdS5c

75388b16 512776cc 5dbaSdal £d4890150 blc6455c b4£58b19 52522525

A.8.8Vidys

Trong vi du ndy xau dr li&u 1a xau 1.000.000 byte |2 ban ma ASCII clia ‘a’ 13p lai 10° 14n.

Ma bam |& x&u 224 bit sau day.
20794655 980c91d8 bbbdclea 97618a4bh £03£4258 1948b2ee deeTad6’

A.8.9Vidug

Trong vi dy nay xau dii lidu chl 12 mét bit 0.

Ma bam [4 xau 224 bit sau day. _
d3fe57ch 76cdd24e 9eb23e7e 15684e03 9c75459%c eaaelllf 89712e9d
A.8.10Vidu10

Trong vi du nay x&u dir liéu chi ia mdt bit 1.
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Mé& bam la xau 224 bit sau day.
0d05096b ca2ada77 a2b47a05 a59618d0 1174b378 92376135 clb6e957
A.8.11.Vidu 1

Trong vi dy ndy x4u di liéu bao gdm 101 bit 13 1010101...01.
Ma bam la x&u 224 bit sau day.

2bld4a34 155c04d7 a51065d6 a4476203 9a38dffd 73e76bl7 b043555¢c
A.8.12 Vidy 12

Trong vi dy ndy xau de liéu bao gdm 256 octet, 14 00 01 02 03 ...FE FF.
Ma bam [ xau 224 bit sau day,

88702e63 237824c4 eb0dOfcf edl469ad4 62493eBb eb2a75bb ¢5981734

A.8.13 Vidy 13

Trong vi dy ndy xau d(r liu 1& Ho bao gdm 224 bit 0. Bbi v&i i = 1 dén 100 goi H;1a ma bdm cla Her.
Ma bam Hiyoo 12 x4u 224 bit sau day.
a0884ccl a335042b fedb52bf4 6777ed20 217a3472 81dc389%e 7blfbfee

A.9 Céc vécto kiém tra hoan chinh dél véi cic ham bam chuyén dyng 4, 5, 6 va 8

Cac ham b&m chuyén dung SHA-256, SHA-384, SHA-512 va SHA-224 dwgc déc ta nhw 1a mét phan
clia TCVN 11816-3 : 2017 (ISO/IEC 10118-3). Phu Iuc A.4, A5, A.6 va A8 tirong g cung cdp cac
vécto kidm tra dbi v&i bbn ham bam nay. Mot thiéu sét quan trong clia cac vi dy nay 14 tAt ca c4c gid tri
d3u vao dugc két hop riéng ré tir cac ky t danh sé theo bang chlr cal m& ASCII. Bé sung nay chira
mét tap a4y 4G hon cac vécto kiém tra dbi voi cac ham bam nay.

Lwa chon céc vécto kiém tra 1a dya trén cdc xem xét sau day :

1. Céc dAu vao do dal tlr 1 dén 512 (dbi véi SHA-224 va SHA-256) hodc 1024 (d6i v&l SHA-384 va
SHA-512) d& dugc dinh nghla d& kiém tra lwgc @ d&m. (Céc vl du trong Phy lyc A.4 — A8 va A8 chl
chira cac thdng bao véi cac d6 dai 13 bl clia 8). M6t sé nhé cac vécto kiém tra véi @0 dai lon hon
duwoc dwa vao.

2. Dam bdo réng t&t cA cac tlr 32 bit (SHA-224 va SHA-256) hoéc tat ca cdc tir 64 bit (SHA-384 va
SHA-512) v6i trong s6 Hamming 1 xay ra it nh&t mét 1An nhir 14 mét phn clia ddu vao. Pisu nay durq’c
thyre hign @& kiém tra cac ham mé rong théng béo.

3. X( ly tran nh& c& carry tir mot byte sang byte khac duoc kidm tra béng céch dam bo réing cac
phép céng sau ddy x3y ra [t nhat mot 1an :
a. Béi v&i SHA-224 va SHA-256
. OXFFFFFFEF + 0x00000001
ii. OxFFFF0000 + 0x00010000
iii. 0x0000FFFF + 0x00000001

iv. OxFFOOFFO0 + 0x01000100
v. O0x00FFOOFF + 0x00010001

b. Déi véi SHA-384 va SHA-512
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i. OxFFFFFFFFFFFFFFFF + 0x0000000000000001
li. OxFFFEFFEF00000000 + 0x0000000100000000
li. 0x000000COFFEFFFEFF + 0x0000000000000001
Iv. OXFFFFO00OFFFF0000 + 0x0001000000010000
V. 0x0000FFEFOQQOFFFF + 0x0000000100000001
vi. OxFFOOFFOQFFOOFFO0 + 0x0100010001000100
vii. 0x00FFOOFFOOFFOOFF + 0x0001000100010001

Danh sach a4y dl céc vécto kiém tra c6 thé dwoc tim théy tai dia chi URL sau day:
http:// Jiaik.t

CHU THICH: Cac vécto kiBm tra hoan chinh déi véi cac ham bim cdn lal duge chira trong phén nay clia ISONEC 10118
khéng ¢6 tai dja chl tham chiéu trén. Phan tich hién dang 1iép tyc d& xéc dinh xem céc vécte ki2m tra bd sung c6 dwoc yéu
cAu hay khdng @i véi céc ham baim cdn Ial va ndu ¢4 thl cac y8u cAu nao s& duge xem xét. Néu c4c vécto kidm tra bd sung

1a cn thiét thi stra ddi thiv hal d8i véi phén nay clia TCVN 11816-3:2017 (ISONEC 10118) c6 thé duge xem xét.

raz.ac.at/research/sha2 testvectors.zi



TCVN 11816-3 : 2017

Phy lyc B
(Tham khao)

Pic ta hinh thire

B.0 Giél thigu
Trong ¢4c phan ndy & céc d4c ta hoan chinh clia ham bim chuyén dung 1, 2 va 3 theo ngén nglr didc
& Z Céc ky hidu cho Z dugc md ta trong myc [1).

D3c ta Z van gite dwee tén, chu tric, ... dwoc sik dung trong phan chinh clia TCVN 11816 (ISONEC
10118).

Dic ta Z dwoce viét hoan toan trong Z, bao gdm ca céc binh luan. Céc binh luén trd ¢én cc phan clia
vén ban chinh trong TCVN 11816 (ISO/IEC 10118).

Dic t& Zmé hinh héa thdng diép nhu mét xau tudin te céc sb tie nhién 0 va 1 (x4u).
B.1 Dic ta cta ham bam chuyén dyng 1

#3 Céc thuat nglr va djnh nghia
ham vdng

Bit == {0, 1}

String == seq Bit

L]! N

Ly Ny

String_Ly == {s: String | #fs = L,}
String L, == {s: String | #5 = L,}

| @ String_Ly x String_Ly — String L,
T

Word == {w: String | # w = 32}
Word_capacity ==2 1 32
Word_capacity m_1==@2T32)-1
1Word ==0.. Word_capacity_m_1

#4 Ki higu (va thuit nglv viét tét)
$°() - Chl cAn & xéc dinh S nhw S” (lap quan hé) dwoc dinh nghta trong Z.

| 8:#ord - Word
VA:Worde
(letf==W _to_I(A)»
(etshift_I = (I «2+(/div(2131)) mod (21 32)e
S(A)yw1_to_W(shift_I)))
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AV® Buoc dinh nghfia cho c&c tlr chi khi ¢6 tét c3 cac yéu cu

BO == Bit % Bit —» Bit

LO:Word % Word % B0 —»Word
Y p.q:Word,bo: B0 e
LO(p, g, bo)={n:1..# psn> bo(p(n), g(n))}

_xor , or_, and_ :BO
| Oxort=1
OxorOmO
1xor 0=l
Ixorl=0

Oorl=1
Qor0=0
lorQal
lorl=1

Oand1=0
Oand0=0
land0=0
Jandlz=l

_XOR_,_OR_,_ AND_:Word x Word —» Word
VAB: Word »
" AXORB = LO(A, B, (_xot_)) a

AORR = LO(A, B, (_or_)) A

AAND B = LO{A, B, (_and ))

NOT:Word —» Word

VA: Worde
NOTA = AXOR{n:1. #4901 1}

_B_ :Word x #ord —> Word

YA B: Word e
A B B= 1 o W({(W_ta_I{4) + W_to_I(B)) mod Word_capacity)

#5 Cac yéu ciu
#6 M6 hinh cho ham bam chuyén dyng
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LH:N'l
LySL,
Byte == {b: String | #b =8}
{Byte ==0.,255
| B_to_1: Bjte —> IByte
Y x :Byte o B_to_I(x}) =
2T 7+x2)e2T6+x)*+215+xd)e214+
()¢ 2T 3+x(6)e2 T 2+x(7)¢2 +x(8)

Qua trinh bam
| 27 String_L,

| Maximem_Length_of_String : N

kash ; String ~ String_L,

TCVN 11816-3 : 2017

Y D :Siring | #D S Maximun_Length_of String »
hash(D) =
(let PD = pad(D)
(et SD == split(PD) »
(let Hy == iterate(SD, 1V) o tnmeate(Hy))))

Bwéc 1 (dém)
StringMuliiple L, == {x-: String | #5 mod Ly = 0}
| pad : String —» StringMultiple_L,

Bwée 2 (phén tach)
StringBlocks == seq String,_Ly

| split: StringMultiple_L, ~» StringBlocks
| split = {smil:StringMultiple_Ly; sb : StringBlocks | smil ="/sb o smil > sb}

Bwéc 3 (ap)

iterate : StringBlocks % String_L, = String_L,

Y sb ; StringBlocks, Hy, 2 String Ly | #sb 2 1 e
f!ﬂ'ﬂ'fd(:l‘b. Hy) =
Qet D, == sb(1) *
(let H, == (D, H,_)»
it #sh = 1
then H,
else fferata(tail sb, H,)))
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Bwérc 4 (phép cit)
String Ly == {s: String | #s = Ly}
| truncate :String L, — String Ly

Yy String Ly »
truncate(sy) = {1 ...Lg) ! sy

#7 Ham bdm chuyén dung 1
Maximum_Length_of String =2 1 64) -1

#7.1 Cac tham s, ham sé va hing sb
#7.1.1 Céc tham sé

L, =512

L, = 160

Ly =160
#7.1.2 Quy woce thir tir byte

W _to_I: Word —> IWord

Vw :Hord e
W to_ifw) =
(et By w= B to_I((1 ... 8) 1w)e
(et B, = B o I{((9 ...16) 1w) ¢
(et By, == B to I({17 ... 24) 1w) e
(et By s B tp 1((25 ... 32) 10) o
B+2124+B+21T16+5*21T8+58))

| £_ta_w: IWard - Word
| Lo W= Wit

#7.1.3 C4c ham sé
Indexed g == {g : s0q (Word x Word x Word ~» Werd) | # g = 80}
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£ ¢ Indexed g
VX X1, Xy : Word e
(vi:l1.16
8()(Xp X, X3) = Xy XOR X, XOR X,)A
(Vi:17.32+»
gD(Xo. Xy, X3) = (Xy ANDX;)OR (NOT Xy AND X3)) A
(Vi:33..48¢
8o, X1, X3) = (Xo ORNOT X_I) XOR X_2)A
(Vi:49..64 ¢
80N X, X, X5) =(Xy ANDX,) OR (X, ANDNOT X,))A
(Vi:65...80¢
g(H(Xy X, X) = X, XOR (X, OR NOT X))

#7.1.4 Céc hiing 8é

x00000000 == 0

x5AB827999 == 1518500249
X6EDYEBA]1 == 1859775393
x8F1BBCDC == 2400959708
XA953FD4E == 2840853838

x50A28BE6 == 1352829926
x5C4DD124 == 1548603684
X6D703EF3 == 1836072651
XTR6DTGEY == 20033594217

" Constants == {c ; StringWord | # ¢ = 80}

TCVN 11816-3 : 2017
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C, C': Constanis
(Vi:l..16»

C@) = 1 _to_W(x00000000)) A
(Vi:17,.32»

(i) = I to_W(x54827999) A
(Vi:33..48 0

C() = I to_W(x6EDIEBA) A
(Vi:49 ..64

CG) = 1_to_W(x8F1BBCDCY)A
(Wi:65..80e

C() = I to_W(xA953FDAE)) A

(Vi:l..16¢

C'() = I to_W(x50428BE6))A
(Vi 17 .32

C'() = 1 to_W(xSC4DDI124)) A
(Vi:33..48 ¢

C'() = Lto W(x6DTO3EF3))A
(Vi:49 .. .64e

C'(f) = 1 to_W(xTAGDICER) A
{(Vi:65..80¢

C'G) = 1 fo_W(x00000000))

[
{11,14,15,12,5,8,7,9,11,13,14,15,6,7,9,8,
7,6,8,13,11,9,7,15,7,12,15,9,11,7,13,12,
11,13,6,7,14,9,13,15,14,8,13,6,5,12,7,5,
11,12,14,15,14,15,9,8,9,14,5,6,8,6,5,12,
9,15,5,11,6,8,13,12,5,12,13,14,11,8,5,6)

1 v
(8,9,9,11,13,15,15,5,7,7,8,11,14,14,12, 6,
9,13,15,7,12,8,9,11,7,7,12,7,6,15,13,11,
9,7,15,11,8,6,6,14,12,13,5,14,13,13,7,5,
15,5,8,11,14,14,6,14, 6,9,12,9,12,5,15,8,
8,5,12,9,12,5,14,6,8,13,6,5,15,13,11,11)

CHU THICH: gia tr] a va 2’ 12 16n hon mt so véi i liéu quy dinh theo thir ty trong Z bit ddu tir 1.

Q==
{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,
8,5,14,2,11,7,16,4,13,1,10,6,3,15,12,9,
4,11,15,5,10,16,9,2,3,8,1,7,14,12,6,13,
2,10,12,11,1,9,13, 5,14, 4,8,16,15,6,7,3,
5,1,6,10,8,13,3,11,15, 2, 4,9,12,7,16,14)
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' oee
(6,15,8,1,10,3,12,5,14,7,16,9,2,11,4,13,
7,12,4,8,1,14,6,11,15,16,9,13,5,10,2,3,
16,6,2,4,8,15,7,10,12,9,13,3,11,1,5,14,
9,7,5,2,4,12,16,1,6,13,3,14,10,8,11,15,
13,16,11,5,2,6,9,8,7,3,14,15,1,4,10,12)

#7.1.5 Gia tr| khoi tao

x67452301 == 1732584193
Y, = I ta_JV(x67452301)
xEFCDABR9 == 4023233417
%, == I _to_W(xEFCDAB89)
X98BADCFE == 2562383102
Y, = 1_to_W(x98BADCFE)
x10325476 == 271733878

Y, s [ to W(x10325476)
xC3D2EIF0 == 3285377520
Y, == I_to_W(xC3D2ELF0)

we YW h G
#7.2 Phrong phap dém

YD : String

pad(D) =
(letly == #D e
(let Zeros == {n: 1 ... (447 -Lp)mod512) « n > O} ¢
(et Length_D_LSH == 1 to_W(L, mod(2 T 32)) ¢
(let Lengtii_D _MSH == I to_W(Lpdiv(2 T 32)) o
D™ ()" Zeros” Length_D_LSH ™ Length_D_MSH))))

#7.3 Md ta ham vong
StringWord == scq Word

| Split_String_to_StringWord :String — StringWord
Split_String_to_StringWord =
{s : String; sw:StringWord | 3 = /5w * 5 > sw}
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L80:StringWord x StringWord x
Indexed g x seq N x seg N x
Constants x 1 ..80 = StringWord

Y 2, X :StringWord; g : Indexed_g; 4, a:seq N;
C:Constants; i:1.,.80|# Z=16 A# X =5¢
L80(Z, X, g,¢,a,C, D)=
(let X 0= X(1); X 1w X (2); X 20w X(3); X3 2 X (4); X4 == X (5) 0
(et W ==S$"Y( X0 @ g{i)(X1, X2, X3) B Z(a()) B (D) B X4 »
Qet ¥ ==(X4,%, X1,5'°(X2), X3}
if (f=80)
thenY
else L80(Z,Y, g,t,a,C,i+1))))

Vsx:String _L,;sy:String L, ¢
O(sx, sp)=
(let Z === Split String_to_StringWord(sx)e
(tet Y == Split Siring_to_StringWord(sy)e
(et X o= 180(Z, ¥, g, & a, C, 1)*
(let X*==180(Z, Y, revg, t, a', C} 1)»
(let YO ma Y(2) B8 X(3) B X'(4) o
(let Y1 = ¥(3) 8 X(4) BX(S) »
(let Y2 ==Y(4) B X(5) B X'(1)
(let Y3 === Y(5) 8 X(1) B X'(2) 0
(et Y4 == ¥ (1) B X(2) B X'(3) ¢
YO Y1IT Y27 Y37 YANIN

B.1.1, C4c ham bé tr¢’

T _:NxN N
Vp:Ne
pTomia
(¢n: Ny pTn=ps(pt(@-1))

B.2. Pic ta éﬁa ham bam chuyén dung 2
Céc phin #3, #4, #5, #6 va B.1.1 clia Phuy lyc B.1 dwoc I3p lai trong phin nay clia Phy lyc.
#8 Ham bam chuyén dyung 2 '
Maximum_Length_of String =21 64)-1
#8.1 C4c tham s8, ham sé va hing sé
#8.1.1 Cac tham sé
Ly =512
L, =128
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Ly =128
#8.1.2 Quy wée thir tp byte
Phan # 7.1.2 clia Phy Iuc B.1 dwee 13p lai tai phin nay.
#8.1.3 Céc ham b
Phan # 7.1.3 clia Phy lyc B.1 dwgc I3p lai tai phin nay.
gl=(l...64) 1 g
#8.1.4 Céc hing sb

x00000000 == 0

x5AB27999 == 1518500249
X6EDYEBAL == 1859775393
xBF1BBCDC == 2400959708

x50R28BE6 == 1352829926
x5C4DD124 == 1548603684
x6D703BF3 == 1836072691

Constants == {c : StringWord | # ¢ = 64}

C, C': Constants

(Vi:l...16)*
C()y=1_to_W(x00000000)) A

(vi117...32)
C()=1_to_W(x54827999)) A

(Vi:33..,48)¢
Cl)=1_to_W(x6EDIEBAL)) A

(¥1:49...64)e
C(i)=1_to_W(x8FIBECDC) A

(Vvi:l...16)e
C'(fy=1_to_W(x50428BE6)) A
(vi:17...32)e
C'(i)=1_to_W(x5C4DD124)) A
(vi:33.,,48)e
C'(f)=1_to_W(x6DT03EF3))A
(Vi:d49...64)e
C'(f) = I_to_W(x00000000))

Phan # 7.1.4 clia Phy luc B.1 dwec IEp lai tai phAn nay chi @i véit, t', a, a',

2==(1..64) 1t
r==(1...64) 1 ¢

a2==(1..64) la

a2t ==(1...64) a’

#8.1.5 Gia tr] khdi tao

TCVN 11818-3 : 2017
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x67452301 == 1732584193
Yo==1 to W(x67452301)
XEFCDABRS == 4023233417
Y1 == [_to_W(xEFCDAB39)
x98BADCFE == 2562383102
Y, == 1 to_WG98BADCFE)
x10325476 == 271733878
Ya'==1[ to_W{(x10325476)

V=%,"5 5",

#8.2 Phwong phap dém
Phan #7.2 clia Phu luc B.1 dwoc I3p lai tai phdn nay.
#8.3 Mé td ham vong

Phan #7.3 clia Phuy lyc B.1 dwec I3p lai tal phdn ndy dbi v&i viéc x&c dinh clia -StringWord va '
Split_String_to_StringWord

L64:StringWord % StringWaord x
Indexed g x seq N x seq N %
Constants x 1 .64 — StringWord
¥ Z, X : StringWord: g1 Indexed g; t a:seq N;
C:Constanss;i:1..64[#Z =16 AHX =5
LedZ X gt a C D)=
(lot X 0== X (1); Xl==X(2); X 2= X (3), A3==X(4) 0
(et W = $'O(X0 8 g(iNX1, X2, X3) B Z(a(i)) 8 C(1))
(let Y =={X3, W, X1,X2)e
if (722 64)
then ¥
else L64(Z, ¥, g, 1, a, C, 1 +1))))

Y sxiString_Ly;sy:String Ly
P(sx, 5p)=
(let Z == Split String_to StringWord(sx)e
(tet ¥ = Split String to_StringWord(sy)e
(let X ==L64(Z, ¥, revg2, 12", a2, C, B)e
(let X' == L64(Z, ¥, revg2, 12, a2, C, 1)e
(let YO == Y(2) 8 X(3) B X'(d) »
(let ¥l==Y{(3) 8 X(4) EX(1)»
(tet Y2 ==Y (4) B X(1) B X'(2) #
(et Y3—=Y(1) B X(2) & X'(3) »
Yo Y1TY2TYINMN

B.3 Dic ta cla ham bam chuyén dyng 3
Cac phin #3, #4, #5, #6 va B.1.1 clia Phu Iuc B.1 dwgc 13p lai trong phan nay clia Phu lye.
#9 Ham bdm chuyén dung 3
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Maxinen_Length_of String=(2164)-1
#9.1 Céc tham s, ham 6 va hing sé
#9.1.1 Cac tham sé
L, =512
L, = 160
Ly =160
#9,1.2 Trét ty byte

W_to_I: Word — IWord
Vw:Word e W _to_I(w)=
(let By==B to 1({1...8) | w)e
(et B, == B_to_J((9...16) 1 w)e
(et By =B to_1((17,..24) 1 w)»
(et By =8 ¢o 1((25...32) {w)e
By+ By +218+ B «2116+ By +2124)

I to_ W :1Word — Word
Iso WeW oI

#9.1.3 C4c ham sb
Indexed f=={f :seq (Word % Word x Word - Word)|# { =80}

S iIndexed f
VXq. X, Xy:Porde
(Vi:1...200
J@XXp, Xy, X2)=(Xy ANDX}) OR(NOT Xy AND X, ))A
(vi:21...40e
FD(Xgy Xy X2)= Xo XOR X XOR X;)A
(Vi:41...60s
F@)X g X, X5)= (Xo AND X,)OR (X, ANDX,) OR (X, ANDX,))A
(v1:61...80e
F)(Xq, Xy, X3)= Xy XOR X, XOR X;)

#9.1.4 Céc hing sé

x5A4827999 — 1518500249

X6EDIEBA] = 1859775393
x8F1BBCDC=— 2400959708
xCAG2CLD6 = 3395469782

Constants == {c : StringWord | #f ¢ = 80}
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C:Constanty
(Vi:l...20¢ )
C()=1 to_W(x5A827999)) A
(Vi:21,..400
C(i)=1_to_W(x6EDIEBAL )} A
(Vi:4l...60e
Cli) = _to_W(xBF1BRCDC)) A
(Vi:61..80e
Clf)=1_to W(xCAG2C1DE))

#9.1.5 Gia trj khoi tao

x67452301 == 1732584193
Yo ==1I to_Wx67452301)
xEFCDABRS == 4023233417
Vi ==1 to_W(xEFCDABBS)
x08BADCEE == 2562383102
Y, =1 fo_W(x98BADCFE)
x10325476 == 271733878

¥y == I 19 W(z10325476)
xC3D2E1F0) == 3285377520

Y, == to_W(xC3ID2E1FD)
V=1"%"%H"%"Y,
#9.2 Phwong phap dém

Y D: String e
pad (D)=
(letLy==#Do
(let Zeros=={n:1...{(447 - L) mod 512) s n 1> D} ¢
(let Length_D MSH =1 _to_W(Lp div(2132))e
(iet Length_D _LSH ==1_to_W{Lp mod(2—32))e
D~(1)" Zeros ~ Length_D_MSH ~ Length D_LSH))))

# 9.3 MO ta ham vong
StringWord == seq Word
'- Split_String_o_StringWord ; String — StringWard

Split String_to_StringWord =
{5 : String; sw: StringWord | s ="/ swe s 1> sw}
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VX, Z:StringWord; :1...80|# X «5A#Z=80e
L8O(X, Z, I)m
(tet ¥ == §° (X(1)) B fUi) B (X(2), X(3), X(4)) @ X(5) & Z(i) B C()
(let XOm=iY »
(let X1==X{(1)e
(let X2=S5*(X(2))e
(et X3=w X(3)®
(let X4 == X(4) »
(letY ==(X0, X1,X2, X3, X4} »
if (7 = 80)
then ¥
else LBO(Y, Z, i+1))N))

XOR_Z : StringWord + StringWord

V Z1_16:StringWord | #Z1_16=16 »
(Vi:1...16
XOR_Z(Z1_16){{)=Z1_16()) A
(vi:l7...80e
XOR_Z(Z1_16){)=S" (XOR_Z(21_16)({-3) XOR
XOR_Z(Z1_16)(i-8) XOR
XOR_Z(Z1_16)(i-14) XOR
XOR_Z(Z1_16)(i-16))

Y sm:String_ Ly sn:String Ly e
Dsm, sn)=

(tet Z1_16==Split_String_ta_StringWord(sm)e
(let Y == Split_String_to_StringWord(sn}e
(let Z = XOR_Z(Z1_16)»
(let X o L8O(Y, Z, 1)
(let YO ==Y(1) B (1) »
(tet Y1 == Y(1) BX(1) »
(fet Y2 == Y1) @ X{(1) »
(tet 13 == Y(1) @ X(1) o

(let Y4 == Y1) B X(1) »
YO~ Y17 Y27 Y3T YA
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Phulyc C
(Quy dinh)
M6 dun ASN.1

Phu luc nay liét ké mé dun ASN.1 dwee gan cho ham bam chuyén dung dugc déc ta trong TCVN
11816-3

-- ISO/IEC FDIS 10118-3 @& xuit ASN.l Module -
-- Dya trén ISO/IEC JTC 1/SC 27 N 3340 2002-10-21

DedicatedHashFunctions {
iso (1) standard(() hash-functions (10118} part(3)
asnl-module(l) dedicated=hash-functions(0) }
DEFINITIONS EXPLICIT TAGS :2:= BEGIN

-- Xudt ra toan bd; --
—- Nhép vao la None --
OID ::= OBJECT IDENTIFIER -~ alias

-- bdng nghia --

id-dhf QID ::m {
iso (1) standard(0) hash=functiong{(10118) part3(3) algorithm(0) }

—= Trinh bay --
id-dhf-ripemd160 OID ::m { id-dhf ripemdl&Q({49) }

id-dhf-ripemd128 OID :i= { id-dhf ripemdl28(50) }
id-dhf=-whirlpool QID :;= { id=-dhf whirlpool (55) }
-- Cha y: B&t ki gi& tri méi OID déu trén 55

-- FIPS 180-1 v& FIPS 180-2 Thuédt todn bam an toan --

id=shal QID ::= {
iso(l) identified~organization(3) oiw{14) secsig(3)
algorithm(2) 26
}

sha2Algorithm OID ::= {
joint=iso~itu~t (2) country{l6) us{840) organization(l) gov(101)
csor(3) nistAlgorithm(4) hashalgs(2)
}

id-sha256 OID ::

{ sha2algorithm sha256{1) }
id-s5ha384 OID ::= { sha2Algorithm sha384(2) )

id-sha512 01D ::

{ sha2Algorithm sha512(3) |}

HashFunctiong ::= SEQUENCE {
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algorithm ALGORITHM, &id{{KashFunctioniAlgs}),
parameters ALGORITHM, §Type ({HashFunctionAlgs)}{€algorithm}) OPTIONAL

HashFunctionRlgs ALGORITHM ;:m {
dhf-ripemdl160 |
dhf-ripemdl28 |
dhf=-whirlpool |
SHA-Algorithms,

-- Cac thudt to&n c6 thé thém -
}

dhf=ripemdl160 ALGORITHM ::= {
OID id-dhf-ripemdl60 PARMS NullParms
}

dhf-ripemd128 ALGORITHM ::m
OID id=-dhf-ripemdl28 PARMS NullParms
}

dhf-whirlpool ALGORITHM ::= {
QID id=ghf=-whirlpool PARMS NullParms

}

SHA-Algorithms ALGORITHM ::= {

--C&c tham sb véi id-shal, id-sha256, id-sha384 --

--vad id-sha512 cé thd bd qua, nhung hién tai gid tri cia ASN.1 duél dang
NULL -~

—- bidu nay 1a phd hgp véi dinh nghia géc cila NIST(Khdéng cbé tham sé)

-- va hoan toan cé théd thyc hién dugc (khi c¢6 ching) --

-~ V&i c&c thuat todn SHA, viéc thuc hién phdi chip nhédn gid tri
AlgorithmIdentifier v6i tham sé NULL va khdng cé sy hién dién cua céc tham

sé tuy chon -~
sha=1 I
sha=256 |

sha-384 |
sha-512,

-- C&c thuit toi&n c6 thé thém --

109



TCVN 11816-3 : 2017

}

sha=1 ALGORITEM ::m {
OID id-shal PARMS NullParms

}

sha-256 ALGORITHM ::= {
0ID id-sha256 PARMS NullParms

}

sha=384 ALGORITHM :3= {
OID id-sha3B84 PARMS NullParms

}

sha~512 ALGORITHM ::= {
OID id=shaBl2 PARMS NullParms

}

NullParms ::= NULL
-~pinh danh thuit todn midt md --

ALGORITHM ;:m CLASS {
&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

}
WITH SYNTAX | OID &id [PARMS &Typel }

END == DedicatedHashFunctions ==
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